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SECTION 259. SECURITY CLEARANCE [ INVESTIGATIONS 


259-1 PURPOSE (See MIOG, Part I, 67-18|[(3); II, 35-9. 2. )| 

(1) All individuals who require access to National 


security clearance 

s who are under contract to 

[• 


Security Information (NSI) must undergo a 
background investigation (Bl) • Individual' 
the FBI are discussed under Part I, Section 260 of the MIOG* This 
section deals with individuals who are not 
access to NSI* 

(2) |Deleted| | 


FBI contractors and require 


(3) The other class i f i cat ions 'in the FBI Security Program 
are 67E, 260, and* 261^ and are explained in^ those sections of the MIOG, 
Part I. ' 


EFFECTIVE: 10/18/95 


259-2 259A - CLASSIFIED INFORMATION PROCEDURES ACT (CIPA) 

(See MIOG, Part II, 17-2 (6) &|23j-9; MAOP, Part II, 3-1.1 
h 3-1.2.) I 


(1) The CIPA legislation was enacted in 1980 by Congress 
to provide for the introduction of NSI within the context of a federal 
CRIMINAL proceeding in order to prevent a defendant from claiming an 
inability to provide adequate defense because of a need to have access 
to NSI* Prior to CIPA, this claim could result in the government 
requesting a dismissal of the criminal charges rather than compromise 
national security* I 


(2) Persons needing a security! clearance are identified 
by the court, e*g., attorneys and their staffs and court personnel. 

The request for a BI originates with the court and is coordinated with 
the Department of Justice (DOJ) * Subsequently, DOJ directs FBIHQ 
Security Programs Manager to conduct a BI and provide the results to 
DOJ for clearance adjudication- 


I 
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(3) Procedurally, at FBIHQ the cases are managed by the 
I I Indus t rial/Faci 1 i ty I Securi ty Unitj (l/FSU) , [Security Countermeasures 
Section (SCMS) , National Security Division (NSD) , and any questions 
I and/or consul tat ion may be directed accordingly. |l/FSU|sets out 

investigation for the field under the subclass i f icat ion 259A. The BI 
is to be conducted by the field in accordance with the guidelines set 
out in MIOG, Part II, 17. | 


(4) IMPORTANT THINGS TO REMEMBER: 

(a) Deadlines in CIPA cases are driven by the trial 
date established by the U.S. District Court judge hearing the criminal 
case. Invariably, the time frames for conducting the Bis are 
extremely short, as is the tolerance of the judges for missed 
deadlines. More importantly, failure tojmeet the deadline could 
result in dismissal of the government's case with prejudice. 

Therefore, field supervisors managing these cases must be extremely 
sensitive to the time constraints. t 


Bl and the results are 


(b) The FBI conducts the 
provided to DOJ for clearance adjudication. Only DOJ, Office of 
Security, can authorize discontinuance of these investigations. 


(c) In some special cases, DOJ may ask the FBI to 
provide a security briefing to individual's who are cleared pursuant to 
the CIPA. 1 


(d) CIPA appli es only to 


CRIMINAL proceedings. 


l 

(e) When individuals must be cleared for access to 
NSI in the context of a civil judicial proceeding wherein the U.S. 
government is a party, the Bis are handled under the 259D 
classif icat ion. I 


I 

EFFECTIVE: 10/18/95 


I' 

t* 

I 

i 
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259B - FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978 
(FISA) (See MIOG, Part II, 17-2|l (6) ; MAOP, Part II, 3-1.1 
& 3-1. 2. )j 

j. 

(1) This Act was passed by Congress to ensure that all 
electronic surveillance targeted against foreign individuals or 
establishments in the United States were reviewed and approved by a 
special FISA Court. Orders issued by th|e FISA Court are classified 
because of the nature of the information contained therein. Further, 
this Act authorized the Attorney Generalj (AG) and the Director of 
Central Intelligence (DCl) to set the guidelines for the security 
procedures to be followed for all FISA electronic surveillance. 

(2) The security requirements as determined by the AG and 
the DCI are contained in a document entijtled SECURITY PROCEDURES FOR 
SAFEGUARDING RECORDS PERTAINING TO ELECTRONIC SURVEILLANCE WITHIN THE 
UNITED STATES AUTHORIZED UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE 
ACT OF 1978 which was signed March 13, 1980, and endorsed by the FBI. 

A copy of this document is to be maintained by the field office (FO) 
Security Countermeasures Programs Manager. These security procedures 
hold the FBI responsible for the security of the classified court 
orders, to include those orders which tile communications carrier 
chooses to store in its own facility. Further, it is incumbent upon 
the FBI to ensure that any individual who has access to these 
classified court orders has the proper security clearance. Most often 
these individuals are cleared for "Top Secret." 

The above-referenced security procedures provide for the 
use of a Trust Receipt which gives the communications carrier full 
access to the information contained in the classified court order, 
while the FBI physically maintains the order in the FO. The 
communications carrier receives a Trust jReceipt signed by the SAC 
which guarantees the communications carrier access to the order at any 
time during business hours, during nonbusiness hours upon prior 
notification, and further guarantees that the court order will not be 
altered or destroyed. Each FO should encourage the communications 
carrier to utilize the Trust Receipt. The use of the Trust Receipt 
can be demonstrated as a savings for the communications carrier, since 
fewer people must be cleared. In addition, communications carriers 
will not incur the costs normally associated with the storage of 
classified information. The FBI will benefit since fewer of the 
communications carrier employees must have a security clearance. The 
FBI will not have the additional responsibility of periodically 
inspecting the communications carrier' s[ facilities as mandated by the 
security procedures* 
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In the event the communications carrier elects to store 
the classified FISA order in its space, jit is incumbent upon the FO 
Security Countermeasures Programs Manager to ensure that the 
classified material is being protected as outlined in Section 2, 
"Carrier Storage," of the above-referenced Security Procedures* 

(3) Procedural ly, FISA security clearance background 

I investigations are managed by [ l/FSU, | SCMS, NSD, and any questions 
and/or consultations may be directed accordingly* The investigations 
I will be reported under the 259B subclassif icat ion* 

(4) When the field Security Countermeasures Programs 
Manager identifies communications carrier personnel who need a 
security clearance, the following procedures are to be followed: 

(a) Candidate completes an SF-86, "Questionnaire for 
Sensitive Positions," and is fingerprinted. The SF“86 and two FD~258s 
(applicant fingerprint cards) are forwarded to the FO Security 
Countermeasures Programs Manager* 

(b) The field Security Countermeasures Programs 
Manager opens a 259B case, initiates indices, ALL available automated 
data base checks, and local criminal checks* 

(c) After reviewing thelSF“86 and the results of the 
FO checks, the field Security Countermeasures Programs Manager or 
designee interviews the candidate and reports same on an FD-302. The 
interview need not reflect the specif ic [questions asked of the 
candidate. A quest ion-and“answer format is not desired as it tends to 
result in a "checklist" style of interview* This interview is 
intended to obtain information to facilitate our investigative 
efforts. If a candidate provides information which could become an 
issue affecting trustworthiness for his/her access to classified 
information, this should be fully explored at the interview. 

The narrative of the FD-302 should be sufficiently 
detailed to reflect, at a minimum, each of the following points: 

1. Completeness and accuracy of the SF-86* 

2. Personal and business credit issues, 
including, but not limited to, repossessions, delinquent student 
loans, debts placed for collection, and bankruptcy* 

3. Civil suits as plaintiff or defendant, 
including divorces. Identify issues litigated. 
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4. Any involvement in criminal matters as a 
suspect or subject or any criminal chargjB, arrest, and/or conviction. 

5. Any denials of employment and/or dismissals. 

Include reasons. I 


countries . 


6. Any contact with} representat ives of foreign 


7. Details of candidate's personal life that 
could be used to coerce or unduly influence the candidate. 

8. Details of professional complaints or any 
nonjudicial disciplinary action, e.g., bar association grievances, 
better business complaints, student or military disciplinary 
proceedings, Equal Employment Opportunity complaints, etc. 

9. Business/investment circumstances that could 
or have involved^ conflict of>^ interest allegations. 

10. Details of any psychological counseling with 
psychiatrists, psychologists, or other, qualified counselors. 

11. Any abuse of prescription drugs or alcohol, 
illegal drug use, to include marijuana, and participation in 
drug/alcohol counseling/rehabilitation programs, during candidate's 
entire adult life (since age 18). Identify all drugs used, when used, 
duration of usage, amount of drug used, place where used (public or 
private setting) , how the drug was obtained, whether or not candidate 
has provided drugs to anyone, if candidate has purchased or sold 
drugs, others having knowledge of candidate's drug use. 

12. Any involvement in any organization which 
advocates the use of force to overthrow the U.S. government; or any 
involvement in any organization involvedj in the commission of 
sabotage, espionage, or assisting others in terrorism. 


13. Any current or past circumstances known to 
the candidate that could have a bearing on his/her trustworthiness for 
access to classified information. | 


(d) The candidate shouldj be recontacted to resolve, 
if necessary, any issues developed during the invest igation. 


(e) THE FIELD SECURITY COUNTERMEASURES PROGRAMS 
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MANAGER SPONSORING THE CANDIDATE HAS THE AUTHORITY TO DISCONTINUE THE 
INVESTIGATION AT ANY TIME BASED ON INFORMATION DEVELOPED. 

(f) If the candidate is [still viable for clearance, 
the field submits the original SF-86, two FD-258s (applicant 
fingerprint cards) , results of the FO checks, and candidate interview 
with a cover communication to | l/FSU | AND jauxil iary FOs, as appropriate, 
setting out type of investigation, 259Bjfile number, and 30-day Buded. 
FBI Headquarters' Personnel Security Specialist reviews Headquarters 
checks and, if necessary, advises field of unfavorable information. 

(g) FO continues BI consistent with guidelines set 
out in Part II, Section 17, MIOG. Submit completed investigation to 

|l/FSujwith copies to office processing the candidate. 


(h) The I I/FSU I adjudicates 


trustworthiness and 


notifies the sponsoring FO of the clearance decision. 

(5) The field Security Countermeasures Programs Manager 
provides a comprehensive briefing covering the handling- of> classified 
information. 

(a) The ORIGINAL signed SF-312, "Classified 
Information Nondisclosure Agreement," is forwarded to thell/FSU.| 

J , 

(b) When the candidate's security clearance is 
terminated for any reason, the field provides a debriefing and 
forwards the signed SF-312 to the [ l/FSUj| f or the mandatory 50-year 
retention requirement. 


(6) The FISA security procedures provide for EMERGENCY 
SITUATIONS when it is necessary to grant uncleared individuals access 
to the classified court order. The SAC or designee must make the 
determination that the time required toj obtain a personnel security 
clearance in a particular circumstance jWould cause failure or 
unreasonable delay in conducting the surveillance. Such emergency 
authorization must be confirmed in writing to the communications 
carrier, and the person being served with the classified order must 
execute the security agreement form required by the FISA security 
procedures (supra). The emergency procedures are not to be utilized 
to bypass the clearance process. Subsequent contacts with the same 
communications carrier for the purpose jof serving a classified court 
order should be anticipated and the appropriate individual (s) 
submitted for a security clearance. 

The FO Security Countermeasures Programs Manager must work closely 
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with the FO Technical Advisor in an effort to identify key individuals 
with the communications carriers who will need clearances for FISA 
orders • 

(7) IMPORTANT THINGS TO REMEMBER; 

(a) Classified FISA orders should only be served on 


individuals who possess the required DOJ 


security clearance. 


(b) The communications carrier should be encouraged 
to utilize the Trust Receipt exclusively^ 

(c) The FO is responsible for inspecting the 
facilities of communications carriers which store the classified FISA 
orders to ensure proper security procedures are in place. 

(d) The FO Security Countermeasures Programs Manager 
is responsible for identifying all communications carriers which are 
or could be used for a FISA. Appropriate personnel with those 
carriers are to be cleared*. The FO should be aware of the 
communications carriers* pending retirements or transfers so that a 
pool of cleared individuals can be maintained. 


(e) Emergency procedures exist for those limited 
situations when an uncleared individual jmust be served with a FISA 
order. The SAC or designee must determine an emergency exists and 
confirm authorization for emergency access in writing to the 
communications carrier. The uncleared individual must sign the 
security agreement form. This individual must undergo a security 
clearance investigation and receive a clearance before he/she can be 
served with any subsequent FISA order. 

(f) The FBI component in the NSD managing the FISA 
program will, from time to time, identify key communications carrier 
personnel at the Headquarters level who will require a Top Secret 
security clearance. In those instances, the | I/FSU, | SCMS, NSD, will 
initiate the BI and set out leads to the field accordingly. 


EFFECTIVE: 10/18/95 
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259C - FBI JOINT TASK FORCES (JTFs) (See MIOG, Part II, 
17-2|(6); MAOP, Part II, 3-1.1 & 3-1.2.) | 


(1) A Joint Task Force (JTF) for purposes of this sub- 
section is the combination of FBI personnel and other resources with 
STATE AND LOCAL law enforcement agencies to address common crime 
problems within their respective jurisdictions. 

(2) Generally speaking, a JTF is designed so the FBI and 

state and local participants are on an equal footing as to the sharing 
of information, personnel, and/or facilities to which access is 
necessary to accomplish the objectives of the JTF. Very often, the 
JTF personnel become one force whose participants become 
indistinguishable. Heretofore, security countermeasures required a 
ten-year BI and a Top Secret security clearance for ALL state and 
local JTF participants. i 

In the late 1980s and early 1990s, there was a proliferation of FBI 
JTFs across the nation occasioned by the expansion of the FBI's 
investigative responsibilities, such as| Violent Crime/Major Offenders 
initiative. Domestic and International Terrorism, etc. The 
traditional task force concept began toj lose its identity in that the 
new JTFs had significant variances in the degree of access to FBI 
information, personnel, and/or facilities afforded to state and local 
personnel. As a consequence, the ten-year BI was thought to be 
excessive when the access was, at timesj, measurably less than in the 
traditional task force of the late 1970s and early 1980s. 

(3) The entire security countermeasures program as 
applicable to JTFs was revisited by experienced SAs in the field and 
representatives of both investigative divisions at FBIHQ. The 
objective was to make the program more effective in terms of 
streamlining procedures without sacrificing the security of our 
information, personnel, and/or faciliti^es. 

(a) A threshold decision was made to place 
responsibility on FO managers to assess, JTF security vulnerabilities 
by utilizing the concept of "RISK FACTOR." 

1. "RISK FACTOR" i's ascertained by the FO 
examining and quantifying the access to FBI information, personnel, 
and/or facilities being afforded to the JTF state and local law 
enforcement personnel. Thereafter, the; FO managers must project the 
damage to the FBI if the state and/or local law enforcement personnel 
betray the access afforded them. In ot|her words, if there is 
compromise, what is the potential damage? For example, will 
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compromise jeopardize an investigation?; endanger life of an 
undercover agent?; an informant?; surface covert facility or 
operation?, etc. When you can estimate the probable impact of 
compromise, you have established the "RISK FACTOR. 

2. The "RISK FACTOR drives the scope of your 
security countermeasures program as it applies to a particular JTF. 

(b) The group (supra) studying the JTF security 
countermeasures policy and procedures took the position that, under 
all circumstances, every FO MUST HAVE a record of ALL state and loca 
participants in FBI JTFs. 


(c) The guesswork, as to 
countermeasures, has been eliminated by 


I the scope of the security 
establishing two ALL INCLUSIVE 


countermeasures, nas oeen eiimiiidLcv* uy co 

categories of JTFs for purposes of security countermeasures, i.e.. 


CATEGORY I and CATEGORY II. 


(d) The new JTF security countermeasures policy and 
procedures" were' sent out to ALL SACs by |airtel dated 11/22/93, ___ 

captioned "SECURITY PROCEDURES REGARDING JOINT TASK FORCES (JTFs), FBI 
AND OTHER LAW ENFORCEMENT AGENCIES, FCI SECURITY COUNTERMEASURES." 

(4) These cases will be reported under the 259C 
subclassification. 

The FBI Security Program is managed in each office by the National 
Foreign Intelligence Program Manager, WHO MUST FAMILIARIZE OTHER FO 
SUPERVISORY PERSONNEL WITH SECURITY COUNTERMEASURES POLICY AND 
PROCEDURES. 

This facet of the FBI Security Program is being managed at 

FBIHQ by the 1 l/FSU, | SCMS, NSD, and any questions and/or consultation 

may be directed accordingly. | 

[ 

(5) All state and local JTFI participants will be 
investigated in either CATEGORY I OR ll[ depending on FIELD OFFICE 
assessment of the RISK FACTOR. 


EFFECTIVE: 10/18/95 


[ 
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259-4.1 Category I JTFs Consist of State and Local Candidates 
Participating in FBI Joint Taslt Forces Who Need 
Department of Justice Top Secret Security Clearances 
Based on a Ten-Year Background (Investigation (Bl) 

(1) Specifically, this category applies to state and 

local candidates who will have: | 

(2) Access to national security information in order to 
participate in joint task forces; OR 

(3) Long-term unrestricted access to FBI information, 
personnel, and/or facilities. 


EFFECTIVE; 04/12/94 


259-4.1.1 Procedures for Conducting a Ten-Year Background 
Investigation on State and Local Candidates 
Participating in FBI Joint Task Forces Who Need Top 
Secret Security Clearances I 


(1) Candidate completes an SFr86, "Questionnaire for 
Sensitive Positions," and is fingerprinted. The SF-86 and two FD-258s 
(applicant fingerprint cards) are forwarded to the field Security 
Countermeasures Programs Manager ♦ 


(2) The field Security Countermeasures Programs Manager 
259C case, initiates indices, AL[l available automated data 
b*ase checks, local criminal checks, and {police department Internal 
Affairs check. 


opens a 


(3) After reviewing the SF-86 and the results of the FO 
checks, the field Security Countermeasures Programs Manager or 
designee interviews the candidate and reports same on an FD-302. The 
interview need not reflect the specific {questions asked of the 
candidate. A question-and-answer format is not desired as it tends to 
result in a "checklist" style of interview. This interview is 
intended to obtain information to facilitate our investigative 
efforts. If a candidate provides information which could become an 
issue affecting suitability for participation in an FBI JTF or his/her 
access to sensitive or classified information, this should be fully 


\ 

\ 
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explored at the interview. 

[> 

The narrative of the FD-302 should be sufficiently detailed to 
reflect, at a minimum, each of the following points; 

(a) Completeness and accuracy of the SF-86. 
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(b) Personal and business credit issues, including, 
but not limited to, repossessions, delinquent student loans, debts 
placed for collection and bankruptcy. 

(g) Civil suits as plaintiff or defendant, including 
divorces. Identify issues litigated. 

(d) Any involvement in criminal matters as a suspect 
or subject or any criminal charge, arresjt, and/or conviction. 

(e) Any denials of employment and/or dismissals. 
Include reasons. 

(f) Any contact with representatives of foreign 

countries. 

(g) Details of candidate's personal life that could 
be used to coerce or unduly influence the candidate. 

(h) Details of professional complaints or any 
nonjudicial disciplinary action, e.g., liar association pievances, 
better business complaints, student or military disciplinary 
proceedings. Equal Employment Opportunity complaints, etc. 


(i) Business/ investment 


circumstances that could or 


have involved conflict of interest allegations* 

(j) Details of any psychological counseling with 
psychiatrists, psychologists, or other qualified counselors. 


(k) 

illegal drug use, 
drug/alcohol couns 
entire adult life 
duration of usage, 
private setting) , 
has provided drugs 
drugs, others havi 


Any abuse of prescription drugs or alcohol, 
to include mari juana, j and participation in ^ 

eling/rehabilitation programs, during candidate's 
(since age 18). Identify all drugs used, when used, 
amount of drug used,! place where used (public or 
how the drug was obtained, whether or not candidate 
to anyone, if candidate has purchased or sold 
ng knowledge of candidate's drug use. 
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(l) Memberships in organizations whose policies 
restrict membership on the basis of sex, race, color, religion, or, 
national origin, 

(m) Any involvement in any organization which 

advocates the use of force to overthrow the U.S. Government; or any 
involvement in any organization involved' ««, nr. of 

sabotage, espionage, or assisting others 


in the commission of 
[ in terrorism. 


(n) Any current or past circumstances known to the 
candidate that could have a bearing on his/her suitability for FBI JTF 
participation and/or access to sensitive and/or classified 
information. 

(4) If necessary, the candidate should be recontacted to 
resolve any issues developed during the investigation. 


(5) THE FIELD SECURITY COUNTERMEASURES PROGRAMS MANAGER 
SPONSORING THE CANDIDATE HAS THE AUTHORITY- TO. DISCONTINUE THE 
INVESTIGATION AT ANY TIME BASED ON INFORMATION DEVELOPED. 

(6) If the candidate is still viable for clearance, the 
field submits original of the SF-86, two FD-258s (applicant 
fingerprint cards), results of the FO checks, and candidate interview 
^ith a cover communication to ISU AND auxiliary field offices, as 
appropriate, setting out type of investigation, 259C file number and 


Specialist reviews 
advises field of unfavorable 


30-day Buded. FBIHQ Personnel Security 
Headquarters' checks and, if necessary, 
information. 

(7) Field offices continue BI consistent with guidelines 
set out in Part II. Section 17, MIOG. However, this investigation 
must include ARREST CHECKS ON RELATIVES;, Submit completed 
investigation to ISU with copies to office sponsoring the candidate. 

(8) The ISU adjudicates truS|tworthiness and notifies the 
sponsoring FO of the clearance decision. 

(9) The field Security Countermeasures Programs Manager 
provides a comprehensive briefing coverjing the handling of national 
security information and security policy and procedures of the 

(a) A COPY of the signed SF-312, "Classified 
Information Nondisclosure Agreement," is forwarded to the ISU. 
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(b) When the candidate terminates the task force, 
the field provides a debriefing and forwards the ORIGINAL signed 
312 to the ISU for the mandatory 50-year retention requiremen 


EFFECTIVE: 0A/12/9A 


259-4.2 Forces'^ 

FOR A SECURITY CLEARANCE But Must Be Subjected to a^ 
Limited Security Investigation 

(1) Specifically, this category applies to state and 
local candidates who will NOT have; 

(2) Access to national security information in order to 
participate in joint task forces; OR 

4 - •- j ^ 1- ck arrp< 5 s to FBI 1 nF 0 rm3.t i OH , 

(3) Long-term unrestricted access to 

personnel, and/or facilities. 


EFFECTIVE: 0A/12/9A 


259 - 4 . 2.1 Procedures Conductinse^imted Invest leation^ 

fe:t%"=esThl KEEdIfOR A SECURITY CLEARANCE 

( 1 ) ':Af‘'‘*‘F/™P‘!'“,''s|i86l’"QiesuLnaire for 

(Certification only), and 10 f th security 

Sensitive Positions. me &r oo lo 
Countermeasures Programs Manager. [ 

1 TVaea fi’eld Security Countermeasures Programs 

(2) The field iecuriiy .(..„, att available automated 
an. 9 «;or i-oep initiates indices, aul av&i.i-<*uxc 

Manager opens a 259C case,, inic i . -oiice department 

data base checks, local criminal checks, and police p 

Internal Affairs check. | 

C * * qf-RA and the results of the FO 

I (3) After reviewing the bf oo ana me 

> 1 chocks, the field Security Counterueasures Prosraus Kanaser 
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lesi.n.e inUrview. the candidate end r.oorts saa,e on an FD-302. The 
interview should cover the following: | 

(a) Completeness and accuracy of the SF 86. 

(b) Any involvement by tile candidate 

crininal matters as suspect or subject or any crrm.nal charse. arrest. 

and/or conviction. 

(c) Any current or past tircumstances knoun to the 

'rrritn:t5orirai%rdT? r s 


(4) The above items are not a;ll inclusive and may be 
:rest:'Rt:r?^iur:^:nd'othrr'irE.:Luu 

advHUly affect the candidate’s part.cJpaUon rn an FBI JTF. 


THF FIELD SECURITY COUNTERMEASURES PROGRAMS 
ms IHE-AU^lm To'DiscSuE THE INVESTTGATIOH AT AHT TIME BASED 

DN INFORMATION DEVELOPED. 

(6) If the the 

FBrSF.ire^arid:” Lt be providadja comprehensive briefing 
the security policy and procedures of the FO. 

(7) All records regarding tje above must bp 

the TO 259C file. Ko reporting to FB1H9 is requrred rn Category 

cases • 


EFFECTIVE: OA/12/94 


259-5 


SECURITY CLAUSES FOR JOINT TASK FORCE MEMORANDUM OF 
UNDERSTANDING 


for each of the participating agenciesj. 

«) An HOB is an o":! 

into between the FBI and a cooperating state 
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all parties. 

(3) Depending upon the Category of the JTF (I or II) , 
different security clauses will be necessary. 

(a) CATEGORY I task forces require a 
security clearance for state and local candidates who will have. 
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order to perticipete in joint task Eoroea; OR 


Access to national security information in 


2. Long-term unrestricted access to FBI 
information, personnel, and/or facilities. 

(b) The CATEGORY I FBI |tF security clauses are as 

follows: 

“Personnel of the- (insert- ajency name)- . „ 

participating in this PM Ooint -^ce WU^he^redu.re^^ to^underRO 

a full backgreund reason', a candidate is not selected, 

ra:ro^ ;Ut-SraUnr;s.-n- - - — 

be made for another candidate. 

"Sixty days prior to being assigned 

force, each candidate and two^ "Applicant 

’■Questionnaire for S®nsiti P i Sometime thereafter, an 

Srr:!:i"of^r.ch crdiS:Mu‘he conducted hv an PBl 
rep res entat ive . 

"At the completion 
investigation, each will receive a comprehensive 

-rei"g-s “j fati:“i';:tJsity 

nondisclosure agreement (.SF 31/;. 

"Upon departure from the ®^nd will be 

candidate will execute a nondisclosure agreemen 
given a security debriefing. 


of the background 
will be granted a Department o 

M 'T aVi Q 1 V6 


(c) 


CATEGORY II task forces require a limited 
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background invastigation tor all state and local pers.nnal who uill , 

NOT have: I 

1. Access to national security information in 
order to participate in joint task forces; OR 

2e Long-term unrestricted access to FBI 
information, personnel, and/or facilitiej. 

(d) The CATEGORY II FBI JTF security clauses are as 

follows: 

"Ptkrsonnel of the (insert agency name) 
participating In this FBI Joint Teak JJYLra^^non^'fcaLrdlu' 
L“:“:tl«fe5”(:annrpar?lclpatlngiganc ulll be so advised and 
a request will be made for another candidate. 

"Thirty days prior l^p , 3‘ 

uJil he reauired to furnish pages 1, 

only), and 10, of the j^^^^^iew'of !ac“^''"" 

"Upon being selectek, each candidate wUl 
receive a comprehensirbriefi g coveriiig the security policy and 
procedures of the FBI field office. 

in the -vised; " 

under the caption CO . rilauses for Category I and 

A sanpl. of an MOU with tl>o/o'“r.ty pauses for^^^ This 

CATEGORY II ‘ °“5ht Und.rcove?: and Sensitive Operations Unit, 

Co^t^JtlWCWll Rlghts^ectlon. Crl.ljal Investigative Dlv.s.on, 

FBIHQ. I 


EFFECTIVE: 04/12/94 
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259-6 259D - OTHERS - ACCESS TO NATIONAL SECURITY INFORMATION 

(SEE MIOG, PART II, 17 2 (6) . | . 

This category applies to individuals other than thos 

following list IS illustrative. 

(1) Attorneys representing FBI employees in personnel 
actions requiring access to NSI; 

(2) Federal civil judicial proceedings 
Government ie a party and UtUanta nuat have aceese 

(3) Staff of Federal Independmt Counsel, Special 
Couns etc*J 

I (4) Special Consultants (e.g., security professiona 

I administrators)^;; i 

I (5) Selected Federal Legislative and Judicial Branch 

I personnel; } 

okhAnois SEmm, COUNTERMEASURES POLtCV AND PROCEDURES, 
FCI - SECURITY COUNTERMEASURES," dated 1/10/94J , 

(7) Chaplains promoting health PROGRAM 

couS?e™es“oLkv Td Procedures, pci - securitt 

COUNTERMEASURES," dated 3/4/9A) , 

I (8) Other Federal personnel supporting FBI initiatives, 

(9) Individuals needing access to NSI and, to do so, 
need a DOJ security clearance. , 

” the Field security Co^temeaa^ -"‘^4 

PMcrthlre art no exiatinR policy and| procedures, rt mu.t be 
. ZoMrltZ with the ISU, SCHS, USD, FBIHQ. | 
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259-7 


I 

I259E - PERIODIC reinvestigations/security CLM^CES 
(S.rMIOG, Part II, 17-2; MAOP.I Part II. 3 1-1 
3-1.2.) 


All FBI noncontractor 

raU;:sti:rttd^'o‘“:urrtru;i:onh-naaa Por continued accesa to 
National Security Information. 

(1) Individuals due for the ll^^riLntif ied by 

both at the "Secret" and xhe reinvestigation 

„ill be the original Standard Form 86- 

the recijired investigation. 

1 security clearance 

(2) The reinvestigation for a indices (field and 

will include a candidate ""^ervie , ^ ^ agency checks (FBIHQ) , 

rnfa?U::crr-n^::r:Rfe"tleU), and credit bureau 
Checks (FBIHQ). 

(3) The •■TOP secret'. -‘-“‘‘*:‘‘°u:‘^!uTc!udr‘ 
same areas as the Secret two neighbors, review of 

verification of residence. J references, and two character 

::ll°rrcfa "ere;o;;d “e lnvestUat;or and not provided by the 

candidate. 

(4) In all instances the i"Y®f ^iftiol^'^Wy !i^ef 

to resolve any derogatory or ®J''®“®i;”^3tigation. such as education, 

information within . military service and foreign 

recent divorce, roommate, part time miii y 

travel must be addressed. 

.„dprocelulea^:r:ut‘rntloi:'p«t1l!" 

Full Field Investigation. ] , 


Sensitive 
PRINTED: 02/18/98 



Sensitive 

Manual of Investigative Operations and Guidelines 
Part I 


EFFECTIVE; 01/03/97 


PAGE 259 - 19 


259-8 


ru AD ArTFR - SECURITY CLEARANCE INVESTIGATIONS 

fisa: - JIF: ‘I other; - SSp' Fart 

SECURITY CLEARANCES (See MIOG, Part ii, i/ . 

II, 3-1.1 and 3-1.2.) j I 


EFFECTIVE: 01/03/97 I 

I 


i 

I- 

! 


\ 


[’ 


I 


[ 

I 

I 

I 
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SECTION 260. INDUSTRIAL SECURITY PROGRAM 


PAGE 260 


260-1 


background and purpose (See MIOG, Part I. 67 18 (3) L 
259-1; II, 35-9.2.) 


Program (ISP) is designed to 

-s a. ^ 


(1) The Industrial Security | -e ' 

»a„as., control; and ‘"l^'r^^Uorarrec^Hty. In order 

contractors and thereby preven merelv address the threat of 

to perform this task, the ISP canno access to National 

e,p!.nase posed by -"'“f ".?*”:"":;,^'’?aoarorjhose situations 
Security to the national security by virtue o£ 

:rc::s'rLn!pir njnnel to sensrUv^^^^^^^^ 

::"rn:^b: 14 “iit“:^resir .ert I. 26.-2 < 6 ) ^ K^OP, 

Part II,. 2-4.3.11(1) (p.)-).l ! 

(a) All contracts whijh include new construction or 
modification of existing FBI facilities; 

(b) All contractual arrangements with the 

sector for the installation building 

essential to Bureau operations, i.e., computers, yp 
maintenance, automobiles, etc.; 

(c) Any or all non-FBI individuals who are granted 

c to FBI facilities for whatever reason, to include but n 
access to FBI taciiinc service people, etc. and 

limited to vendors, consultants, service p p 

(d) Traditional contiactual arrangements involving 
the release of NSI to a contractor. [ 

The ISP is one segment of the FBI's Security Program 
uhich is included uitbin the 

The following cl.ssif .cet.on „£ the ISP. (See 

'arb‘K!ie“ sr ^ 3 - 1 . 2 .) 

260A ISP - Personnel| Clearance 

260B ISP - Facility Clearance 

260C ISP - Nonclass if ied Personnel/Access 

, iS Jlp-?e«UelCle.rence-Reinvestigetions| 
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(3) The ISP is managed by th|e FBI Security Programs 
fSPHl and the staffs of the Industrial/Facility Security i 

a/Su) /security Countermeasures Section|. National Security Division. 

(4) The guidelines in this section of the MIOG apply to 

all FBI components, both at FBIHQ and in [the field. 

J in this section apply to obtaining personnel anO 

?i:nur^cuHtrcUa«nc:s for contractus and thoir o.ployaos who 
rtouiro access to and/or storoge of NSI. | Those goideUnes also apply 
to personnel facility access approvals to FBI facilities for 
contractor its employees, and/or others accessing sensitive 
!nf«naUo;, FBI personnel, or facilitie , includ.ng e,„.p»ent, not 
requiring access to NSI* | 

(5) General reporting procedures for 260 matters are 
contained in Part II. Section 17-6 of the MIOG. 


EFFECTIVE; 03/07/96 


c 


260-2 


PERSONNEL CLEARANCE 260A (See MIOG, Part I, 260 2.1(1) & 
260-3.2(3).) I 


(1) ll/FSUlmanages the investigation and clearance of 
nr-rfer 2640 2B "Automated Information Systems Security, 

crr:%rdTo«:ir:rc-^i : u 

automated data processing ^ ^ individuals involved in ADP or 

rL:!lu“e^:Sc:”s seJ £h ^ l^^^rraTagraph. 

MIOG, Part I, 260-2.5 (3) .) | 

1 (2) I Cognizant Security Officer 

The Cognizant Security Officer (CSO) is ^ 

given the rasponsihiUty T^h^i:.! 

oversee security issues, e.g.. Contracting 
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security* 


EFFECTIVE: 07/11/94 

260-2.1 FBI National Security ClearaLce Adjudicative Process 

(1) Pursuant to a Letter of ’ Agreement between the 

Department of Justice and the Department^ FBI^isTuUr Agency of the 
1976, and amended December administered by the Defense 

DeFeAse Investis.tive I's":? forth ih 260 - 

Investigative Service (DIS) . criteria in 260-2 (1) will require 

2.3, FBVco^tractors meeting the c granted clearances 

Fi.l Socurity Cloaranco Otfio. (DISCO) and 
irtfoff.srohfafby the SPM to, part(ci{,at. In bureau projects 
involving NSI. 

(2) The 1989 amendment to the 1976 Letter o£ ‘sree.ent 

j 1.1 piavihilitv in the administration of its 
permits the FBI fact\hat a prospective contract employee 

ISP. Notwithstanding the. fact /tcpM conduct such 

has the Tetermination of 

investigation as de ^ t^hat contract employee into a 

trustworthiness prior to P a cement 

Bureau project. Furthe , other time information is 

hf r.: f df f fns Ena: t-,contracL|.mployee.s contu 

jr“r/o“fif .::r!irrefr::rhE%s^ - spk pendm* 

resolution of the trustworthiness issue by the 


(3) 


Participation Authorization 


Participation authorizatio^ is a determination by the SPM 
that a contract employee's • Q„ai*^ncur it^ No contract 

rpltyerLy'rar'tfcipa'te In TLreau pjroject involving NSI without SPM 
author izat i on . 


r 
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EFFECTIVE: 01111191 

260-2.2 Interim Clearance/Participatijon Authorization 

(1) Definition - DISCO "interim" clearance and SPM 

"interim" participation authorization are determinations upon 

the completion of minimum investigative requirements and are grant 

a ?«porary basis, pandinj eompletion of tha full ,„vesU*aUv, 

requirements . 

(2) Upon certification of an immediate need for a 

authorize "interim" participation by the [contract ^ 

, 'n”a:u!|irpsj »aatin* 

' :;r:i".urirv:sn^auva S„uise.ant.. ta,u.st the SP» authorize 
"interim" participation-. 

(3) Requests for "interim" Uearance/participation 
authorization must be justified by exigent circumstances and not 
submitted on a routine basis. 


EFFECTIVE: 07/1 1/9A 

260-2.3 Department of Justice Clearjnces Issued to Contractors 

The SPM may, from time to time, determine ^hat a clearance 
for a contralfor be sought from the Department of 

ll nrqro In these cases, the field will be so informed by the 

r 1 initiating the investigation. The completed investigation (or 
airtel initiating t investigation where an "interim" clearance 

ir: ng ou^L) w U bHresented^to the Department Security Officer. 

DOJ fo? ^adjudicative determination.] An example ^ 

Clearance issuld by the DOJ is that provided to Special Investigate 
involved in the Background Investigation Contract Services program. 


Sensitive 

PRINTED: 02/18/98 


Sensitive 


Manual of Investigative Operations and Guidelines 
Part I 

EFFECTIVE: 02111191 


PAGE 260 - 5 


II 260-2. 3.1 I Moved To 260-5. l| 


EFFECTIVE: 03/07/96 


260-2.4 


Forms 


(1) All contracting components within the FBI (FBIHQ or 
field) seeking a national security clearance or 

Authorization on behalf of a contract employee should to 

the|l/FSUlan original and four copies of Standard Form (SF) 8 , 


LUC J./ i ww I -o ^ 

'Questionnaire for Sensitive Positions 

1987), and two copies of an FD 258 Appl 


(Revised date October 19, 
icant Fingerprint Card." It 


documentation is typewritten, complete, 
applications not meeting these criteria 


and accurate. All 
will be returned unprocessed. 


stating: 


(2) The above forms must be attached to a communication 


(a) the identity of the CSO; 


(b) whether the candidate will require access 
(escorted or unescorted) to FBIHQ or field office facilities; 


Government Entity (CAGE) code 
a DIS-cleared facility (see 


(c) the Corporate and 

rtf frhe contractor indicating that it is .... . ,. 1 . 

260-3). CSOs must ensure that the contractor ^ ^ ® j 

approp^ate level of clearance (see 260^3 inf ra) ; | (See MIOG, Part I 

260-3.2(2).)! 

(d) the level of clearance required; 

(e) if applicable, justification for "interim" 

clearance/participation authorization. 


the 


(3) It is incumbent upon the CSO to advise 
ll/FSUlexpeditiously when a contract employee's participati 


on in a 
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Bureau project is no longer required. 

C4) ll/FSUlwill audit, on a semiannual basis, the 
VH/ I 4-., L-hain their 


PAGE 260 - 


continued need for contract employees to 

clearance/participation authorizations 


EFFECTIVE: 07/11/94 


260-2.5 Level of Clearance/Types of investigations 

(1) A determination of trustworthiness will be made in 

accordance with the standards ‘' 5 ^So" 2 rlrend!x 5 entitled 

Personnel Security 

"Adjudication Policy Gene . i conducted is determined 

clearance background inves iga ion expand the 

by the level of clearance ^ a determinatiL of 

scope of the investigation in order to arrive 

trustworthiness. 

(a) "Top Secret" - A security clearance BI covering 
less than a scope of two years. 

fin UdiWdlai'i !!E“i“r''fror^r!8°Jo'urprtslnt, 

SucJrr irihoner? ‘h^v^, in no cU nay th. 81 novar ie.s than 
a scope of two years. 1 

(c) "Confidential" - Ln investigation composed of 

various records checks conducted by FBIHQ and the field, as directed 
byll/FSU.j ! 

(d) Sensitive Compartmented Information 

•- yyaoee to SCI will bc determined m accordance with t 
sTVont fn^ant II. SacUin 26-10, ol the MIOO. 

Part II, Saotion 17 of th. ' , j, raquastad by FBIHQ 

^a'r:urba”atlufd In tre^o™u„ication dir.cUng tha inveatlgaU.n, 


(3) 


The procedures set forth above must be adhered to by 
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prior approval of the|l/FSU. (See (A) below.)] 

(A) Security Awareness Briefings for contractors 

aecuLitj- T. Ul-ice will be afforded by 

clearances issued by the lyysi). 1 Briefinjs for 

division security Z co^dicted iy their 

‘^:“ciwrc^“"ra- security 0 «‘-” 3 ‘|,t'rrovrd:d “i'dS-a.S <3,. 
Sfir-f“o- ^ms|ri^ addressed in 360-3.2 (5) 
(infra) . 


EFFECTIVE: 07/11/9A 


260-3 


FACILITY CLEARANCE 260B (See MIOG, Part I, 

260 - 2 . A (2) (c) .) 


required to possess NSI at its 


(1) Definition - A facilitj^ clearance (FCL) is an 

administrative' determination that a facility 

security viewpoint for access to NSI of [the same or 
classification level as the clearance being granted. 

An FCL is required of all firms with which the FBI 
*- 1 htorc DISCO will only issue personnel 

engages in NSI "°"tractual matters.^^^^^ ^ 

clearances for con rac . required, notwithstanding 

(except as set forth in 260 , ... mct ch ii-e 

the fact that the contractor may not be 

facility. 

(3) Coupot.onts of an FCL ijnvestUation »"= 

security clearances of desisnated j° ’ 

:::cutiie personnel ^LrrLtrr'ify be 

^Il^l^Jr^nirl^equacy of safeguardj to store NSI (if applicable). 

(4) The FBI will rily upon the DIS to conduct^the^^^^ 

appropriate inspection and ^ 3 ® ^ntraUs to do classified work 

i;"he“;r,u“ u i^eoroi' e or »ust sub.it a 

1 ^r,ue“ for tssuaLe or upgrade of FCL to thell/FSU.| 
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(5) The request for issuance or upgrading of an FCL must 


include: 


(a) the identity of the CSO; 


and telephone number of the 
at the facility who must be 


(b) the name, address, 
contractor facility, 

(c) a point of contactj 

an OODEP; 

(d) a brief descriptio'n of the work to be performed 

pursuant to the contract; > , 

(e) the level of clearance required; 

(f) whether NSI will be stored at the contractor 

facility* 

(6) DIS industrial security representatives wm 

the|l/FSU|of the identity of those °ith the FCL. The 

investigations and coordinate the 

results with the DIS and the CSO. 


EFFECTIVE: 07/11/94 


260-3.1 


contract Security ClassiEi Jat ion Spacitication Dapartcant 
of Defense Form 254 
m The computed DD 254 is the basic docunent by which 

classification, regradine, identity 

r:;rc:?irtt:rifSsriro;;:"irtha'Ln^^:tt. ra,uira 

security classification protection. 

(2) For those prograns where the 

or partial isrLnrovide it toU/FSU.| 

Thfro 254 ’ advises the ““/^“4“asnstt‘the''Dirind4tri4‘security 
r.rrere^trti:.!“h‘i:?;rJhing‘:brth; »S 1 is being handled in 
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accordance -.iCh established DIS policy and specific instrucUons as 
set forth on the DD 25A. 

(3) There may be circumstanJes »hen a CSO 
exclude a project or a c5t!"‘'''ln''sucra case, the CSO 

rutrrreparri%iLrnratron\.1he SPH setting forth a security 
plan containing the following. | 

(a) justification for this request; 

(b) the exact location of the NSI retained at the 
contractor facility; 


(c) documentation that 


the CSO has the expertise to 


conduct facility inspections rn lieu of the DIS, 

(d) a copy of the security suidance to be provided 
to the contractor. 

Washington, D.C. 

■^r.t removed from DIS inspection 
(5) In the event a ^ SPM at least once per 

responsibilities, the CSO ^ conducted consistent with the 

yea? that a facility ‘"'P"‘‘°;pS“%?':"e,%orth ahove. and the results 
security plan approved by the Sl-n, a ^ 

thereof . 


EFFECTIVE: 07/11/94 
260-3.2 Consultant Agreements 

des^ite^htiict''i;hit”he/s^e|fsVorem^^ 

fiaU^rif'his/her l!" 26 S-r( 2 rn 

following guidelines; | (See MIOG, Fart i, 

(a) NSI shall not be possessed by the consulta 
away from the premises of the FBI, 

(b) The FBI shall nit furnish HSI to the consultant 
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at any location other than the premises of the FBI; 

(c) Performance of the consulting services by the 

consultant shall be accomplished in 
classification guidance will be provi e y 

(2) The CSO will be provided a 

Certification by Certification should 

consultant. The execut rtearance action in lieu of 

be attached to the nenorandun 
the CAGE code as set forth in 260 2. A W. 

to those outlined m 260-2 (supra). 

(4) Upon issuance of the security 

consultant by the DIS, ^®®““^^t°nt^remplo^^^ or FBIHQ 

covering the location of t ... inst^ructed byll/FSUlto brief 
I divisional Security Officer ”‘1‘ J' i, Sectiin 261, of the 

him/her pursuant to |“‘ * Information Nondisclosure 

1 It fettlL tt\he|./4u|uhere it mill be marnta.ned. 

(Cl It is the responsibility of the CSO to advise 
I the|l/fSU|uhen a tfretrllt Illrllrilte 

' IlelnllitrtritiHO^ttittlty Officer ,to d. 

,-rruttt'du"nrti:^tin:riritiqusee«ioc, farti, 

260-2.5(4).)! ; 


EFFECTIVE; 07/11/94 


@ 
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260-A 


NONCLASSIFIED PERSONNEL/ACCESS 260C (See MIOG, Part I. 

260-2 (1).) I 

I 

(1) Definition 


The FBI is ( 
having access to our facxliti 
Due to our investigative res] 
all contract and subcontract 
compromised and directed by 
criminal information or NSI 
access creates a potential r 
information, our facilities. 
Therefore, a consistent pers 
such a person must be made. 


concerned with any non-Bureau 
ies information, equipment or employ 
;;:n;iHlitiei in criminal and FCI matters. 
: individuals have the opportunity to be 

outside elements to seek sensi ive 
in the course of their employment. Thi 
1 1 « 1 1* V - sensitive 


m tne cuuxac - 

isk to natio'nal security, sensitive 
equipment and employees safety, 
onnel facility access approval program 


(2) Facility Access Determinations 


oiiffibilitv for personnel facility 
Det erininat 1 ons of olis^ y 

UCC..S ufll-b, .ad. by fh, f DtrlcUr at Central 
consideration criteria „,iUained uith each Security 


EFFECTIVE: 07/11/9A 

“ InvestisationslCSee HIOG. Part I, 260 6.1.U2) 

& 260-A.3.2O) .) 1 

u K • for facility acc'ess eligibility approvals shall 
The basis for tacn y contract individuals 

be adjudicated upon information otherwise made available 

acquired through ‘''j^tcils is to processing requirements, 

to the SPM. c„„d invistigations uhich are used to 

irpr'evrindWid^n: for escorted or unescorted access: 

I (1) I Ten-fear 1 Scope | 

(a, A| ten-year Ibachground invest igatU^ 

1 lastlten-yearlperiod of the person s life 
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whichever is shorter. 

(b) Part II, Section 17-6, of this manual should be 
used as a suideuL for procesein»l teu-yUr| scope invest .sat sons . 

|(c)Twenty working days Lhall be allowed £or I/FSU 

to conduct the initial . ‘“'.Jt'ckf "eU "'"H direrninatien 

candidate umted 

?o hir/^.r work area while the BI| is being conpleted. | 

(2) Limited 

|(a)lA limited background investigation consists of 

FBIHQI and/or (field (JJlC)^wanted files, 

checks, (National Crime Informa lo Interstate Identification 

criminal history records through "”ere applicable 

Index (III), (local checks, and, 

verification of citizenship or alien status. 

[(b)Five working days shall be allowed for l/FSU to 
• « . ^ ^ i~ K p I* 3 .n ti L TifiL of ©scortod 

conduct the above processing prior [ ® 

access . ( 


EFFECTIVE: 07/11/94 


I, 

260-4.1.1 Types of Access ((See MIOG, Part II, 35 9.2.) ( 

(1) ESCORTED 

fal Aoorovals of ESCORTED ACCESS eligibUity shall 
Ca) or infrequent basis to provide 

relate to the short term, i some'* other official function of 

some service, product, or per [fall within this category shall 


interest to the FBI. Individuals who 
be escorted at all times 


(b) Normally a umiLcu 7 ... 

ruguired, except ih the subsections noted ,n (c) an • 


Nornaiiy a " 


(c) Some examples of people within 
include repaU service persons for elictricel and plunb.ng egu.pnent, 
vending machines > etc* 
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Tha naintananca and (RA"otficfs may also fall in 

and radio equipment may ■''duit ^ ( 3 ,, sections 

-4;3!ri‘:^ro^:3!r 

contr«t"n:w!Lat”ired:ition to the tjen-year hachgreund 

investigation. / | 

(a) A credit check is |not 

background ,''°f!“";„stanS,'”an'^A06 (Authority to 

requestor's. discretron. forwarded to FBIHQ for 

p'r^arsirg'^Craiu checks will than be|conductad by contractor 
personnel at FBIHQ. 

Th. limited background investigation should not 

be AUTOMATICAbby Ll.cted simply ^/'-lU^r'^-lrariurairbasi:. 

^(sl"eS'e:urn%6":"3!l (rettp-aV^ndf (^) below (Unescorted)., 

(2) UNESCORTED 

( 3 ) Approvals of «NESC0RTED^ACCE^ 

relate to the frequency maintenance or daily 

the facility (-8* , Lre than 90 days). Other 

contracting duties individuals on emergency or 24-hour 

areas of consideration may exposed to equipment containing 

call status, or accLs allows the contractor to go 

sensitive ^l^'^^^nithout ^n FBI escort. In other words, 

to and from his/her anted unescorted access may only access 

the contractor e^P^oV®® futility c'onsistent with performance of 

these components of the FBI taciiiiy 

his/her contract duties- I 

(b) A ten-year background investigation is required. 

(See MIOG, Part I, 260-A.l.) j 

< 'i The SAC may waive the ten-year background 
„,„iu..e„t f.b foice ™ 

i X;:y.r‘r;“.“ - p.b^«h u dednihg. xh. 
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waiver applies only to RAs anP o££-site iacilities. (See (1) (c) .) 

Urf'lA security briefing should be provided to any 
contract inPividial who has been S-J^-f^reti^rthr^hJ r'a^r' 

l^pI'Lrat'tionrP "-7 f-Secar^ 

reading the form i ^should be identified as the 

FBI employee Should he 'maintained in the individual s 

Witness. The original ^ field [office or at FBI Headquarters 

investigative file located in the working. 1 

(FBIHQ) , depending upon where the 


EFFECTIVE: 03/07/96 I 

I 

rc ^ MTor Part le 260-*A.l £< 260-A,3^2.) 

260-A.2 Forms (See MIOG, Parc i, 

aartorpaPan^tho^-oj-^nrC^^^^^^^^^^^^^^^^ 

a contract inPiviPaal to perform h.s/her duty. 

(21 Generally, a limited background investigation will be 
conducted on escorted “Ij'^torted' individual^' There are 

ta-rti'ors^ro till rui-fnrts'ioiiYn sections 2d0-d.3.2 and 3b0- 
A. 3. 3. ; 

(3) The below-listed formi must be completed where 

applicable: 

(a) STANDARD FORM (SF)-86 - QUESTIONNAIRE FOR 
SENSITIVE POSITIONS 

The SF-86 must be completed when UNESCORTED access 

♦ ♦ j PPT facilities on a daily 

for contract individuals contract requires it, or where 

basis, where the eecurrty '^huse of tl,e cont 

exposure to sensitive material “S' J' |‘ (..e MIOG. Part I. 259-2(1).) 
e/uipment. location Igf ':tfrvi;wed, to ensure .11 

When using this form, candid ;nfo].„ation required to conduct the 

questions have been answered tL results of the 

background investigation as ®® FD^302 and accompany the FD-316, 

interview shall be ° upon!. submission to FBIHQ. Refer to 

SF-86, and other -«9-red forms upon su 


Q n^orthi. ^n/al for guidance, 
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note: An FD-484 and FD-406 are ‘injr'Irr 

•m an SF-86 All SF-86 forms dated prior to Decembe , » 

with an SF oo. aii OKenlete forms will not be 

fn:i:d::4!:::?r4;urs:i «nu. 

(n) Fern FD-816, "Acceis of N.n-FBI Peraonnel to FBI 

Facilities, BackBFFF-x* Information prm. 

The FD'816 most be|- completed contrac 

• access to any FBI facility (i.e, 

individuals who require escorted access y 

Juantico. field office, resident agency, etc.) . 

(c) FORM FD-258 - FBI |fINGERPRINT CARD 

required if ""^Ithe^leslorted or not, to FBI 

individuals uhp require AC”*'- I. f„„irement for contract 

facilities on two or fIS dljl on a one-time Basis 

individuals for access not to exceed tive y 

only, may be waived. 


VW * Jf J 

(d) FORM FD-316 - "ISP. ACCESS OF NON-FBI PERSONNEL 
TO FBI FACILITIES" 

The FD-316 is the' form used to request access to 

an FBI facility by ^”Jj^!^trlsfto‘'bf comp^ by the Bureau 

rpllree^r- ru::tinr- acitss or the non-FBI contract 
individual (s) ♦ 

(e) FORM FD-406 - "AUTHORITY TO RELEASE INFORMATION 


The FD-406 must be completed for obtaining 

sensitive information, ‘-a-' '”^^his 'form’ should not be submitted in 

When an SF-86 s will he processed by 

:::i:rc‘t::”p:::»n“l at FMHQ one. the; FD -406 l. completed .nd 
forwarded to FBIHQ* 

(f) FORM FD-484 - "PRIVACY ACT ACKNOWLEDGEMENT" 

h tt.:::: 'rfati iiviivvt iT"' 

:4:i:t“d"’A"ro:;:H::5:r84erto th. individual requirmB aecess. 
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(g) FORM FD-835 - "SECURpY ACKNOWLEDGEMENT FORM" 


The Form FD-835 is to be signed and dated by the 
contract individual who^has been^gra^^^^^^ 

security violation, th original FD-835 should -be 

uas provided to the .™'t"i?ive file located in the field 

:rffc:‘”'at"FBm; d:;:^ding upon uherj the individual is uorhing. | 

The below-listed examples should be used as a guideline for processing 
purposes: ( 


ESCORTED ACCESS 
(Field Office or FBIHQ) 

FD-316 

FD-816 

FD-484 

FD-258 (Two copies) (One copy if 
if taken at FBIHQ) 


UNESCORTED ACCESS 
'(Field Office or FBIHQ) 


FD-316 

s'f-86 ^ ^ 

FD-258 (Two copies) (One copy 
I if taken at FBIHQ) 

1fD-835I 


EFFECTIVE; 03/07/96 


1260-4.3 


Special Cases 


EFFECTIVE: 04/19/91 


[260-4.3. ll Aliens j. 

'”d1”?L^in!red^s?ateriovernlenr 

areess aUBihiUty ap^oval^U^^^ 

United States citizens, thorite access only for specific 

authorizations which Long-term contracts requiring daily 

-r,»”t; fBrf::aiU.r(l!:!r«ai:;?rnancc uorh.ra, Should ha 
reserved for U.S* citizens. | 
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EFFECTIVE: 04/19/91 


. MTQG Part I. 260-2(1). 260-A. 1. 1 (D (d) & 

260-A.3.2 Computers 1 (See MIOG, t-art i, 

260- A. 2 (2).) 1 

(1) A on,’'or|procesLdlb^^he 

information that can be' appropriately declassified, 

system unless the COMPUTE Thtt and inoperative, 

TelZllte ^dVorr^ovabte) and NONVOLATILE MEMORY DEVICES may NEVER 
be downgraded or declassified in the field. 

(2) Hardware and/or software maintenance on classified 

1 nf^rformed individuals possessing a 

computer devices ">^y ^ ^ classification levels of the computer 

clearance commensurate with the ciassmct 

equipinent 

n") Individuals performing hardware and/or software 

maintenance “ unclaaaif i.d '^“‘"ir.iu^nToiLftinrcr "“^e^' 
subject to a "Types of Personnel/Facility 

(4) Because ///tectron^^ifs^^er^r"^ 

viruses, trojan horses, og - . bv'FBI personnel knowledgeable in 

maintenance work must be /of the classification of 

the operation of microcomputers , ^regardless 

the microcomputer or its associated media. 

See MIOG.lPart I. 261-2(1). "Federal B|ireau of Investigation. ADPT 
Lcurity Policy, "|for more information'. 


EFFECTIVE: 07/11/9A 
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260-A.3.3 Telephones! (See MIOG, Part I, 260-A. 1 . 1 (1) (d) & (O . 
260-4.2(2).)! 

(1) As all new contracts with telephone companies will 

!:fe:tig"irn'wa? ror:oiLiirB:;ea"u:iPu^ta an cTntllTs have 
been renewed. 
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( 2 ) 


The field of f icejSupervisory Administrative 


determine the scope of the 
company employee in 


J llic J. X w I 

Specialist (SAS)j should be contacted to 
background investigation of a telephone 
coordination with FBIHQ. 

1(3)A11 telephone company employees who 
FBI tacilit irVo pcrfor. instalUtion. within or s.rv.ce t. th. 

UUphontVitf' 

investigation. 


EFFECTIVE: 07/11/94 

260-4.3.4 Photocopiers , 

lAll photocopier technicians who require access to FBI 

facilities to service “ThirpolicraP^i^'^trall FBI 

ten-year background investigation. This policy app 

facilities, including resident agencies. | 


EFFECTIVE: 07/11/94 


1|260-4.3.5 Contract Physicians 

To assist the FBI in conduct'ing the required periodic 
and/or ^ Pr^raL^Sn^ Division. 

FBI field office territory, as iRTHO The maiority of the 
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contract physician, as opposed to the actual FBI facility. 

(1) SECURITY REQUIREMENTS 

(a) Prior to granting tlie contract to a medical 
group or local physician, the HCPU, Personnel Division, FBIHQ, may 
require the field office to conduct an on-site inspection of the 
physician’s office. The inspection will determine the level of 
security which will be afforded to the FBI information provided to 
contract physicians, whether medical, personal, or administrative 

data. I 

!• If within regular Bureau space, security of 
documentary materials shall be no less than a locking file-type or 
similar cabinet in a restricted access location. If the volume of 
data requires the open storage of such materials, a dedicated closet, 
room, or facility shall be provided to which there is restricted 
access by only medical and other authorized personnel. The doorUl 
to this location shall be equipped withj.security locking hardware, 
uniquely keyed to maintain access-t to only>medical or. other authorized 

personnel ♦ 

2. If within contractor space and Bureau 
material is identifiable as such, security of documentary materials 
shall be no less than a locking file-type or similar cabinet 
maintained in a location to which only Bureau-approved personnel have 
access. If the volume of the materialsj is such that open storage is 
required, it shall be maintained in a restricted-access area, the 
doors to which are equipped with securijty locking hardware, uniquely 
keyed to restrict access to only Bureau-approved personnel to have 
access. The general office space shallj have typical business-type 
facility protections. Although an intrusion detection system is 
preferred, one is not required. No classified material may be 
maintained in this facility, unless approved in writing by the 
Security Programs Manager, FBIHQ, and both the facility and the 
appropriate employees have been cleared at the appropriate level for 
handling or maintenance of classified materials. 

(2) REQUIRED FORMS 

All physicians being considered as potential contractors 
will be required to complete either an|SF-85p, "Questionnaire for 
Public Trust Positions," or an SF-86, ’|’Questionnaire for National 
Security Positions." The appropriate form to be completed will be 
determined based on the location of where the physicals will be 
performed. 


Sensitive 
PRINTED: 02/18/98 


PAGE 260 - 20 




Manual of Investigative Operations and Guidelines 

Part I I 


(a) If the physicals will be conducted in the 
physician’s office, then the physician would be required to complete 
the SF-85p. If the physicals will be performed within the field 
office space, the physician would be required to complete the SF-“86. 
Regardless ^of which form is executed, it should be completed in its 
entirety, and ALL release forms and certification statements must be 
signed and dated. 

(b) Each physician will be required to submit two 
FD-258 (blue) fingerprint cards. 

» 

(3) FIELD OFFICE PRELIMINARY ‘ INVESTIGATIVE 
RESPONSIBILITIES 

(a) Appropriate field office checks must be 
conducted on the contract physician prior to submitting the security 
forms to FBIHQ for processing. The appropriate checks should include 
field office indices, local law enforcement checks, and a review of 
computerized National Crime Informal ionj Center- (NGIC) Wanted' File 
records and Interstate Identification Index (III) criminal history 
checks. When conducting the III checks, both "QH" and "QR" checks 
should be conducted, if possible. 

(b) The physician should be provided with a standard 
candidate interview consisting of a reV|iew of information provided by 
the individual on his/her appropriate background form to ensure the 
accuracy of the information. Issues of concern or security-related 
matters should be addressed, if identified. During the interview, 
the physician should be asked the question, "Have you ever had your 
medical privileges suspended or revoked?" The results of the 
candidate interview should be provided on an FD— 302. 

(c) The requesting field office will be responsible 
for assigning the 260 file number, Each physician should be assigned 
an individual file number. 

(A) SUBMISSION OF THE REQUEST 

Although the physicians will be processed under the 260 
classification, the method of requesting the background investigation 
is different than outlined in Part I, Section 260, MIOG. Requests 
for conducting a BI on a contract physician shall be submitted using 
the Electronic Communication (EC) format marked to the attention of 
the l/FSU, NSD, Room 4362, and the HCPli, Personnel Division, Room 
6344, each with leads "For appropriate [action. " 
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The same EC shall also set forth field office leads to 
verify the proposed physician's status with the American Medical 
Association (AMA) and State Licensing Bureau (SLB) . Determine if the 
candidate physician is currently licensed to practice medicine, 
certified by the AMA, and if there have been any claims of 
malpractice filed against the physicianj. When obtaining this 
information, the following questions should be used: 


QUESTIONS TO THE AMA: 


'Is 


the candidate a person of 


good standing with the AMA?" 


"Has the candidate ever had any medical claims against 
him/her?" If yes, what are they, when ‘did they occur, and what was 
the outcome of the claim. 


I QUESTIONS FOR THE SLB: 

"Does* the- candidate have a current’' license to practice 
medicine in this state?" j 

"Has the candidate ever had his/her license suspended or 
revoked?" If so, when and for what reason. 


LEADS TO CONDUCT THE REMAINING INVESTIGATION SHOULD BE 
HELD IN ABEYANCE UNTIL FURTHER NOTICE i|rOM THE l/FSU. 

For contractual reasons, the [results of the above 
investigation shall be received at FBIHQ within ten working days from 
the date of the requesting EC. Copies jof the investigative results 
should be directed to the attention of both the l/FSU and HCPU. 

(5) CONDUCTING THE REMAINING INVESTIGATION 

The I/FSU will adjudicate the results of all preliminary 
investigation to determine if the remaining BI should be initiated. 

If the remaining investigation is to be conducted, the l/FSU will 
promptly initiate the appropriate leads. At. the same time, the EC 
setting forth the remaining investigation will advise the initiating 
division if the physician has been approved for access to FBI 
information or facilities pending completion of his/her BI. This 
office will be responsible for notifying the appropriate field office 
personnel of this information. Separate notification may also come 
from the HCPU. [ 


! 
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I (6) SUBMISSION OF FINAL BACKGROUND INVESTIGATION RESULTS 

(a) Results of the additional BI conducted shall be 
provided only to the l/FSU, NSD. THE HCPU WILL RECEIVE ONLY THE 
RESULTS OF THE PRELIMINARY INVESTIGATION QUESTIONS. 

(b) Upon review of the completed investigative 
results, the Security Programs Manager, j NSD, will provide the final 
adjudication concerning the continual access of the physician to FBI 
information and facilities. 

I - (7) SUBMISSION BY FBIHQ AND FBIHQ FACILITIES 

(a) The medical staff assigned to Clarksburg, West 
Virginia, or Quantico, Virginia, will be responsible for conducting a 
preliminary review of the application to determine if all of the 
requested information has been provided'. The HCPU will handle this 
function for FBIHQ. 

(b) Once' the’ BI- questionnaires are” determined’' to be- 

f acceptable, the medical staff or HCPU should contact the AMA and SLB 

■ to determine the answers to the questions previously set forth. Upon 

receipt of this information, the securilty forms should be furnished 
to the I/FSU, NSD, by an EC. The resul^ts of the questions should be 
provided. Requests from Clarksburg, West Virginia, and Quantico, 
Virginia, should send a copy of the requesting EC to the attention of 
the HCPU, Personnel Division, with the original coming to l/FSU, NSD. 

(c) Following the adjudicative review of the initial 
background checks, the I/FSU will set forth instructions to the 
appropriate field office or Background [investigative Contract 
Services (BICS) territory to conduct the initial candidate 
interview, obtain the file number for each submission, and, when 
appropriate, initiate the BI, as outlined above. 



(8) FBI FIELD OFFICE PROCESSING OF THE PHYSICIAN’S OFFICE 

STAFF 

(a) Each member of the physician's office staff who 
will have access to the records and administrative information 
pertaining to FBI referrals will require a limited BI. Noting that 
these individuals will be responsible for the security of sensitive 
medical and related data pertaining to [bureau personnel and 
applicants (through the initial candidate interview, office security 
visit or other appropriate means), it will be the responsibility of 
the handling office to identify the applicable staff members. Each 
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individual will be required to complete |Form FD-816, '^Access of 
Non-FBI Personnel to FBI Facilities Background Data Information*^; 
Form FD-484, ’’Privacy Act Acknowledgement”; and two FD-258 (blue) 
fingerprint cards. The field office shall conduct appropriate local 
record checks and submit the results tojFBIHQ using the same 
procedures for processing escorted access requests as set forth in 
the MIOG, Part I, Section 260. 


(b) Upon favorable adjudication of local record 
checks, the SAC of the requesting office may grant the equivalent of 
escorted access UACB. Requests which contain derogatory information 
which cannot be mitigated according to Bureau guidelines will be 
adjudicated on a case-by-case basis by the Security Programs Manager 
(SPM) . j 

(9) FBIHQ AND FBIHQ FACILITIES - PROCESSING OF THE 
PHYSICIAN'S OFFICE STAFF |' 


The security forms outlined above will be required for 
FBIHQ facilities contracts as well. Once the forms are- obtained; 
they should be forwarded to the l/FSU for processing. | 


EFFECTIVE: 11/12/96 


260-5 PERSONNEL CLEARANCE REINVESTIGATIONS 260E | 


EFFECTIVE: 03/07/96 


[260-5.1 Personnel Clearance Reinvestigations - Annual 

Reinvestigations of Contract Linguists (See MIOG, Part II, 
17-2.) 

All FBI Contract Linguists onrboard in excess of one year 


will be subject annually to a personnel 


security interview (PSi) to 


determine their continued "trustworthiness" to NSI. The PSI will 
cover, but not be limited to, the following: 
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(1) Changes in any information provided in the 
original application* I 
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(2) Foreign travel, if any, during the past year* 

(3) Contact, if any, with a foreign national not 
previously identified in the original SF“86. 

(4) Any other employment or source of income not 

reported to the FBI, j- 


EFFECTIVE: 03/07/96 


260-5,2 Personnel Clearance Reinvestigat ions - Contractors Other 
Than Contract Linguists (See MIOG, Part II, 17-2,) 

All FBI contractor personnel possessing current and active 
security clearances five years old or more are to be reinvestigated to 
ensure trustworthiness for continued access to NSI. 


(1) Individuals due for the five-year 
reinvestigation, both at the "Secret*’ and "Top Secret" levels, will be 
identified by FBIHQ, The reinvestigat ipn will be initiated via 
communication from FBIHQ which will enclose the Standard Form 86 
(SF-86) and set forth the required investigation, 

(2) The reinvestigation for a "Secret" security 
clearance will include a candidate interview, a check of FBI indices 
(field and FBIHQ), automated data basesj (FBIHQ), national agency 
checks (FBIHQ), local agency checks/arrest checks (field), and credit 
bureau checks (FBIHQ) , 


(3) The "Top Secret" reinvesit igat ion will encompass 
the same areas as the "Secret" level and, in addition, will include 
verification of residence, interview ofi, two neighbors, review of 
employment records, two employment references, and two character 
references developed by the investigator and not provided by the 
candidate, I 


(4) In all instances the inv^estigation must be 
expanded to resolve any derogatory or adverse information. Newly 
listed information within the scope of jthe investigation, such as 


Sensit! 


live 


PRINTED: 02/18/98 


PAGE 260 - 25 


Sensitive 



Manual of Investigative Operations and Guidelines 

Part I 1 


education, recent divorce, roommate, part-time military service 
foreign travel must be addressed. '' | 


(5) Conduct investigation in [accordance with the 
policy and procedures set out in MIOG, Part II, 17~ 6, entitled 
of Full Field Investigations."! 


EFFECTIVE; 03/07/96 


I [260-6 1 CHARACTER - INDUSTRIAL SECURITY PROGRAM - PERSONNEL 
clearance; - FACILITY CLEARANCE; - NONCLASSIFIED 
PERSONNEL/ACCESS; -j OTHER; PERSONNEL CLEARANCE 
REINVESTIGATIONS (See MAOP, Part II, 3-1.1 & 3-1.2.) j 


EFFECTIVE: 03/07/96 
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SECTION 261. SECURITY OFFICER MATTERS (SOM) 

f 


261-1 BACKGROUND AND PURPOSE (See MIOG, Part I, 67-18 (3), 

259-2 (6), &|260-3.2(4) ; MAOF*, Part I, 15-3.4(1).) | 

Each FBI Headquarters division and office, field office 
and Legal Attache will designate a Supervisory Special Agent (GM-14 or 
above) as the Security Countermeasures |Program Manager (SCMPM) . This 
individual is responsible for the management of all FBI Security 
Program activities, including specific [Security Officer 
responsibilities in their division/of f ice. A Security Officer and as 
many Alternate Security Officers as necessary should be employed to 
administer the Security Program. Wherever possible. Special Agents 
should be designated to serve as Security Officers and Alternate 
Security Officers. The Security Programs Manager (SPM) , [National 
Security I Division, FBIHQ, should be kept advised of the identities of 
designees. |To avoid potential conflicts of interest, the Employee 
Assistance Program (EAP) Coordinator (or counselor) or anyone 
administering the EAP should not also lie assigned the responsibilities 
of SCMPM and/or Security Officer.] (See FCI Manual, Part II, 1-1.) 


EFFECTIVE; 11/15/93 

261-2 PROGRAM FUNCTIONS (See MAOP, Part II, 3-1.1 & 3-1.2; and 

National Foreign Intelligence Program Manual (NFIPM) , Part 
I, 8-1.1.) ‘ 

Under the above caption, the functions of these programs 
are as follows: ' 

(1) 261A - SOM - AUTOMATED DATA PROCESSING/ 

TELECOMMUNICATIONS SECURITY (ADP/T) 

The ADP/T security will consist of those activities 
involved in the protection of information while being stored, 
processed, handled, or transmitted by ^P/T systems. The ADP/T 
security operates under the guidelines | set forth in the FBI's 
Automated Data Processing and Telecommunications Security Policy, 

MIOG, Part II, Section 35. The responsibilities of the Security 
Officer are to ensure compliance with FBIHQ security policy for. FBI 
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Private contractor personnel in 


connection with the Industrial Security 


Program. 


d. If so designated, may conduct or 
participate in security debriefings of certain Bureau applicants who 


are the subjects of specific reviews or 
or SPM's designee 


inquiries directed by the SPM 


e. If so designated, other non-Bureau 


personnel, as circumstances may require 


5. Conduct periodic security awareness updates 
at scheduled SAC, support, and SA conferences, and on other occasions, 
as appropriate. 

6. As designated^, special individualized 
security awareness briefings or debriefings of current Bureau 
employees who are the subjects of specific reviews or inquiries 
directed by the SPM or SPM’s designee, j 

7. Briefing FBI personnel involved in the 
management, operation, programming, maintenance, or use of FBI ADPT 
systems to make them aware of the threats to and vulnerabilities of 
those systems, and appropriate securityi countermeasures. 


8. Under the Personnel Security Interview 
(PSi) , the time expended on this interview is to be captured for TURK 
purposes under the FBI Security Program^ entitled "Security Officer 
Matters," by utilization of classif icat|ion 261B. Additionally, for 
TURK purposes a record of the interview^^ is to be maintained in the 
field office in a control file under the 261B classification. (For 
complete details see MIOG, Part I, 67~7|.9, 67~7.9.1, 67~7.9,.2 & 
67-7.9.2(11).) |: 

(d) Each field office' is to establish a control file 
under the 261B classification. A record of each br ief ing/debr ief ing 
conducted is to be maintained in this control file, in addition to a 
copy which is to be maintained in the individual substantive file to 
which the matter relates. The time expended on any of the above 
brief ings /debrief ings is to be captured for TURK purposes under the 
261B classification. (See MIOG, Part I, 67-7.9.2 (11).) 

(e) All specialized training on the topics of 
security awareness and Security Awareness Briefings provided to FBI 
employees shall be documented and placed on record in the 
security/investigative section of the employee’s personnel file. 


3 
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(3) 26 1C - SOM - INFORMATION SECURITY 

The Executive Order | 12958; j Department of Justice 
Implementation Order 28; Code of Federal Regulations, Part 17; and 
Part II, Section 26, of this manual, set forth procedures for 
classifying and safeguarding NSI, and investigating security 
violations involving NSI. The activities of the Security Officer 
would be as follows; 1 


(a) Ensure proceduresj are followed for the 
classification, storage, transmission and destruction of NSI. 
Part II, Section 26, of this manual.) 


(See 


are followed in the conduct of 
or possible compromise of 


(b) Ensure procedures 
a damage assessment concerning the loss 
classified information. See Part II, Section 26~13.1, of this manual, 
and Memorandum to all SACs 22-85, dated July 23, 1985, entitled "Loss 
or Possible Compromise of Classified Information." 

(c) . Act as "Top Secret" and Sensitive Compartmented 
Information (SCI) Control Officer. See| Part II, Sections 26~6 and 26 
10, of this manual. 


(d) Other activities 
NSI are not specifically enumerated. 

(4) 26 ID - SOM - PHYSICAL 


expended on the protection of 


SECURITY 


The goal of Physical Security is to help ensure the 
safety and integrity of Bureau facilities, information, and personnel 
through the use of physical barriers designed to prevent unauthorized 
access by any individual or group whose interests may be inimical to 
those of the Bureau or the United States. FBIHQ and field divisions 
I should direct any inquiries to the Facility Security Unit, Security 
Countermeasures Section, National Security Division, FBIHQ. 

(a) |The General Services Administration (GSA) tests 
and provides the minimum standards for | storage equipment used to 
protect classified materials and information. The Department of 
Justice (DOJ) provides implementing guidelines in Title 28, Code of 
Federal Regulations, Part 17, or in the form of Orders, Security 
Bulletins, or letters to the heads of agencies and bureaus. 

Guidelines for the protection of storage of classified materials and 
information are set forth in Part II, Section 26-5 of this manual. | 
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(b) For the administrative responsibilities of a 
Security Officerjwith regard to the proper use and changing of lock 
combinations and the maintenance of lock combination records ,[ refer to 
Part II, Sections 16*7.2.6(9) and 26*5. ji, of this manual. (See 
National Foreign Intelligence Program Manual, Part I, 8-5.4.) 


(c) Electronic Technicians have installation and 


maintenance responsibilities for Hirsch 


Access Control Systems. 


(5) 261E - SOM - OPERATIONS SECURITY 


Operations Security (OPSEC) is an analytical process 
which denies potential adversaries information concerning operations 
and intentions by identifying and protecting generally unclassified 
indications of sensitive operations andj, activi ties . Overall 
management of this program is the responsibility of the Security 
Programs Manager (SPM) . Local management of OPSEC is the 
responsibility of the Security Countermeasures Program Manager (SCMPM) 
in each division or office. Inquiries should be directed to the 
Information Systems . Secur-i ty Unit , Secur-ity Countermeasures Section, 
National Security Division, FBIHQ. j 

(a) OPSEC addresses five areas: 

1. Identification of critical information 


2 . 


Threat 


analys 


'is 


3. Vulnerabilityji analysis 

I 

4. Risk assessment 

!■ 

5. Applicable countermeasures 

(b) OPSEC should be actively practiced in all facets 
of FBI operations, programs, and adminijstrative procedures. 


(c) An OPSEC control jfile is to be established by 
each field and FBIHQ division and office, Legat, Regional Computer 
Center, and, as applicable, other off-site locations. Any time the 
OPSEC process is formally applied to any investigative or 
administrative matter, this fact is to |be documented in the affected 
file, with a copy designated to the control file. 


(6) 26 IF - SOM - EMERGENCY PLANS 
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Executive Order 12656, jand various Department of 
Justice Orders direct the FBI to prepare Emergency Plans (EP) to 
protect life and property and to ensure | the continuity of essential 
operations in any emergency. Overall management of EP activities is 
the responsibility of the Security Programs Manager. Local management 
of EP is the responsibility of the SAC and the Security Officer (SO) 
in each field and FBIHQ division. Inquiries should be directed to the 
Information Systems Security Unit, Security Countermeasures Section, 
National Security Division, FBIHQ. 

(a) Emergency Plans address the following areas t 

1. Preparation of an Occupant Emergency Plan 
(OEP) for FBI facilities to minimize risk to life and property during 
fire, bombing, earthquake, civil disturbance or other emergency. The 
OEP is a document that sets forth procedures and assigns 
responsibility for an orderly and systematic response to emergencies 
in order to protect people, property and information. 

In bui Idings' or ■ faci 1 i ties* where’ the FBI is' the- 
prime tenant, the Senior Official in Charge (SOIC) of the FBI resident 
component, with the assistance of the Division Security Officer and 
the Collateral Duty Safety Officer, shall be responsible for 
development of the OEP. Where the FBI is not the prime tenant, the 
SOIC shall cooperate with the prime tenant to develop an OEP. If the 
prime tenant fails to develop an adequate OEP, the SOIC shall develop 
an independent plan to ensure the safety of FBI personnel and the 
protection of FBI property. The term "prime tenant" is defined as the 


organization with the largest number of 
facility. 


employees in a building or 


The OEP shall include a written memorandum to 
occupants addressing evacuation procedures in the event of fire or 
other emergency. The plan shall also designate handicap, stairway and 
floor monitors, where necessary, to assjist personnel during an 
evacuation. Additionally, procedures the protection of classified 

and sensitive information during an eva|cuation should be incorporated 
into the OEP. To facilitate development of a plan, the NSD, SCMS, 
ISSU, has available a booklet titled "OCCUPANT EMERGENCY PROGRAM 
GUIDE," published by the General Services Administration. This 
booklet outlines a step-by-step approach to development of an OEP. 

The OEP shall be reviewed annually and updated 
as necessary. Prime tenants should also conduct and document an 
annual evacuation drill. Whenever the |fBI occupies a new or modified 
facility, an OEP shall be developed within 30 days of occupancy. 
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2. Preparation of tactical security plans for 
each FBI-controlled facility, whether covert or overt, to manage, 
contain, and neutralize hostile actions] directed at or in those 
facilities. Plans shall document procedures, outline authorities, and 
assign responsibilities for an orderly and systematic response. Each 


facility housing more than 50 personnel 
the discretion of the preparing office, 
than 50 personnel each may be addressed 
appendix to the headquarters city plan. 


shall have its own plan. At 
multiple locations with less 
in one plan or contained as an 


Where FBI employees are located in facilities 
not controlled by the FBI, every effort] should be made to afford them 
the same protections they enjoy in FBI space. If security is deemed 
inadequate at these facilities, appropriate action should be taken to 
include removal of employees from the space. 

Preparation of tactical security plans should be 
a cooperative effort between the SAC, the Security Officer, the SOIC 
of the-' facM'ity, and the- SWAT Team Leader. Additional guidance is 
available in the Manual of Investigative Operations and Guidelines 
(MIOG) , Part II, 30-1, titled "Crisis Management Program," and FBIHQ 
airtel to all offices dated February lo', 1995, captioned "Physical 
Security; Tactical Plans for Field Office, Resident Agency, and Off- 
Site FBI Space," or from the SAC, Criti]cal Incident Response Group 
(CIRG) , Quantico. Plans shall be reviewed annually and updated as 
necessary. 

3. Identification of critical FBI functions and 
the resources necessary to carry out those functions in time of 
emergency. 

4. Identification of relocation sites, 
development and maintenance of plans to relocate critical functions to 
those sites in time of emergency. (Note that MIOG, Part II, 26-3. A, 
directs that the identity, location and other factors concerning FBI 
relocation sites be classified "Secret" until the activation of those 
sites during a national security emergency.) 

5. Promotion of individual and family 

preparedness among FBI employees to ensure their safety, speedy 
recovery, and return to duty following jan emergency. A variety of 
preparedness materials are available from local emergency management 
agencies, the Federal Emergency Management Agency (FEMA) , and the NSD, 
SCMS, ISSU, FBIHQ. ' 
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6. Cooperation with certain other government 
agencies, as directed by the SPM, in the development and maintenance 
of plans to ensure continuity of government in national security 
emergencies. j 


(7) 26 IG - SOM - ALL OTHER 


This category will encompass the duties Security 
Officers perform which are not specifically addressed in A through F 
above. i 


The other classifications 


are 67E, 259, and 260 and are explained 
Part I. 


in 


in the FBI Security Program 
those sections of the MIOG, 


► 


EFFECTIVE; 09/09/97 

261-3 CHARACTER - SECURITY OFFICER MATTERS 


EFFECTIVE: 02/12/92 


I 
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262-1 


OVERSEAS HOMICIDE/ATTEMPTED 
TERRORISM 


HOMICIDE - INTERNATIONAL 


(1) The Omnibus Diplomatic| Security and Antiterrorism Act 
of 1986 (ODSAA) , Public Law 99-399, created Section 2331 in Title 18 
of the United States Code (USC) , entitled, "Terrorist Acts Abroad^ 


Against United States Nationals," which 
1986. 


became effective August 27, 


G 


(2) This section makes it unlawful for any person to 
assault, attempt to kill or kill a United States national while that 
person is outside the United States or its territories. To enter into 
a conspiracy to commit an assault, attempt to kill or murder is also 
considered unlawful" under, this' statute. I 


EFFECTIVE: 07/1A/88 


262-2 


BACKGROUND 


ted States nationals abroad 


In an effort to protect Uni|( 
from acts of terrorism, as part of the ^Omnibus Diplomatic Security and 
Antiterrorism Act of 1986 (ODSAA) , Congress enacted a provision 
regarding assaults and murder of United States nationals. Prior to 
this legislation only Government offici^als and diplomatic persons were 
protected from such attacks under Feder|al law. These steps were 
taken as there are no international agreements to protect individuals 
from such attacks. An important feature of this statute is that 
before any prosecution of this offense jis initiated it requires 
written certification from the Attorney General or the highest 
subordinate of the Attorney General wit'h responsibility for criminal 
prosecutions to state that the offense [committed was to coerce or 
influence a government or civilian population. 


EFFECTIVE: 07/1A/88 
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I 262-3 STATUTE, PENALTY AND DEFINITIONS 

j Title 18, use. Section 2331, reads as follows; 

"2331. Terrorist acts abroad against United States 

nationals 

"(a) HOMICIDE. — Whoever kills a national of the United 
States, while such national is outside the United States, shall— 

"(1) if the killing is a murder as defined in section 
1111(a) of this title, be fined under this title or imprisoned for any 
term of years or for life, or both so fined and so imprisoned; 

"(2) if the killing is a voluntary manslaughter as 
defined in section 1112(a) of this title, be fined under this title or 
imprisoned not more than ten years, or both; and 

"(3) if the killing is'an involuntary manslaughter as 
defined in section 1112(a) of this title, be fined under- this title or 
imprisoned not more than three years, or both. 

"(b) ATTEMPT OR CONSPIRACY WITH RESPECT TO HOMICIDE.— 
Whoever outside the United States attempts to kill, or engages in a 
conspiracy to kill, a national of the United States shall" 

"(1) in the case of an' attempt to commit a killing 
that is a murder as defined in this chapter, be fined under this title 
or imprisoned not more than 20 years, or both; and 

"(2) in the case of a conspiracy by two or more 
persons to commit killing that is a mur,der as defined in section 
1111(a) of this title, if one or more of such persons do any overt act 
to effect the object of the conspiracy,j be fined under this title or 
imprisoned for any term of years or for' life, or both so fined and so 
imprisoned. 

"(c) OTHER CONDUCT. — Whoever outside the United States 
engages in physical violence i 



"(1) with intent to cause serious bodily injury to a 
national of the United States; or , 

"(2) with the result that serious bodily injury is 
caused to a national of the United Staties; shall be fined under this 
title or imprisoned not more than five jyears, or both. 
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"(d) DEFINITION. — As used in this section the term 
'national of the United States' has the| meaning given such term in 
section 101(a) (22) of the Immigration and Nationality Act (8 U.S.C. 
1101(a) (22)) . I 


"(e) LIMITATION ON PROSECUTION.— No prosecution for any 
offense described in this section shallj be undertaken by the United 
States except on written certification of the Attorney General or the 
highest ranking subordinate of the Attorney General with 
responsibility for criminal prosecutions that, in the judgment of the 
certifying official, such offense was intended to coerce, intimidate, 
or retaliate against a government or a civilian population." 

As used in this section United States nationals are 
defined pursuant to Section 101 (a) (22) of the Immigration and 
Nationality Act (codified at Title 8, USC, Section 1101(a) (22)) as set 
forth below: } 


citizen of 
citizen of 
States." 


"The* Term 'national of the'^United States' means- (a) a 
the United States, or (B) a 'person who, though not a 
the United States, owes permanent allegiance to the United 


EFFECTIVE: 07/14/88 


1262-3.1 Extension of Statute of Limitations for Certain Terrorism 
Offenses (Title 18, USC, Sectlion 3286) (Also see MIOG Part 
II, 1-4.) 

"Notwithstanding section 3282, no person shall be 
prosecuted, tried or punished for any offense involving a violation of 
section 32 (aircraft destruction), sectlion 36 (airport violence), 
section 112 (assaults upon diplomats), {section 351 (crimes against 
Congressmen or Cabinet officers), section 1116 (crimes against 
diplomats), section 1203 (hostage taking), section 1361 (willful 
injury to government property), section 1751 (crimes against the 
President), section 2280 (maritime violence), section 2281 (maritime 
platform violence), section 2331 (terrorist acts abroad against United 
States nationals), section 2339 (use of weapons of mass destruction), 
or section 2340A (torture) of this title or section 46502, 46504, 

46505 or 46506 of title 49, unless the indictment is found or the 
information is instituted within eight years after the offense was 
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committed.” 

(1) The above shall not apply to any offense committed 
MORE than five years prior to the date 'of the enactment of this act 
(September 13, 199A) . 

(2) For clarification regarding the statute of 
limitations pertaining to FBI counterterrorism extraterritorial 
investigations PRIOR to the passage of {this legislation, the 
Department of Justice (DOJ) has advised the following; 

(a) MURDER - The statute of limitations will expire 
EIGHT years from the occurrence of the {offense in cases in which U.S. 
nationals were MURDERED abroad IF the murder occurred five years PRIOR 
to September 13, 199A AND DOJ has determined that the specific case is 
a violation of Title 18, USC, Section 2331. There is NO statute of 
limitations in cases where a U.S. national was murdered abroad ON THE 
DATE OF THE PASSAGE OF THIS ACT (September 13, 1994). 

(b) ATTEMPTED MURDER OR* CONSPIRACY TO MURDER -'DOJ 
advised that the statute of limitations will expire FIVE years from 
the anniversary of the offense in cases of ATTEMPTED murder of a U.S. 
national outside the United States if ihe attempted murder occurred 
FIVE years prior to September 13, 1994.{.| 


EFFECTIVE; 11/24/95 | 

I 262-4 ELEMENTS OF THE OFFENSE 

(1) HOMICIDE. — This provision of the statute makes it an 
offense to kill a United States national, while such is outside the 
territorial limits of the United States by means of murder, voluntary 
manslaughter or involuntary manslaughter. It is important to note the 
commission of the homicide must take place outside of the United 
States. I 

(a) MURDER for this section is defined as the 
unlawful killing of a human being with malice aforethought. 

(b) VOLUNTARY MANSLAUGHTER for purposes of this 
section is defined as the unlawful killing of a human being without 
malice as the result of a sudden' quarrel or heat of passion. 
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(c) INVOLUNTARY MANSLAUGHTER for purposes of this 
section is defined as the unlawful killing of a human being without 
malice during the commission of an unlawful act not amounting to a 
felony, or in the commission in an unlavrful manner, or without due 
caution and circumspection, of a lawful act which might produce death. 

(2) ATTEMPT OR CONSPIRACY WITH RESPECT TO HOMICIDE. — 

This provision makes it unlawful for any person outside the United 
States to attempt to kill or engage in a conspiracy to kill a United 
States National. Note here that it is the attempt or conspiracy 
which must take place outside of the United States irrespective of the 
location of the United States national at the time of the conspiracy. 
An attempt to kill ordinarily means a person has the intent to kill 
combined with an act which falls short of actually killing the person. 

The conspiratorial aspect of this offense makes it unlawful for two or 
more persons outside the United States to conspire to commit a killing 
that is a murder, if one or more members of the conspiracy do any 
overt act to effect the objective of the conspiracy. It is the 
conspiracy which must take place outside the United States 
irrespective of the location at that time of the United States 
national. 

(3) OTHER CONDUCT. — The statute makes it unlawful for 
any person outside the United States to| engage in any act of physical 
violence which is intended to cause or actually causes serious bodily 
injury to a United States national. j 

(4) LIMITATION ON PROSECUTION.-- Before any suspected 
violations of this section can be prosecuted, it is required that the 
Attorney General or the highest ranking! subordinate of the Attorney 
General with responsibility for criminal prosecutions certify in 
writing that in his judgment the violation of this statute was 
intended to coerce, intimidate, or retajUate against a government or a 
civilian population. Therefore, not only is the intent element 
necessary with respect to the type of offense committed, i.e., 
homicide or conspiracy, but an additional element of intent must be 
demonstrated, that is, it must be for' the purpose to coerce, 
intimidate or retaliate against a government or civilian population. 
These actions are not restricted to the United States Government. but 
to any government* 


e 


EFFECTIVE; 07/14/88 
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I 262-5 PENALTIES UNDER SECTION 2331 

. L . . 

This statute prescribes the jimposition of penalties for 
the various offenses contained therein as follows: 

(1) MURDER — to be fined in accordance with provisions 
of Title 18 of use and/or imprisoned for any term of years or for 
life; 

(2) VOLUNTARY MANSLAUGHTER — to be fined in accordance 
with provisions of Title 18 of USC and/or imprisoned for not more than 
ten years; 

(3) INVOLUNTARY MANSLAUGHTER — to be fined in accordance 
with provisions of Title 18 of USC and/or imprisoned for not more than 
three years; 

(4) ATTEMPTED MURDER — to be fined in accordance with 
provisions of Title 18 of USC and/or imprisoned for not more than 20 
years; 

(5) CONSPIRACY TO COMMIT MURDER — to be fined in 
accordance with provisions of Title 18- of USC and/or imprisoned for 
any term of years or for life; 

(6) SERIOUS BODILY INJURY f- to' be fined in accordance 
with provisions of Title 18 of USC and/or imprisoned for not more than 
five years. 

EFFECTIVE; 07/14/88 

I 262-6 INVESTIGATIVE OBJECTIVES 

An effective investigative activity must be taken in order 
to identify and eventually apprehend and prosecute the subject (s) 
involved* 

EFFECTIVE; 07/14/88 
I 262-7 REPORTING PROCEDURES 
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EFFECTIVE: 07/14/88 
1 262-7.1 Initial Notifications 


(1) Immediately advise FBIHQ, Counterterrorism Section, 
Criminal Investigative Division, by telephone, followed by teletype, 
of every preliminary inquiry and investigation instituted under the 
ODSAA of 1986. I, 




appropriate 
to FBIHQ. 


(2) Those field offices, and Legal Attaches deemed 
should be included as recipients of the initial teletype 


EFFECTIVE: 07/14/88 


262-7.2 


Notification to FBIHQ regarding Final Outcome 


(1) In order that the FBIHQ substantive case file may 
indicate the final outcome of each investigation of a possible 
violation, the following FBIHQ notification policy should be adhered 
to by the office of origin. 

(2) In all cases, including those cases in which the 
United States Attorney declines or defers prosecution and those cases 
determined not to be a violation of OSDAA of 1986, a closing 
communication should be directed to FBIHQ clearly setting forth the 
basis for closing. Legal Attaches should report to FBIHQ information 
regarding prosecutions or declinations |pf these cases in foreign 
countries ♦ 


EFFECTIVE: 07/14/88 | 

I 

I 262-8 LIAISON AND COORDINATING RESPONSIBILITIES 

EFFECTIVE: 07/14/88 
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262-8.1 Legal Attache Responsibilities 

(1) Legal Attaches must establish close liaison with 
affected foreign law enforcement agencies, as well as appropriate U.S. 
Embassy personnel, to ensure that the FBI is apprised of any terrorist 
incidents which may fall under our investigative jurisdiction. 

(2) Upon the receipt of information that a United States 
national (s) has been a victim of a homi'cide/attempted homicide outside 
United States territorial boundaries and this investigation could fall 
v/ithin the jurisdiction of the FBI under the ODSAA of 1986 (Title 18, 
use. Section 2331), the Legal Attache should contact the foreign law 
enforcement agency handling the investigation and obtain all facts 
pertinent to the homicide/attempted homicide after coordinating with 
the appropriate embassy personnel. Par|ticular attention should be 
paid to whether any demands have been made of the United States 
Government or any United States corporation. 

(3) The Legal Attache should immediately advise [the 

Counter-terror ism' Section, Criminal Investigative' Division, FBIHQ,. and 
the office of origin|of an overseas homicide/attempted homicide 
situation. [ (See 262~9.) | I 


(4) The Legal Attache, in 


consultation with FBIHQ and the 


\-ry I 

United States Department of State (USDS), will ascertain if the case 


deployment of Special Agent 
assist in conducting the 


is of such magnitude as to warrant the 
personnel fromjthe office of originjto^ 
investigation in concert with the appropriate foreign law enforcement 
agencies and whether the host country is in agreement and will allow 
such personnel in the country. 


(5) In those cases where FBIHQ and USDS concur, the Legal 
Attache should provide an offer of FBI jassistance, both investigative 
and technical, to the principal invest jgative law enforcement agency. 

(6) The Legal Attache is to ensure that immediately after 
the host government has given permission for FBI investigative 
involvement that steps are taken to ensure protection of the crime 
scene and that appropriate FBI personnel (i.e., FBI forensic team, 
etc.) to the extent possible, are the first investigative group to 
have access to the crime scene before any other U.S. Government 
representatives. These procedures arej necessary to avoid 
contamination of the crime scene by noriinvestigative personnel. 

(7) Because autopsy reports are an integral part of any 
prosecution, in the event a U.S. citiz^ is killed, the Legal Attache 
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is to initiate arrangements with the appropriate USDS representatives 
for transportation of the victim's body to the United States for 
autopsy. 

(8) The Legal Attache should ensure, to the degree 
possible, that when investigations are conducted by foreign law 
enforcement personnel, copies of such investigations are made 
available to the FBI. In the event the| host country does not intend 
to prosecute the perpetrators, the Legal Attache should, if possible, 
obtain any evidence available through the investigating foreign law 
enforcement agency or other authority. | In the event foreign 
prosecution is conducted, the Legal Attache should follow the 
prosecution and attempt to secure trial transcripts. 

(9) The Legal Attache, in consultation with the USDS, 
should obtain any objections to extradition to the United States 
should the host government indicate an unwillingness to prosecute 
identified subjects. This development ,, should it occur, must be 
immediately reported to FBIHQ. 


EFFECTIVE: 01/18/91 

262-8.2 |0ffice of Origin|Responsibilities 

(1) Upon receipt of information from Legal Attache 
involving violations of aforementioned jstatute, | the office of 
origin] will immediately establish contalct with Counterterrorism 
Section (CTS) , Criminal Investigative Division (CID) , FBIHQ. 

(2) In cases where U.S. naStionals have been murdered, j the 
office of origin] should obtain all background information regarding 
each victim and alert the appropriate i|bi field office once an address 
is determined for the next of kin, (While the USDS has the 
responsibility for notifying the next of kin, a release in order to do 
the autopsy must be obtained from the next of kin.) The appropriate 
FBI field office, through contact with |CTS, CID, FBIHQ, is to ensure 
the next of kin has been notified by USDS of circumstances surrounding 
death before attempting to obtain such release. If the next of kin 
refuses to authorize an autopsy, FBIHQ must be notified immediately. 
The field office is to exercise the utmost sensitivity in requesting 
an autopsy. 

(3) ]The office of originjwill furnish FBIHQ a summary of 
available facts concerning the incident as soon as possible to ensure 
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that appropriate coordination is made by FBIHQ with other affected 
agencies. I 


EFFECTIVE: 01/18/91 


11262-8.3 FBIHQ Responsibilities [ 

(1) FBIHQ, will determine from DOJ whether the Attorney 
General has certified that the offense was intended to coerce, 
intimidate, or retaliate against a government or civilian population 
in accordance with ODSAA. 

(2) Upon certification by the Attorney General, FBIHQ 
will ensure that the USDS is notified of the above and request that 
the appropriate U.S. Ambassador be advised of FBI jurisdiction and 
determine whether host country is willing to permit an FBI 
investigative team in the country. 

(3) FBIHQ will consider activating the Strategic 
Information Operations Center (SIOC) and advise all field offices and 
Legats by teletype of the opening of the SIOC. 

(A) FBIHQ will obtain background information from Legat 
concerned, set the number of FBI personnel who will participate in 
the debriefing of hostages, coordinate [FBI Forensic Team 
responsibilities and ensure appropriate, travel orders are issued. 

(5) FBIHQ Laboratory Division will maintain a list of 
language proficient Special Agents/support personnel and will 
determine whether this terrorist event [requires particular language 
skills, placing such personnel on standby for possible overseas 
travel. In addition, FBIHQ is to ensure that appropriate passports, 
visas, shots, etc., are ready so that deployment of such personnel 
can be done rapidly. 

(6) In a case when property of a U.S. corporation is 
involved, FBIHQ will ensure, through appropriate FBI field offices, 
that the corporate owners of the property are to be personally 
notified of the incident relating to their property. Further, 
corporate officials will 'be advised that their cooperation in the 
investigation is expected. 

(7) FBIHQ will contact Office of International Affairs 
(OIA) , DOJ, in order to review the United State's/co'untry of incident 
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262-9 I OFFICE OF ORIGIN 


Office of origin (00) will be divided among the Washington 
Metropolitan Field Office (WMFO) , the Honolulu Office and the Miami 
Office for all OHAHT investigations. WMFO will assume 00 when the 
offense occurs in Europe, including Turkey, the Middle East, Africa 
or Canada. The Honolulu Office will assume 00 when the offense 
occurs in Asia (excluding the Middle East) or Australia and Oceania. 
The Miami Office will assume 00 when the offense occurs in North 
America (excluding Canada) or South America. | 


EFFECTIVE; 01/18/91 


j 262-10 1 CHARACTER 

The character of this violation is Overseas 
Homicide/Attempted Homicide - International Terrorism (OHAHT). 


EFFECTIVE; 01/18/91 
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SECTION 263. OFFICE OF PROFESSIONAL RESPONSIBILITY MATTER 


263-1 


background! (S ee MIOG, Part I, 


62-1.5.) 


(1) The Office of Professional Responsibility (OPR) was 
established in the Inspection Division 'in October, 1976, in order to 
bring about a greater awareness of professional responsibility 
throughout the FBI and to seek a more definitive and uniform policy in 
our administration of disciplinary personnel matters. OPR has three 
basic functions: (1) supervise and/or investigate all allegations of 

criminality and serious misconduct on the part of FBI employees^ (2) 
maintain liaison with the Office of Pro|fessional Responsibility, 
Department of Justice (OPR/DOJ) ; and, (3) monitor disciplinary action 
taken concerning all employees of the FBI. 


(2) It is OPR's goal to ensure that all such allegations 
against FBI employees are promptly, ob j|ectively, and thoroughly 
investigated and reported to the | Personnel jDivision j (PD) j in a timely 
fashion for their consideration and appropriate action. The 
maintaining of the integrity of the FBlj; as an institution is paramount 
while conducting these mandated responsjibilities . The rights of our 
employees, however, are to be similarlyj guarded. 


EFFECTIVE: 04/21/9A 

263-2 NOTIFICATION OF FBIHQ UPON JrECEIPT OF ALLEGATIONS OF 

CRIMINALITY OR SERIOUS MISCONDUCT 

(1) As is set forth in Part I, Section 13 of the Manual 
of Administrative Operations and Procedures (MAOP) , all allegations of 
employee misconduct must be reported to the Administrative Summary 
Unit (ASU),[PD. I Allegations of criminality or serious misconduct, 
however, must be reported simultaneously to the FBI's OPR, OPR 
supervises and/or investigates all allegations of criminality or 
serious misconduct on the part of FBI employees. Judicial criticism of 
an Agent's conduct in findings of factj opinions, or court orders, 
whether oral or written, is to be considered an allegation of serious 
misconduct and reported to OPR as set forth below. 
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(2) When an allegation is received concerning criminality 
or serious misconduct, the appropriate Assistant Director, SAC, or 
Legal Attache, must advise OPR of the aHegation, preferably by 
telephone. OPR will, in turn, advise |ASU/PD. | A confirming airtel, 
with a copy designated for the [ aSU/PD, ] should be directed in a sealed 
envelope to FBIHQ, Attention; OPR. OPR will determine and advise who 
will conduct the investigation. In those matters involving nonserious 
misconduct or performance-related deficiencies, in all likelihood, the 
SAC will be advised to handle those matters directly with the|ASU/PD. | 
In most cases, the Assistant' Directors , jSACs, or Legal Attaches will 
personally conduct the necessary investigation of OPR matters under 
the supervision and monitoring of OPR. [Representatives of OPR 
normally investigate only those allegations involving FBIHQ officials, 
SACs, ASACs, and Legal Attaches, and sometimes FBIHQ and Field 
Supervisors, or when circumstances of a particular matter dictate. 

(3) Timeliness of reporting and resolution of OPR matters 

are extremely important. It is imperative that upon receipt of an 
allegation of criminality or serious misconduct against an FBI 
employee, that OPR be advised promptly in order that appropriate 
instructions may be given. There should be no delay in contacting OPR 
while attempting to "round out" an allegation of possible criminality 
or serious misconduct. I’ 


(A) If an allegation of misconduct within the 
responsibility of OPR arises out of a substantive case (pending or 
closed), the matter will be coordinated, closely between OPR and the 
FBIHQ Division which has overall responsibility for the substantive 
matter. FBIHQ Divisions should immediately inform OPR of allegations 
of possible criminality or serious misconduct which come to their 
attention and forward that portion of the investigation to OPR for 
further processing. The allegations ar,ising from a substantive case 
will be carried separately under the Office of Professional 
■ Responsibility Matter caption and handled as a separate "263" 
classification investigation so that the substantive investigation 
and/or prosecution is not hindered. 


(5) The following is a lis 
part are considered OPR matters. They 
and are not considered all inclusive, 
matter should be handled by OPR should 


t of items which for the most 
are furnished for information 
Any question of whether the 
resolved by contact with 


OPR: 


Abuse of authority [ 

Arrest by local authorities (or subject of investigation by local 
authorities) I 
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Civil rights violations 

Conflict of interest l 

Driving While Intoxicated (both Bureau cars and personally owned 

automobiles) [ 

Failure to advise the Bureau of contacts with law enforcement agencies 

False statements during applicant processing 
Falsification of documents 
False reporting 
Franking privilege violations 
Fraud Against the Government ^ 

Improper association/relat ionship with criminal element 

Improper association with informants 
Judicial criticism 
Narcotics matters 
Outside employment 
Retaliation matters 
Sexual offenses 

Subject of a Federal criminal investigation 
Theft 

Unauthorized disclosure of information 
Unauthorized use of a Bureau vehicle 
Unauthorized passenger in a Bureau vehicle 
Unprofessional conduct 
Whistleblower matters 

(6) Other infractions, such as lost badges or. minor 
personal misconduct, will continue to be handled by thejPD. | These 
matters are well defined and should continue to be handled as in the 
pasta Any question as to whether a matjter is or is not within the 
responsibility of OPR must be referred 
this regard. 


to OPR for a determination in 


EFFECTIVE: 04/21/94 


j 
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263-3 


investigation! (S ee MAOP, Part 


PAGE 263 


I, 13-3.) I 


I^'ves t igat i on necessary to develop complete, 
essential facts regarding any allegation against Bureau employees must 
be instituted promptly and every logical lead which will establish the 
true facts should be completely investigated unless such action might 
prejudice pending investigations or prosecutions, in which event FBIHQ 
will weigh the facts along with the recommendation of the Division 
Head, 

(2) The record of the inquiry shall include the initial 
allegation; the investigative results; aggravating or mitigating 
circumstances; statement of specific charge(s); and the employee's 
answer(s) including defenses to the specific charge(s), if any. 


objectivity in personnel 


(3) SACs should ensure the 

investigations conducted by field office's by hot assigning^Lpervisory 
personnel to them who have a direct working relationship with the 
employee(s) under investigation. OPR isl likewise alert to this 
possible conflict of interest and will discuss this with the SACs when 
cases are initially reported to OPR. 


(4) 


Requests to conduct audits of the computer systems 


activities of employees who are suspected of misconduct or improper 
performance of duty will be handled only|with prior notification to 
FBIHQ. The term audit refers both to reyiew and/or evaluation of 
prior transactions or activities of a user and procedures designed to 
monitor the ongoing activities of a userl The proper form for such a 
request is a formal written communication to FBIHQ with a request 
directed to the | Inf ormat ion Resources Division's (IRD) , Investigative 
Automation Support Section (lASS),|to conduct the audit. In exigent 
circumstances, which dictate the need for immediate institution of an 
audit, requests may be made telephonicaliy to OPR and subsequently 
confirmed in writing. In instances where telephonic requests are 
authorized, the level of authority is at I the ASAC level or above in 
the field offices and at the Section Chief level or above at FBIHQ, 


with the exception of requests emanating 
requests for user activities audits made 


from OPR. Telephonic 
by OPR will be authorized at 


I - ^ - vs. ax wc auunurizea a 

[ the Supervisory Special Agent level. [ (See MAOP, Part I, 13-3 (3) .)| 


audits will be made at the 


(5) Approval to conduct the 

Section Chief level in | IASS, j based on the technical feLibllity and 
resource constraints. If the audit cannot be conducted or if 
additional information is needed to formulate the audit, (lASSjwill 
contact the requestor. The results of each audit conducted will be 
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reported on an FD-302 and disseminated to 0?^ and the 

shLld it be different from OPR. The original FD-302 will 

c AtiA the office of origin* In those instances where g 

f.r«ard.d to tho otfic. ot tol.phooically 

d^^^^minatod* the results will be disseo'inated by|lRD|to OPR and to 
?ie reiue t»; ^ho”r t be ditterent frlon OPR. and the tel.phon.c 
re:ponr. subs;,u'«tly contir»ed in writing to OPR and the repuestor. 

I (See MAOP, Part I, 13-3 (4) .) | 


EFFECTIVE; 06/01/94 


263-4 


INTERVIEWS OF EMPLOYEES 


(1) Interviews of employees involved in allegations of 
criminality or serious misconduct should be conducted at the earliest 

JogTcal tiL and in a torthrUbt f?“f"’‘:ro«icial 

OPR. There should be no evasiveness on the par 

conducting the interview. 


fully and specifically advised 
against him/her in order that 
anWer and respond to them* 


(2) The employee should be 
of the allegations which have been made 
he/she may have an opportunity to fully^ - 

;:'e%„plo^yea -st be .ntiraly^iranh^and -operaUva^rn answar.ns^^^ 

cXnat'in nature, the employee has tJe right to seek counsel in the 
same vein as any other individual. 

(3) Such interviews must be complete and thorough with 
pratracted and should b. hold to a roasonable 

preparation and rocognition of th. purpose of the rnterurews. 

(4) The inquiry shall notlbe complete until the specific 
' allegations which may justify discipli^y action ht« .""h? 

Pit‘P:ployee who may be -i-iR^ned ank the amp oye. - 


. « 

reasonable time to answer the specific 
answers, explanations, defenses, etc 


allegations. The employee's 
|‘ should be recorded in the form 


anaLions, , - • i-Vio 

of a signed, sworn statement which should specifica y i 

ilSnrt: 

-ppePinPPPiPr't: xipyefii'r 
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written response to the allegations, 

interrogatory tashion, and a a.*n d *““'™/a tinfatLcL reprasant, 

raault. by tha ; ,f;rand awaar to. ha/aba 

that which the employee is willing to doing so. If 

retains the right to make ^ materially from what the employee 

those changes or corrections nature of the 

stated during the interview ^hat fact ^ d th^ should be 

statements should be separate y ^ information furnished 

sworn prior to tha intarv.aw *" Should thara ha any 

during tha intarviaw “ as to whathar a 

question on the part of the tni^ht iustify disciplinary 

particular allegation (sat o a resolve this prior to 

action, ha/sh. g, ,l,sorad of an opportunity to 

the interview so the employee 
appropriately respond. 

(5) Tha results of '»»-|-.“f.ro;rad^In‘;h':l'.rof 

FBI anployeas in OPR siattars s ou season tor not doing so, 

tr siouM'ba’cfordl^IUd “tJ OFR/In paction Division. 

(6) Whan ‘"?‘Xrsatv:t"or’Stui''trair'o^ 

inquiries to solicit ptoiided the Privacy Act notice 

raltrlUr’in'H'lorPaiJt I, 190-5(2) aip.aining tha purpose of tha 

. . * ^ £ I- ^ Y.71 I I D e US eu- • 


describea in niwvj, a -a u -- ■ , 

inquiry and how the information will be used 




• t”^he iubject'rf^in'allnirt^a^Lf.^n^^ the person 

ift:r:!rd :r^ource Should be p^ 

necessary, the opportunity o ^ ^ i j 190-7, and SAC 

confidentiality as iL order to protect the source's 

Memorandum 51 7710, hac inauiry submit a Privacy Act 

identity should the subject inquiry. The source should be. 

request for access to . personnel action is taken against 

cautioned that if a formal ^ i Chapter 75 of the Civil Service 

tha subjact of t>?a inquiry pursuant^to ChaP'-,^^ 

Reform Act, the informati „ j-d the subj'ect, if any information 

identity, must, by law, be ^ in[whole or in part to support that 

provided in that pursuant to certain administrative 

personnel action. In addi • ’ i^_roceedines it may be necessary to 
Lquiriaa and ^■’"“'^f^^itl.n provided in tha 

!o”j:^a^atara::n: ia'^ad ii: -ia »;r jn part to aupport^a paraonna.^ 
ronrintI^:i'a":r'ai':4;'oV»”tga:fg t- acti;na Of othara. to tha 
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extent xuch xnswex. .i.ht reveal criminal misconduct on the part of 
the employee being interviewed. 


page 263 - 7 


EFFECTIVE; 03/26/90 


263-5 




of an employee against whom 
been leveled, a decision must 


(1) Prior to the interview 

xllesations of “iminal misconduct^have^.™,^ ^ 

be made as to whether the go criminal proceedings or whether the 

statement admissible m subsequen P ^ ^ o£ the facts 

goal is to compel the action, if any, is 

i;pr;rriate."'^hfs"ecIsion is to be ma^e by OPR in coordination with 
the OPR, DOJ. 

(2) To ensure that a*"!?? iu'onf "wt 

and consistently auare of yhe Oftioe of Professional 

been adopted for use in such forms. These forms 

authorized by OPR. 

(3) -‘ther of these^tuo for„s^(P^^6A0 nor F^^6d5) ^uhich 

are described belou are to e ro t y shootins 

!',^:^:rrhtn‘in;ru:;edTo’'do so by PBIHO as set forth in -1100. 

Part II, Section! 12-11.7. I 

, , . • 1 1 V.O used in a particular inquiry 

The decision as to which form wi basis, in accordance 

:iti tW-HncIpfe^s” fo;trbelo. Jper your inform^ation there .. 
'Tre‘n;trarn?uSor:rry"a:riful r allegation mill he considered 

iy OPR in line with those prosecutive guidelines. 


EFFECTIVE; 10/17/95 
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1 263-5.1 Criminal Proceeding Contemplped or Possible 

(1) Form FD-6AA captioned "Warning and Assurance to 
Employee Requested to Provide Information on a Voluntary Basis, is 
to be utiliLd in situations where an employee is provided an 

to ansvoo quostion. or prov.do » voluntarily 

hanco. admissible in any, futjre orrm.nal prooeedrne. 

(2) Full Miranda warnings will be gibeb todu^or"^^ 

Odense a^d the queUioning concerns that otfens. or a related 
Federal offense. 

(31 Whenever Form FD-6AA is utilized, an interview log 
should be prefaredlraccrdance with the Legal H.ndbooh lor Spec.al 
Agents, Section 7 9. | 


EFFECTIVE: 10/18/88 

1263-5.2 Inquiry Solely for Administrative Purposes 

(1) In a situation where the allegation, if true, has the 

'a ?orr ?^645 c«U°ned "Warlrlns and Assurance to Employee 

rqut"d;oTr:v™e1nJor::Uon/' Should be u^ 

the use o£ this form „t Jhe employee 

r^'irn^^sslrrbra'ult^nrihcriltSiuig^ •»« 

is'oE ForrFD-645 will not be admissible in a cr.m.nal prosecutron 
of the employee. 
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(2) In a situation where the allegation, if 
potential for non-Federal 

L FRTHO to compel full answers from the employee regaroi g 
Investigation. Fern FD-645 shoutg be used. 

(3) In all other instances where an employee is being 

■ ^ «^^h an official administrative inquiry, 

interviewed in connection with an ortici.ii 

Form FD-6A5 should be used. 

(« There is no Sixth '» Iiniplo^e. 

purely administrative present during the course 

Specifically requests to h icca'llv obliged to agree to this 

o? the interview, the Bureau IS n e„^ .p 


to allow the presence of 
ew is to be made by OPR, 


condition. Any administrative d^ision 
counsel during an administrative mtervi 
FBIHQ. 

(5) An interview log is not required when Form FD-645 is 
utilized. Those 

ir^:rm!^gll‘^allant preparation o^ 

iln«In!n nrriirmllcinruci involvIng|veterans which may ultimately 
Ilheard betore a Merit Systems Protection Board. I 

EFFECTIVE: 10/18/88 

263-6 POLYGRAPH ERAHIHATIONS OF BUREAU EMPLOYEES |(See HAOP, Part 

I I, 13-A.l.) 1 

(n All polygraph examinations of FBI employees and those 
Cl) All poiyg P ^roployees must be approved by 

who have made allegations ag niRpJcion or another person 

the Assistant the case of’ polygraph examinations 

designated by ^he Direc adjudication, the Director 

Tan^regared^^rroval authority to th^ Assistant Director, National 
Security Division* j 

( 2 ) fb/vgraph l\ ::riirelt:‘“hl: procedure 

th:\ISlidentUlity 

i-iran'llallnlitln^'clndirterwith RnSwledge of an employee's Friends 
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and associates. 

(3) Polygraph examinations of Bureau employees are to be 
administered by an FBIHQ examiner. In the event an FBIHQ examiner is 
not available, the examination will be conducted by an examiner 
designated by the Polygraph Uni't, FBIHQ. ; 

See MIOG, Part II. 13-22.13.1, 13-22.13.2, 13-22.13.3. and 13-22.14 

for additional instructions and information regarding polygraph 
IxLtniUcns ot ,.ploye» »h. ar. auPiacta o£ a cr.m.nal .nveat.saUon 

or administrative inquiry. 


EFFECTIVE: 07/19/95 


263-7 reporting] (S ee MAOP.Part I, 13 7 & II, 2 3.3 (1).)| 

(1) In most instances, after OPR has been initially 
notified of the allegation, it will be satisfactory for the 
responsible division head to report the| facts pertaining to the 
serious misconduct or criminality by airtel setting forth ® 
statement of the situation together with supporting documentation 

statements. In all cases, whether or npt it is 
administrative action is necessary, a statement that administ 
action is, or is not, recommended must be made. 

(2) These cases should not' be opened in the Field Office 
I„£or.ation Manas...nt Syat.« (FOIMS) prior to 

'°d :n:r'a'4M““a«r£”;atdrK”a:ch OPR invaatUatioa 
and the^file should be maintained in the SAC's 

should be included on all communications ’’^^ween field offices and 
OPr Such communications, when directed to the SAC. should be to 
his/her perronal attention and should lie enclosed in 

when subLtted to FBIHQ, Attention: OJR. hrcal 

,r, OPR cases should not be entered m the title field in the case 

i Tac-'o^' - ?rx-ora„‘ia‘: !u"; 

number will not be displayed in the general indices of the fie d 
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office OPR cases are to be opened in FOIMS as auxiliary office (AO) 

office. FBIHO file number as the Universal Case File 

cases ®^^gg/ghould be opened with a pending status, not as 

"DEAD"*or "ADM" status. Upon completion of the investigation, t e 
status should be modified to RUC. ^ 

(3) Copies of the allegations and subsequent 

employee- s j^'.tifie'ation memLandum and/or 

addeSui(s) "being placed in the being 

^Jllerintth tL'HeJ^rffice"aTFriH^ personnel files. 

(4) OPR will advise SACs aid Assistant Directors when the 
results of OPR investigations have been [reviewed by OPR and referr 
tojASU/PDl for appropriate action. 


EFFECTIVE: 0A/21/9A 


263-7.1 Investigative Reports 

(1) The results of most OPR investigations may be 
submitted by cover o‘f matt^r^In^o 

involving more complicated situatio Denartment of Justice, 

which .hy need >>%«rre'FEIBr ^ ^he iv^rep^n which sh.uld 

they chould be p^^„E":"l;y%westi.n cencernin* 

wL^er^f iertr^inU arinvL^isative cepect should he tesoived by 
consulting with OPR. 

(2) Synopses of OPR mattei investisative reports should 

be complete to include ell allepations, the '•»““» ' * 

lireaj?a«t:"’c“-Saetfoi':Lu:5‘br|ite":^ a table Of 

contents in these investigative report^ 

(3) Three aaP^as^oJ^the 

if the ^ envelope to FBIHQ, Attention: OPR/lnspection 

rvtsi:; ke"c:v:rl!«el .h.::id contain the SAC’, observatrons and 
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comments, mitigating or aggravating circumstances, as well as the 
sac's recommendations for administrative action. 

(A) FBIHQ is the office of origin in OPR matter 
investigations. Upon eonpletion of an investigation 
signed, svorn statements. Forms FD-6<M and FD-645, etc, should be 

furnished to OPR* 


EFFECTIVE: 04/19/91 


263-8 CIVIL RIGHTS ALLEGATIONS AGAINST FBI PERSONNEL 

i 

Upon receipt of a complaint |involving civil rights 
allegations against FBI personnel, the following procedures are to be 

followed; 

(1) Advise the Civil Rights Unit (CRU) , CID, and OPR by 
telephone followed by appropriate communications so Jhat FBIHQ may 
furnish appropriate guidance. The CRU will coordinate with OPR . and 
other FBIHQ components and advise the SkC concerning the pr p 
handling of the matter. 

J ^ 

(2) If a . civil rights complaint arises during an 
administrative inquiry, the pertinent administrative 

only to the civil rights allegation must stop in order resolve any 
criminal violations. That portion of the administrative inquiry may 
not resume until authorized by FBIHQ. 

(3) OPR and CRU/CID will coordinate the presentation of 
the facts of the allegation to OPR/DOJ knd the Civil Rights Di^^i^ion 
(CRD), DOJ, to determine if a' criminal investigation is w^^ra 

no criminal investigation is warranted, the matter will be . . 

administratively handled by OPR. If th'e ^RD/DOJ requests a criminal 
civil rights investigation, the CRU/CID, will advise the SAC to 
initiate an investigation which should b. reported to FBIHQ pursuant 
I to Part I, Section|282-3.l|o£ the MIOC, unless advised to the contrary 

by FBIHQ. 


EFFECTIVE: 01/31/94 
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See MAOP, Part I, 


Section 1“23. 
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SECTION 264. COMPUTER FRAUD AND ABUSE 


PAGE 264 


264-1 


BACKGROUND 


(1) On October 12, 1984, the President signed into law 
the -'Comprehensive Crime Control Act of| 1984.” Included m the 

^^ran"U.mp; by C»sre,; to address 

sJXlrhis ^aa^1ove^nad'byli"I^^aiSl|i^^bd«^ («OU) b^yeon 

ml!|rdT:iuL"?b; “^isdictjon o£ the FBI and the U.S. Secret 
Service! (USSS) in these matters.! 

(2) On October 16, 1986, lihe "Computer Fraud and Abuse 
act OF 1986 " CFubUc ijuburiall 

"Electronic Communications Privacy aci 
were signed into law by the President. 


of 1986" (Public Law 99-508) 
The Computer Fraud and Abuse 


::ror!58^ ??tSri8 : “s?: S^Uo; ^^ r nauthorlned access 

rr'ufe OF "Fed^al Interest" „ 

=i;:s 

fJauduUnt accLs to obtain property oF value. '”“•''>‘"6 

out in! the 8/23/89 MOU (see 264-3) . 1 | 

(3) Congress also enhanced individual and corporate 

protection against computer crime by enacting the Electronic 

Communications Privacy Act of 1986. J^^TOl This statute 

actlamendedlTitle 18 of thejUSClby adding Section 2701. This statute 

makes it a Federal offense to, without authorization, access o 

disclose the contents of a "stored electronic communication. 

1(A) On October 1, 1990, the Economic Crimes Subproeran 
(ECS) oF the White Collar Crimes (WCC) Program was Formed to address 

all economic eS Inr^e S^^at 

FBTO brtSe“Bcoimics Crime Unit (ECiD. ^ite Collar Crimes Section 
(wees). Criminal Investigative Division QCID; , 1 
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EFFECTIVE: 12/10/91 


1264-2 


1 STATUTES, PENALTIES AND DEPpiTIONS 


EFFECTIVE; 12/10/91 


1264-2.1 


Section 1030. Fraud and Related Activity in Connection 
with Computers 1 


1 (1) I Whoever knowingly accepes a computer without 

\TZ t rU:L tf i^Uev. that such iif.r.ation =« obtained .a to be 
osid to the injury o£ the United States or to the advantage 
of any foreign nation. 

iThe punishment for an offense of this sption is a fine^or 

imprisonment^for_not^more^than^U ni^ltiple offenses of 

JhirsecUon is a fine or punishment for not more than 20 years, or 
both. I 

1(2) Whoever 1 intentionally accesses a computer wipout 

authorization, or exceeds authorized ^ccess.^and 

information . ‘^^^/^HeHned | irsection 1602 (n) of Title 

or^contlined in a file of a consumir reporting agency on a 
consumer, as such terms are defined in, the 
1 Reporting Act | (Title | 15, [USC. Sectionj 1681 . et seq.). 

iThe punishment for an offense of this pction is ® 

t^?”:r:r‘t't:«pu^ :rt:h;ruX ^h^- pu--a„t £„ 

:"tipt. oftansa! of this saction is a tin. or rdprrsonnant for not 
more than ten years, or both. | 

I 1(3) Whoever lintentionallvi without authorization to 
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access any computer of a department or Jgency of the United States, 
accesses such a computer of that ^^P^’^^ment or agency that is^ 
exclusively for the use of the Government of the Unrted States or in 

the case e£ a coaput.r_„ot a£f"ts 5L use 


the Government of the United States and 


of the Government's operation of such computer. 

iThe punishment for an offense of this section is ^ g,. 

S'e^rratteipteS "nnse’under utsjsecti^u. ’ The pu„ish.ent for 
multiple offenses of this section is a fine or imprisonment for not 
more than ten years, or both.] 

1(4) Whoever [knowingly and with intent to defraud, 
accesses a Federal Interest computer without authoriMtion. 
wJhrrtmed access, and by means of such | conduct 
fraud and obtains anything of value, unless the ^ 

Ird Jhe thing obtain^ consists only of the use of the computer. 

lihe punishment, for an offense of this section ‘S._a fine or 

imprisonment The ounishment 

offense or attempted offense under this 

multiple offenses of this section is a 

more than ten years, or both. | 

1(5) Whoever [intentionally I 


section. The punishment for 
Ifine or imprisonment for not 


accesses a Federal Interest 


Federal Interest computer, or prevents 
computer or information, and thereby 


(a) 


authorized use of any such 


causes loss to one or more others of a value 


aggregating $1,000 or more during any one-year period, or 

1 (b) [ modifies or impairs, or potentially modifies or 

impairs, the medical examination, medical 

trLtment, or medical care of one or more individuals. 

(The punishment for an offense of this .section is a fine or 

‘^n‘:nrL!::prcS:«:nir:u^tri5:!;r:;cnoS?‘^h:"ur. 

^Ltipl. offdhs.s of this suction is 4 fin. or imprisonment for not 
more than ten years, or both.] 


(as defined 


[(6) Whoever I knowingly and with intent to defraud traffics 
in Section 1029) in any password or. similar information 
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PAGE 264 - 

[without authorization, if 


(a) I such trafficking affects interstate or foreign 


commerce; or 


|(b)| such computer is u ed by or for the Government 
of the United States. 

more than ten years, or both. | 


EFFECTIVE: 12/10/91 


1264-2.2 


Definitions las used in Section lOSOj 


1(1) The term acceao -- . T i 

retrieving data from a disk or other peripheral device. | 

I f2) I The term "computer" means an electronic, magnetic, 

.> culcWcal or .tH. 

,co«.u 

“Lr„:rin”Lro.:nn;p;vrit.r .r a portablo hand-held 

calculator, or other similar device. 


The term "access" refers to storing data on and 


1(3) 


The term "Federal interest computer" means a 


computer- 

l(a)l exclusively for t|he use of a financial 

.. j. • United States Government, or, m the case o 

^n‘^ot"xcWv;ir£«‘ auch use, |usad by or Ear a tinancral 
t^aUtution or tha hnit.d State. J^aarahE h'o^cUi' 

rtni?n:n‘-.:^^roror'^h:io^^:^^^^^^^ ^r.r'a:r .uoh 

computer; or 

I (b) 1 which is one of two or more computers used in 
committing the offense, not all of which are located in 
State. 
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I (4) I The term "State" includes the District of Columbia, 
the Commonwealth of Puerto Rico, and any other possession or territory 
of the United States. 

I (5) I The term "financial institution" means- 

1 (a) I an institution wit!h deposits insured by the 
Federal Deposit Insurance Corporation; 


(b) 


the Federal Reserve or a member of the Federal 


Reserve including any Federal Reserve Bank; 

1(c) l a credit union with accounts insured by the 
National Credit Union Administration; 

1 (d) I a member of the Federal home loan bank system 
and any hotne loan bankj ^ 

1(e) I any institution of the Farm Credit System under 
the- Farm Credit Act of 1971-; 

1 (f) 1 a broker-dealer registered with the Securities 
and Exchange Commission pursuant to section 15 of the Securities 
Exchange Act of 1934; and 

I (g) 1 the Securities Investor Protection Corporation. 

1(6)1 The term "financial record" means information derived 
' from any record held by a financial institution pertaining to a 
I customer's relationship with the financial institution. 

1 1 (7) I The term "exceeds authorized access" means to access 

a computer with authorization and to use such access to 
alter information in the computer that I the accessor is not entitled 

1 to obtain or alter. 

I 1 (8) I The term "department of the United States" means the 

legislative or judicial branch of the Government or one of the 
executive departments enumerated in section 101 of title 5. 


EFFECTIVE; 12/10/91 
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Section 2701.] Unlawful Access to Stored Communications 


1(1) Whoever intentionally accesses, without 
.uthorizatiin, a facility throash ahich p aUctr.nic communication iS 
provided. 

The punishment for an offense of this section is a fine of more 

than^$250 000 or imprisonment for not more than one year, or both in 
tSrcase of a first offense under this sUparagraph. The punishment 
tor aubao^Lnt off.nsos of thi, section is a tine or imprisonment for 
not more than two years, or both. 

( 

(2) Whoever intentionally exceeds an authorization to 

access that facility, and thereby obtains, alters, ^ ^ 

authorized access to a wire or electronic communication while it 

electronic storage in such system. 

The punishment for an offense of this section is ® 

than $5,000 or imprisonment for not more than six months, or both, 
any other cases, 

(3) This section does not apply with respect to conduct 

authorized” ‘ 

(a) by the person or entity providing a wire or 
electronic communications service; 

1 

service with respect to a 
user; or 


(b) by a user of that 
communication of, or intended for, that 

(c) in section 2703 (Requests for Governmental 
Access), 2704 (Backup Presentation) , or! 2518 (Procedure f- 
Interception of Electronic Communications) of Title 18. | 


EFFECTIVE: 12/10/91 
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264-2.4 Definitions for Section 270l'are found in Title 18, USC, 

Section 2510|(See MIOG, Part I, 139 1.1.)| 

(1) "Electronic communication" means any transfer of 
signs, signals, writings, images, soundsj, data or intelligence of any 
nature transmitted in whole or in part by a wire, radio, 
electromagnetic, photoelectronic or photooptical system that affects 
interstate or foreign commerce, but does not include 


(a) [any wire or oral communication; 

(b) ]any communication made through a tone-only 


paging device; j- 

|(c)lany communication from a tracking device (as 
defined in section 3117 of Title 18);' ; 

(2) "User" means any person or entity. who 

(a) uses' an electronic communication service*,' and- 

(b) is duly authorizel by the provider of such 
service to engage in such use; 

(3) "Electronic communication system" means any 
radio, electromagnetic, photooptical H 

the transmission of electronic communications, and any computer 
tScillur” related electronic e,nip«ent for the electronic storage 

of such communications; 

(4) ’^Electronic communication service” means any service 
which provides to users thereof the abijuty to send or receive wire or 

electronic communications; 


.. I- 

(5) "Electronic storage means 


(a) any temporary, intermediate storage of a wire or 
electronic communication incidental to the electronic transmission 
thereof; and 

(b) any storage of such communication by an 
electronic cosnsunication service for purposes of backup protection of 
such communi cati on* 


O 
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EFFECTIVE; 12/21/94 

I |264-2.5 Other Statutes which may be used in CFA investigations 

EFFECTIVE; 12/10/91 

] 264-2.5.1 Title 18, USC, Section 641 (Theft of Government Property) 

This statute covers the theft of any record, voucher 
money, or thing of value of the United States. This statute has been 
used to prosecute Government officials, who use their position to 
obtain computerized information to sell.' 

"Whoever embezzles, steals, purloins, or knowingly 
converts to his use or the use of another, or without authority, 
sells, conveys or disposes of any- record, voucher, money, or thing ot 
value of the United States or of any department or agency thereof, ... 

or 

"Whoever receives, conceals, or retains the same with 
intent to convert it to his use or gain^ knowing it to have been 
embezzled, stolen, purloined or converted. .. shall be fined no 

than $10,000 or imprisoned not more than ten years, or both li>ee 

MIOG, Part I, Section 52.) 

EFFECTIVE: 12/10/91 

I 264-2.5.2 Title 18. USC, Sections 793*, 794 and 798 (Espionage) 

(1) These statutes deal with gathering, transmitting, or 
losing defense information for the purpose of injuring the United 
States or helping any foreign nation. |These statutes also deal with 
delivering defense information to aid foreign government and 
disclosure of classified information. 

(2) Violators of these statutes should be fined not more 
than $10,000 or imprisoned not more than ten years, or both. (See FCI 
Manual, Part I, Section 65.) 
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EFFECTIVE: 12/10/91 


264-2.5.3 


Title 18, use. Section 1343 (Wire Fraud) and Section 1341 
(Mail Fraud) 

The wire fraud statute and mail fraud statute have 
occasionally been used to prosecute computer criminals. To establish a 
violation of the wire fraud statute, the| Government has to establish 
three elements beyond a reasonable doubt; i.e., a defendant U) 
devised a scheme to defraud either the various networks or the 
computers on those networks, (2) intended to obtain money or Property 
'from them by false pretenses, representations, or promises, and, t ; 
that to execute the scheme, the defendant used or caused the use of 
interstate or international wire communication facilities 
furtherance of the scheme. In the case jof the mail fraud statute, the 
Government would have to show elements (1) and (2) and the use of the 
U.S. Postal Service in furtherance of the scheme. 

The punishment for offenses under the fraud by wire and mail fraud 
Statutes are a fine of not more than $1,000 or imprisonment not more 
than five years, or both. (See MIOG, Part I, Section 196 and MIOG. 
Part I, Section 36, respectively.) 


EFFECTIVE: 12/10/91 


I 264-2.5.4 Title 18, USC, Section 1362 


(Malicious Mischief) 


This statute punishes the willful interference with 
military communications systems# I 

The punishment for an offense of this statute is a fine of not more 
than $10,000 or imprisonment not more than ten years, or both. 


EFFECTIVE: 12/10/91 
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1 264-2.5.5 Title 18, USC, Section 2314 (Interstate Transportation of 
Stolen Property) 

This statute has been used with varying success to 
prosecute computer criminals. The Government has to show the 
interstate transportation of stolen prop<srty with a value in excess of 
$5,000. 

The punishment for an offense of this statute is a fine of not more 
than $10,000 or imprisonment not more than ten years, or both. (See 
MIOG, Part I, Section 87.) 

EFFECTIVE; 12/10/91 i 

264-2.5,6 Title 17, USC, Section 506; Title 18, Sections 2318 and 
2319 (Copyright Matters) 

Generally, investigations in ‘all' copyright' cases should* be* 
directed toward locating and identifying the producers, principal 
distributors, and publishers of unauthorized duplications of copyright 
products in order to eliminate the sourcjB of illicit productions. 

The punishment for violations of these statutes is a maximum penalty 
of $250,000 and/or five years' imprisonment. (See MIOG, Part I, 
Section 28.) 

EFFECTIVE: 12/10/91 

’( 

I 264-2.5.7 State and Local Legislation as an Additional Tool 

A number of the states in the United States have enacted 
specific legislation to address computerj- crimes . These violations 
should not be overlooked when investigating computer crimes. 


EFFECTIVE: 12/10/91 


G 
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1 264-3] JURISDICTION | 

I (1) I Title 18, use. Section 1030(d) provides; "The United 
States Secret Service (USSS) shall, in addition to any other agency 
having such authority, have the authority to investigate offenses 
under this Section. Such authority of the United States Secret 
Service shall be exercised in accordance | with an agreement which shall 
be entered into by the Secretary of the Treasury and the Attorney 
General . " 

On August 23, 1989, an amended agreement was entered into and it 
provides the following; 

"4. a. The FBI shall have primary jurisdiction; 

"(1) For matters which have traditionally been within 
its authority. .These areas include such] matters as organized crime, 
terrorism, and foreign counterintelligence. 

"(2) For violations of Title 18, U.S'. Codej Section' 
1030(a)(1) and (a) b) which address the unauthorized access of 
computers used in national defense, foreign relations or any 
restricted data which may be used to thej injury of the United States. 
However, when allegations involve unauthorized access of the White 
House complex computer systems or attempts at unauthorized access the 
USSS will maintain a presence and assist in the investigation. 

"(3) For those criminal acts using a Federal-interest 
computer (as defined in Title 18, U.S. Code, Section 1030(e) (2)) , that 
may be construed as violations of the Bank Fraud and Embezzlement,' 

By Wire, or Bank Bribery Statutes jWhere the FBI has 
traditionally had jurisdiction. The term bank is defined in various 
statutes as it relates to the specific offense (e.g.. Title 18, U.S. 
Code, Sections 215, 1344, and 2113). 

"(4) Except as noted in|4.b.(2) below, when a 
significant fraud against the Government has been committed by an 
employee of any Government agency. This' is a matter that falls within 
the substantive jurisdiction of the FBI j(Title 28, Section 535, U.S. 
Code) , and has been articulated in Memoranda of Understanding between 
the FBI and Inspectors General of various agencies. 

"b. The USSS shall have primary jurisdiction; 

"(1) Except as noted iil 4. a. (1), (2), (3), (4) 
above, for violations as outlined in Title 18, Section 1030 (a) (2) , 

I 
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occurring in a consumer reporting agency,] as defined in the Fair 
Credit Reporting Act of 1978 (Title 15, Section 1681, U.S. Code), or a 
card issuer as defined in Title 15, Section 1602, U.S. Code, and as 


outlined in Title 18, Sections 1030(a)(3) 


and (a)(6), U.S. Code. 


*'(2) When the computer systems of the U.S. Treasury 
Department are the direct object of the violation and the allegations 
do not meet the criteria for referral to |the Department of Justice set 
forth in the purpose section of this memorandum. 


'c. 


The FBI and the USSS shall have concurrent 


jurisdiction: 

**(l) Except as noted inj^.a. (1) > (2), (3), (^) 
above, for fraudulent schemes as outlined in Title 18, Sections 1030 
^(a) (2), (a) (4), and (a) (5), U.S. Codel when such violations are 
perpetrated against a computer system of | a financial institution as 
defined in Title 18, Sections 1030 (e) (4) (G) and (e) (4) (H) . 

"(2) Except as noted in 4. a. (1)', (2) , (3) , (4) and 
4 b. (1) and (2), above for violations as outlined in Title 18, U.S. 
Code, Section 1030 (a) (4), and (a) (5) when such violations involve 

other Federal-Interest computers. (as defined in Title 18, U.S. Code, 
Section 1030 (e) (2) (B) ." 

1(2) Titie 18, use. Section 2701, provides that the 
Federal Bureau of Investigation shall have investigative authority for 
any violations of this statute. | 


EFFECTIVE: 12/10/91 


I 264-4 1 


POLICY 


EFFECTIVE; 12/10/91 
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||264-4.l| Investigative Policy 

I (1) 1 Based on the legislative history and the apparent 
intent of Congress to address instances of computer trespass, fraud 
and malicious damage, the FBI's primary investigative role will be 
those cases which have traditionally formed the basis for our 
investigative authority and wherein the criminal activity is sizeable 
and/or widespread. Matters involving national security, | crimes 
directed at [financial institutions. United States Government 
computers, [Federal Interest computers, and interstate [ frauds or 
malicious damage will be the primary thrust of FBI investigations. 
Other matters within the statute, but not covered above, may be 
referred to[the USSS or[any law enforcement agency of a state, or 
political subdivision thereof [ having jurisdiction. [ 

[(2) FBIHQ should be promptly notified, by telephone 
and/or teletype, of the initiation of major or otherwise significant 
CFA cases which may prompt news media (or other) inquiries to be 
directed to FBIHQ. | 

(3) Because of the broad scope of computer-related cases, 
the FBI is able to apply the substantive|; violations to the appropriate 
investigative situation. In instances where the primary direction of 
work pertains to violations other than CFA, field offices are directed 
to use the appropriate classification for those violations. The use 
of other statutes, in addition to CFA statutes, would create a more 
expansive and effective attack against v,iolators of statutes. The use 
of other classifications in these situations will more appropriately 
identify the investigative program within which these individual cases 
will be managed. I 


EFFECTIVE: 12/10/91 


[264-4. 2[ Prosecutive Policy 


EFFECTIVE: 12/10/91 
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(1) The focus of 

be [against I those who j'demonstr 
authorization, computer files 
access must be the person’s c 
unintentional | initial contact 
maintained may not be exempt 
with an ’’unauthorized access” 
the use of a computer. The c 
a trespass (breaking and ente 
committing the offense. 


Federal criminal prosecutions will 
ate la clear I intent to enter, without 
belonging to another. The unauthorized 
onscious objective; however, |an 
: coupled with access deliberately 
from prosecution. Section 1030 deals 
* concept of | computer fraud rather than 
conduct prohibited is analogous to that of 
iring) rather than using a computer in 


(2) Allegations of 
Government computers require pr 
and the use or destruction of, 
of the Government. A computer 
become the victim of a Federal 
unauthorized access was made at 
was authorized to use it, or if 
message, etc., that impacted on 
use of the computer. The- phras 
defined. 


criminal! acts involving Federal 
oof that the unauthorized access to, 
the information affects the operation 
used partj time by the Government may 
crime if it can be shown that the 
any timej when the Federal Government 
: the unauthorized use left some sort oF 
i the Federal Government when it resumed 
;e ’'obtain^ information" is broadly 


(3) Thefts of property through computer trespass which 
occur as part of the fraud scheme require that the use of the computer 
be directly related to the intended fraud and not merely related to 

it. I 

(4) The statute exempts from prosecution under Title 18, 
USC, Section 1030(a)(4), persons who exceed authorized use of a 
computer simply to use the computer for purposes to which the 
authorization does not extend (e.g., to do homework, play video games 
or if the only thing of value obtained was the use of the computer s 

time) . 

EFFECTIVE: 12/10/91 
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|26A-A.2.2 Title 18, USC, Section 270l| 

(1) Congressional intent in legislating Title 18, USC, 
Section 2701, was to protect the privacy of an electronic 
communication which is transmitted to a communications service, its 
storage on the behalf of the subscriber , [ and to ensure that such 
communication service be available only to the subscriber and others 
who may have authorized or legal access to it. Thus, privacy is 
protected either before the communication is transmitted to the 
recipient, or, if a copy of the message is kept, after it is 
delivered. The statute was designed to protect electronic 
communication through such methods as electronic mail and computer 
transmissions. It was generally recognized that the interruption 

of 1 communications] during the transmission stage is intrusive, and 
these communications are given protection by making it a Federal 
felony to unlawfully access. 

(2) , Electronic services cov^ered by this statute include 
electronic mail service, voice mail,, r^emote^ comp.uting,. s^ervi.ce , and 
other like communicating systems. 

(3) This provision is intended to address unauthorized 

"computer hackers" and corporate spies who deliberately gain access 
to, and sometimes tamper with, electronic communications that are not 
available to the public. The provision is not intended to criminalize 
access to "electronic bulletin boards ," [which are generally open to 
the public so that interested persons may communicate on specific 
topics. Where communications are readily accessible to the public, the 
sender has (for purposes of Title 18, USC, Section 2701 (a)) extended 
an "authorization" to the public to access those communications. A 
communication is readily accessible if the telephone number of the 
system and other means of access are widely known, and. if the person 
does not, in the course of gaining access, encounter any warnings, 
encryptions, password requests, or other indications of intended 
privacy. To access a communication on such a system is not a 
violation of the law. 1 


EFFECTIVE: 12/10/91 
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INVESTIGATIVE PROCEDURES 


In general, computer-related crimes are not unique, in 
many cases the facts and circumstances parallel the traditionally 
criminal mental and physical acts found in such crimes as trespass, 
embezzlement, theft, fraud, malicious damage, sabotage, and espionage. 
The investigative approach should comply with traditiona case 
management techniques, while giving appropriate consideration to the 
unique vocabulary found in the computer industry. Once the language 
hurdle is overcome, the investigator has the ability to understan 
what has occurred. [The following investigative procedures are 
suggested for consideration in the investigation of 264 matters and 
are not considered an all-inclusive list.| 

(1) |a 11 CFA evidence examinations are to be submitted to 
the FBI Laboratory for examination and data retrieval. All requests 
for FBIHQ on-site examination and data retrieval will be coor ina e 
through the ECU, WCCS, CID. j 

(2) When the criminal complaint is from the owner/user of 
the equipment/data, those who are directly familiar with the victim 
computer’s operation and/or equipment should be called upon, if 
appropriate, to provide the- facts to prove the elements of the 
offense; explain the modus operandi; aid in gathering the evidence, 
identify the suspect (s); and assist in simplifying the facts and 
circumstances for an effective presentation to the jury. 

I 1 ( 3)1 The common investigative steps in any 

computer-related criminal investigation] should be; the initial, 
preliminary investigation; contact the United States Attorney for a 
prosecutive opinion; investigative planning; information gathering and 
analysis; interviewing and interrogation; ’ appropriate technical 
review, if necessary; and computer examinationland documentation for 
prosecution and court presentat i on (s) . | 

1 (4) The preliminary investigative phase should ascertain 

as much about the allegation as possible. It should determine the 
nature of the allegation, the probable degree of technicality involved 
and potential subjects and witnesses. jAdditionally, [Apnts 
investigating those matters | should become familiar with the area, 
people,' procedures, processes, securit>|, and equipment | involved. [ 
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(15) Absent sensitive circumstances, instances of 

computer-related crimes in other Federal | Government agencies should 
be coordinated with the appropriate investigative unit of that 
agency, I 

(16) Search warrants are often used in CFA matters. In 
executing a search warrant, care must be| taken to limit the scope o 
the warrant to seize only evidence pertinent to the crimes unde 
investigation. | 


EFFECTIVE: 12/10/91 


1 264-6 


REPORTING REQUIREMENTS 


1(1) All complaints involving CFA, regardless of 
classification or whether a case is opened, will be submitted to ECU, 
wees* CID, FBIHQ; by the Computer Fraud and Abuse Data Transmittal 
?or!’(FD-801). The submission of the CFA Data Transmittal Form for 
all complaints will allow FBIHQ to monitor 
th. instance. oE CFA; fully idantiEy tha scop.^oE 
and crime trends; and seek resources as 
matters. If an investigation is opened 


necessary to address these 
as a CFA matter, a letterhead 


The 


date the investigation was 
lion, estimated loss, 

S. Attorney's initial 


matters. ir an inves 1 s . ^ ^ v !•„ 

memorandum (LHM) (original and ^ 

FBIHQ and any affected auxiliary offices within 20 calendar d y 
nan^UtAl Lrm will repUc. the transmittal airtal prev.ously 
utilizad .in subnission of Lms to fBIHQ The Lim rsjo rnclu^^^^^ 
field office, field office file number, 
opened, identified subject (s) , predicat 

investigation conducted to date, the U. . on-Hav 

prosecuJiv. opinion, and contenplated .ovast.sat.on. The 20 day 
reportins requirement facilitates the coord.nation of 
multijurisdictional matters in a timelyj manner. 

(2) Any investigation which is of a national interest or 
involves prominent individuals should be initially reported Jy 

priority Lmmunication, to include telephone, if necessary, followed 

bv the LHM and CFA Data Transmittal Form (FD-801) . Any maj . 

deveJopments. use of innovative or seniitive ' 

or unusual problems should also be promptly reported to FBIHQ. 

(3) FBIHQ will disseminate information regarding the 
initiation of CFA investigations to the USSS. FBIHQ may also have 
reason to disseminate information regarding these matters to other 
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Federal agencies. Sensitive infocnatien '(i .e infornant/cooperating 

“irn:rti«ri“.it^^r::r?:^r!r“e”ii“st^^^ the 

^?rData transnittal Fern (FD-80I) . U the need ex.st, net to 
disseminate, field offices should advise FBIHQ. 

(A) Two copies of prosecutive reports prepared m CFA 
matters should be furnished to FBIHQ. 1 


EFFECTIVE: 12/10/91 
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VENUE 


Where the offense is commi 


ittedt begun or completed. 


O 


EFFECTIVE: 12/10/91 


26A-8 


CHARACTER - COMPUTER FRAUD ABUSE (CFA) 


EFFECTIVE: 12/10/91 


26A-9 classification! (S ee MAOP , Part II. 3 1.1 & 3 1.2.) 1 

The CFA classification is subdivided into three types of 
cases that are characterized by alpha designator. Alpha des.gna ors 
are as follows: 

26AA COMPUTER FRAUD AND ABUSE - IMPAIRMENT 

This includes the modification of existing software on 
a computer or placing harmful softuare on a computer 
which then affects its normal operation. 

26AB COMPUTER FRAUD AND ABUSE - THEFT OF INFORMATION 

Theft of information matters involve the taking of 
II;i“mation that is protected for reasons of nat.onal 
J ^ t-flkinc or trafficking in passwords, the 

^tnlntut records of a financial institution; 
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264C COMPUTER FRAUD AND ABUSE r INTRUSION 


Intrusion natters involve un|authorize<l use 
not yet been determined that an impairme 
occurred. 


EFFECTIVE: 10/18/95 


264-10 I CASE TITLE 

Set forth below is an example of a case title for use in 
the CFA Data Transmittal Form (FD-801) : ^ 


JOHN H. SMITH; 

XYZ AGENCY - VICTIM; | 
COMPUTER FRAUD AND ABUSE 


00: NEW YORK 

(264A-NY- 12345 ) \ 


IMPAIRMENT; 


EFFECTIVE: 12/10/91 


II 264-11 1 OFFICE OF ORIGIN 

Office of Origin will be established in 
forth in MAOP, Part II, Section 10-16.2. 


the manner set 


EFFECTIVE; 12/10/91 | 

I 
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SECTION 265. ACTS OF TERRORISM - INTERNATIONAL TERRORISTS 


265-1 ACTS OF TERRORISM - INTERNATIONAL TERRORISTS 

(1) This classification wil^^l include any investigation of 
a criminal act which involves an international terrorist. The 
investigative procedures will follow the same procedures detailed in 
the substantive offense under which the investigation is predicated. 
M^ha destgLtors have been created to identify the investigative 
program under which the investigation should be classified. 

(2) This classification was developed in order to focus 
on the criminal activity of the international terrorist. 

does not diminish the importance of intelligence investigations 
collection, but emphasizes the criminal |,nature o 

Therefore, once information is developed m an investiga lon co 

"HdW r. Counterint.Uigenc. cUd.lin.s that .v.danca .x.ats 

of criminal activity, the criminal investigation under this 
classification, with appropriate alpha designator, is to be opened. 




EFFECTIVE: 0A/26/9A 


EXCEPT 

OTHERWISE 


265-2 ALPHA DESIGNATORS 1 (See HIOG, Part I, 265~3.) 1 

Set Perth below are the alpha designators which are 
applicable tf he 265 classification. |A case shall be identrf.ed w.th 
aloJrLsignat.r in accordance with|the investigative progra. or 
subpr^an to which the substantive offense would generally belong. 

265A - Violent Crimes - Predicate Offense (i.e.. 
kidnaping, bank robbery, etc.) 

265B - Organized Crime - Piredicate Offense (i.e., 
racketeering enterprise investigation, etc.) 

265C - White-Collar Crime - Predicate Offense (i.e., FIF, 

etc.) 

265D - Government Reservation Crimes - Predicate Offense 
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OPCA-20 (12-3-96) 


xxxxxx 

xxxxxx 

xxxxxx 


FEDERAL BUREAU| OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

^ page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated, 
explain this deletion. 1 

Deletions were made ptirsnant to the exemptions [indieated below with no segregable materitd available tor 
release to you. j 


Section 552 


□ (b)(1) 
^ (b)(2) 

□ (b)(3) 


□ (b)(4) 

□ (b)(5) 

□ (b)(6) 


n (b)(7)(A) 

□ (b)(7)(B) 

□ (b)(7)(C) 
O' (b)(7)(D) 
ef^)(7)(E) 

□ (b)(7)(F) 
□' (b)(8) 

□ (b)(9) 


Section 552a 
O (d)(5) 

□ 0 )( 2 ) 

□ (k)(l) 

□ (k)(2) 

□ (k)(3) 

□ (k)(4) 

□ (k)(5) 

□ (k)(6) 

□ (k)(7) 


□ information penained only to a third party with no reference to the subject of your request or the subject of your 
request is listed in the title only. 

□ Documents originated with another Government ageneyfies). These documents were referred to that ageneydes) 
for review and direct response to you. 

Paees contain information furnished by anoJr Government agency(ies). You will be ^vised by the FBI as 
to &e releasability of this information following our consultation with the other agency(ie ). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be advised as to the 
disposition at a later date. 


Pages were not considered for release as the)r'are duplicative of. 
Page(s) withheld for the following reason(s): 


The followitm number is to be used for reference regarding these pages. 


XXXXXX 

xxxxxx 

xxxxxx 


xxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 

XXXXXXXXXXXXXXXX 
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Pi^t I 

. 2. The policy guidakce set forth under (a) 

above applies to this situation also. 

. » £ 4 nvAstitat ion, a teletype 

(3) Upon initiation o J ^ ^ ^ the attention of the 

„ust be expeditiously prepared and forwardeo 

CTS, NSD. 

(a) This communication rj^/°pecifirLcU*^which 
for the criminal investigation inc ud.„g the specific 
clearly establish the terrorism nexus. | 


EFFECTIVE: 04/26/9 A . I 

^n-c HF tfrRORISK - INTERNATIONAL TERRORISTS 
265-4 CHARACTER - ACTS OF TERRORISM 

(AOTIT) 


EFFECTIVE: 04/26/94 


Q 
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Part I 


SECTION 266. 


acts of terrorism - domestic terrorists 


9AA-1 ACTS OF terrorism - DOMESTIC TERRORISTS (See j Attorney 

SLal-s Guidelines on General Crimes, Racketeering 
General s . SecuriWlerrorism Investigations, 

Enterprise and Domestic becurity/ » i_-i I I 

Part II, Contained in MIOG, Introduction, 1 3.1 | 

(1) This cla„iEic,tion Jll includ. any invastijation 

o£ a criminal act which 1“ *"'‘V''‘'’“°Lfi‘"enUative 

Affiliated withla domestic terrorist group. The investigative 
affiliated witn a procedures detailed m the 

procedures shall follow ^ne sa f ;„victi£ation is predicated. 

domestic terrorist. If a with a domestic terrorist 

the part of a person or persons "Erring, or is about to 

group is determined! to have M ®;ed under this 

occur, I then a criminal (see Section 266-2). 

classification *^ 566^^5 ) „ay be [initiated in conjunction with, 

t^Ta^inra ‘r^iratlnlJliJnce invaali*ali«n (100 casa).| 

C3-) Section II of the Attorney General Guidelines (AGG) 

permit. Eield oEEic.s to open jtderri'criirha" b«n, i. 

L circumctances ‘^l^ion ifl of the AGO permits the 

being, or will be . tions of Domestic Security/Terrorism 

initiation of criminal r reasonably indicate that 

(DS/T) groups when facts in^n^ enterprise for the purpose of 

;-?h:;ur;onnr.! 

^riilUi'uws’of*": ^^iurstates.” ((See HIOG, Introduction. 1-3.) 


(A) I Preliminary Inquiries 


1(a)! Preliminary inquiries are not authorized under 
Sectionlni Of the'*^ (0^ 

'ii^“iH:r.h:frle c:nlctld pur.uantjto the General Crime. Gu.deUne. 
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.. i : r m :Pr.li.ln«,i:i.iiSgi^thor,^^ 

cVi.es' 'section aPi’'.oVJ -liSit.<!: in3oMita®pu^ -;’■ * 

csciwsrisr««»ff» '» 

isTSKS^^aMB-^ • ■“* 

' ''' Vie so obtained by 

whether^ i. As an ' 

r;.f 

would produce the necessary information, « ■■. • ^ ;1 

question neighbors, .' ;■ . ^_\f,.,.,' • < „-.|e‘4^i 

.. . ■■.•'. • ■ ■ ' '‘-^ 

(c)‘ Sub jecU to^this' general! guxdancevon- - . 

inttosiveness perteinin* 

E“HSS;iK.-s!|S^ -:h 

interviewed, pretext interviews are conducte 
. 1 1 nmar- more intrusive techniques, 

yiiiliB^rbe e.ploye<l-.nlV'i.;ciHpellin^^ 

“ :lt':r‘i::tiinrp:nlM.'^:j:p.^.^l=^ 

tirea? r i£?or siJftLtial'property iintere-.t; the . ..-,-» 

Iu“Uio„ .£..yi6.nce,,er the seri.u.|i.peir.ent or .' -:-i:sm 


!».»JS!6J8I| 

f * ■ . ’ 

. :^m 




" -f 




■v.:t#. 


investigati on^^^ii^ •*, 

• ■ ,v.- 







...,v: . icSfAt. .. S“J.^S^tSS^ ■ 

'"?h!r 9 "^yrafj"r Ltiatlon o£-“tiap&Ci»«^‘^«^‘^ 

:;5"‘s :°tS:]:iz:“:y tHe'%oreou,^,u^^th.ri«t.on. or- ■ 

extensions ere ' 

.ritten request fro. the £xe d^d » .x^. ,xn^^^^^^ 








. ,... . ., M.:.- s'gniiitive'^-^™- .V .ti,. 

ERINTED:vlb2/18if98;?|^^;^^^^^ . ,r., 
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indication" which would allow a full investigation under this 

classification. 

(e) In order to ensure compliance with the Attorney 
General Guidelines lo'uork d>y 


PAGE 266 - 3 


each field office shall advise FBIHQ, m 
of the opening of a preliminary inquiry. 


of the opening or a pj. ^ 

days of the closing of a preliminary inquiry.) 


writing, within 10 work days 
as well as within 10 work 


(5) criminal intelligence igations^of ^DS/^ 

enterprises should be initiated course of a 266. or 

intelligence information develop g ^o which it 


100 file to which it relates. 
100 criminal intelligence 


other investigation, may be placed in 

Conversely, criminal a"266*generk investigation or a 

investigation may be "spun off to a 266 gene 
PI. DS/T criminal intelligence investigations are simi 
to a racketeering enterprise investigation (REl) . 

I (a) During th. vi.Utions 

‘"‘'i“?r'rSrnit:i‘ruuld^raai;:ub;rtnifcite%nfor«e«ant 
"a:?lj!iruf:rn --eadlngsja.s urjasl.^d. 

Udd'e^st; :h:uU b. opened to ioous Vl'oo"c»triould 

activity. The crininal ‘ th" ,cop. of the AOT 

:nr:a; it^i^ertr: n;:nv:?;"qjrportion ot tL total 

activity of that enterprise. 

(b) While it may be appropriate for all 

investigative ''®=V^‘^®j§5"£ilg®‘^thrcon5e«I is not true. Only those 

to the subjects Of 

the AOT case should be placed m the 26 I 

• IT lo"tusluiottiortra1eL“ai"atie"''“^ 

ire'sur-i::: » f26ris1:;:itan? becaua. it establishes the FBI's 
investigative focus. 

(7) When a general crimes investigation is classified 
a 266 matter, it focuses on “ To^thll person'Taff iliation 

:ura‘l^/Tlr!up.'%resr 266 ^ct oejerrorisn^ 

ih-rire^itreine-be -”:di^ qtlrelinerce investigation OF 
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‘h rriminal intel 1 igence linves t igat i on of DS/T groups 

ooZcE^rin' order to obtain intorma ion regarding the nature and 
structure of the enterprises* 

100 matters. 


EFFECTIVE: 06/23/97 

266-2 alpha DESIGNATORS ((See MIOG, Part I, 266-1.) 

Set forth below are the alpha designators which are . . . 
applicable to the 266 thrinvestigative program or 

“b^E^af EE*:riEE ;:.“::E":hEtvrE^tpe‘::"rre„erai!v ‘betong 

266A - Violent Crimes - Predicate Offense (i.e., 
(kidnapping, (bank robbery, etc.) 

266B - Organized Crime - Predicate Offense (i.e., 
racketeering enterprise investigation, etc.) 

Predicate Offense (i.e., FIF, 

on Crimes - Predicate Offense 

266E - Fugitive - Predicate Offense (i.e., bond default, 

266F - Interstate Theft - Predicate Offense (i.e., TFIS, 

266G - Drug Trafficking 


- 266C - White-Collar Crime j 

etc.) 

266D - Government Reservati 
(i.e., CGR, TGP, etc.) 


etc.) 

etc.) 
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EFFECTIVE: 06/23/97 


266-3 INVESTIGATIVE OBJECTIVES AND 
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L PROCEDURES 


m The obiective of this classification is to direct 
criminal acts. 

The investigative procedures utilized for a cas 

eonducted under these “'tLr.tph: 

t^ordtnnU^ 

thereet will be "J" 'J, (NSD) . For eranple. an 

Planning Section, National S y ^ follow procedures set 

i:rtr‘*n:““hr;t:n‘? rriLriib^ro^pexeept tor the eoordUatton 

and reporting aspects. 


AGG, preliminary inquiries 


rhrFBr'irid'otM'criiu'oui'FiSQ autVority to 
(PI) may be .nitrated by FBI field oft activities. 

determine the scope of a _ conduct a measured review, 

Initiation of a PI allows the . ^ < •_« : f there is a "reasonable 

"raho" :rrri:ii:f 

investigation* 

(4) Pis are to be completed within 90 

initiation of the first for PI extensions should 

requires FBIHQ authority. tL exoiration date. 1 

arrive at FBIHQ seven work days prior to the expiration oa i 

(5) iDurins the ^ has 

been, is beinB. er will be t^a full 266 

.upervisor is -'^“‘retnrsrrcUllJictuon to be sent to FBIHQ 
;;^vlS Notification and predicatioj for the conversion. 1 


EFFECTIVE; 06/23/97 
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266-4 


REPORTING REQUIREMENTS 


Upon initiation of a 266 investigation, an electronic 
communication must be immediately forwarded to the Domestic Terrorism 
Operations Unit (DTOU) , FBIHQ, providing the date the 
was initiated and the predication for its initiation. 
the investigation. I in addition to immediately notifying DTOU,] 
field officL should update records in Uhe | FBINETI Automated Case 
System (ACS)lto reflect this fact. 


EFFECTIVE; 06/23/97 


1 266-5 


CHARACTER ■ 
(AOTDT) 


acts OF TERRORISM - DOMESTIC TERRORISTS 


o 


EFFECTIVE; 12/16/96 
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267-1 


BACKGROUND 


Cl') On 11/18/88, the President signed into law the Anti 
Drug Abuse Ac^f 1988: which hece.e Public Lew 100-690 Thjs Act. .n 
part, I amended! Title 21, USC. by adding Subsection 848(e), entitled 
"Death I Penalty. " 1 


(2) jUnder Subsection 8A8(e)l the death penalty or lesser 
penalties may be imposed on: [ l, 

(a) jany person in or working in furtherance of ® 

intentionally kills or counsels, commands, induces, procures, 
causes the- intentional killing' of an individual , or| 

(b) jany person during the commission of, in 
furtherance of, or while attempting to avoid apprehension, prosecution 

»r”cro£ ; pcisou seutcncc for, a telcny vioUtrou under Irtle 
21 USC who intMtionally kills, or counsels, comnands, induces, 
p';cure;, or cause, the i^entional killing o£ any P.d.ra , state or 
local law entorcement o££icer engaged i^, or on account o£, 
performance of such officer’s official duties. | 

(3) Because of the additioli of the act of homicide to 
I Title 21, this amendment therefore created new jurisdiction for 
FBI and Drug Enforcement Administration (DEA; . 


EFFECTIVE; 08/28/91 
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FBI/DEA Metnorandum of Understanding (MOU) 


"POLICY: 

"1 The FBI and DEA recognize and agree that each agency 
has concurrent'jurisdiction to investigate offenses under Section 7001 
(of the Anti-Drug Abuse Act of 1988). 

"2 The DEA will have investigative responsibility for 
drug-related slayings of nonlaw enforcement officers where DEA is the 
investigative agency in the predicate Ti'tle 21 investigatio . 
joint FBI/DEA investigations in which a nonlaw enforcement o 
killed, lead agency responsibility will be determined y e s 
the individual killed. If the individual killed is an 
or witness, the FBI will have lead investigative responsibility. 

"3 The DEA will have investigative responsibility for 
the drug-related slayings of DEA Special Agents and employees, except 
as noted below. Informants, as well as deputized and nondeputized task 
force officers, are- not considered to be employees for- purposes - of 
this MOU. 

"a. If at any time during the investigation, facts 

or circumstances are developed which /"^^®®*^®/^®\Title) 

having was an 'act of terrorism' as thkt term is defined in (T tie) 

18. U.S. Code. (Subsection) 3077(1), the investigation ®^ 
will proceed as a joint investigation with the FBI being the 

agency. 

’’b. If there are simultaneous multiple slayings in 
the same predicate investigation resulting in the deaths of a DEA 
Special Agent and a deputized or nondeputized task force ®*' 

the deaths of a DEA Special Agent and an FBI Special Agent, t 
investigation will be conducted as a joint investigation with the FBI 

being the lead agency. ' 

"A. The FBI will have investigative responsibility for 
all other drug-related slayings. 

"5. All investigations of this section of the 
Abuse Act of 1988 are to be given top priority by the DEA and the FBI. 
It is aereed that any and all cooperation between the DEA end the FBI 
iul btTo'rdinated at the Special Ageiit in Charse level the level 
designated by the Special Agent in Charge. Each agency wi p 
all tv^labl. support and cooperation U fSuested and necessary to 
tiisHnyestigatiL. Infornation will be eachanged as expeditiously 
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as possible and appropriate resources will be made available in all 
drug-related homicides investigated by the FBI and/or DEA. 

"6. This MOU acknowledges the need to preserve the 
integrity of the DEA's ongoing drug investigations while also 
preserving the traditional investigative j, jurisdiction of the FBI and^ 
also its authority to investigate the felonious killings state and 
local law enforcement officers as provided for by Section 7331 of the 
Anti-Drug Abuse Act of 1988. 

"DISPUTE RESOLUTION 

"In any situation in which this MOU proves to be ambiguous 
as to which agency has investigative responsibility 

slaying, any issues concerning the respective responsibilities of the 
•FBI and the DEA for the conduct of the investigation will be promptly 
resolved between the DEA Assistant Administrator for Operations and 
the Assistant Director of the Criminal Investigative Division of the 

FBI. 

"DEFINITIONS 

"1. 'Lead Agency’: The agency ultimately responsible for 

the management and direction of investigative activity. 

"2. 'Law Enforcement Officer': A public servant 

authorized by law or by a Government agency or Congress conduct or 
engage in the prevention, investigationj. prosecution or adjudicat 
of an offense, and includes those engaged in ^®"®® ’ .P 
parole functions. (See Title 21, U.S. Code, Subsection 848 (e) (2) ) . 


"AMENDMENT 
"This MOU may be amended by 


deletion or modification of 


llixa •'I * . 

any provision contained herein, or by addition of new provisions, 
after written concurrence of the parties. 


EFFECTIVE: 08/28/91 
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267-3 EXCLUSIVE FBI JURISDICTION 

The FBI has investigative jurisdiction in all other DRH 
cases with the exception of DEA-related cases (see Section 267 2 
"Policy") and drug-related slayings of Department of Treasury 
personLl. Pursuant to a 10/2/56 agreement, the. DOT has 
jurisdiction over the assault and killink of its Federal officers. 

this manual • 


EFFECTIVE: 08/28/91 


267-4 INVESTIGATIVE FBI POLICY 

(1) FBIHQ is aware' that-a< large percentage, of homicides, 

statute of the DRH classification is one of the few fede 
rhat orovides the death penalty, cases opened under this 
c^fsslllcltlln should be significant en'pugh to warrant imposition of 

the death penalty. 


( 2 ) 


Criteria to be used in* opening DRH investigations: 


(a) The drug-related '"felonious" killing of a 

federal state, or local law enforcement officer warrants the 
imposition of the death penalty. If the underlying = ^ 

Title 21, Section 848 (e)(1), are satisfied, cases can be ope 

without FBIHQ authority. 

(b) Cases can be opened on murders of FBI, DEA, U.S. 
Customs Internal Revenue Service or other federal agency informants, 

cooperating witnesses grand jury or tjU 

rn^elfig^tto:; t^oSali^onrofTitle 21, USC. Section 848 (e)(1). 
FBIHQ authority is required to open these cases. 1 (See ( ) 

(c) FBIHQ will consiker authorizing investigations 
involving drug-related homicides of no|law enforcement officers or 
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noninformant (s) /witness (es) if the murders are 

maintain, expand, consolidate, and/or defend drug trafficking 
orifprnrises These cases should be limited to persons o . „ 

oreanizations that are conductine a ’’Continuing Criminal Enterprise 
^rd^ftneHn title 21, Section 848 (e) . , FBIHQ authority is required 

to open these cases. 1 (See (5) below.)] | 


(3) In the event the United||states Attorney (USA) is not 
willing to seek prosecution under this statute and the 

Federal law enforcement officer, a "Killing o a e era Title 18 

investigation (see Part I, Section 89, of this manua)und« , 

use. Section 1114, should be promptly ‘",f ^ ? 
state or local police officer, consideration should be given to 
instituting a "Police KUling" investigation (see Part I, 
of this manual) under Title 28, USC, Section 

(A) For information of fiel'd offices, DOJ requires all 
federal orosecutors who intend to seek the death penalty to provide 
the DOJ with the written summary of the [.completed DRH investigation in 
o^dei to Utain- the- personal approval ot| the At torney- General . 
Therefore, a final determination of federal prosecution, with the 
death penalty, will not be known until the investigation is comp 
and the Attorney General's approval is obtained. 

(5) It is not the intentioA of the FBI to interject 
itself into matters which can be or should be investigated, prosecu e 

0 Lrw se resolved by other state ank local law enforcement . 
or otherwise legislation is to assist local and state 

raw^:iro;ceIe:t^in^f united fron^ against drug t-ffickers and d^^^ 
trafficking organizations who commit murder (s) to facilitate thei 
drua Ua^icking activities. Therefore' local homicides «hich are 
drue-related, but do not involve victims who are members of * 

tJafe or iLal law enforcement, or do nkt involve victims specified m 
Sections 267-4(2) (b) and (c) , supra, should not be used as a basis or 
instituting a 267 investigation. j 


EFFECTIVE; 11/25/94 


Sensitive 
PRINTED: 02/18/98 




Il 

Sensitive 


Manual of Investigative Operations and Guidelines 


reporting requirements 


PAGE 267 - 6 


Part I 
267-5 

(1) Within five days of opening a 267A or 267B case, 
field offices will provide thelviolent Crimes/Fugitive Unit , ICrimin 
Investigative Division (CID) , with the following. 

(a) A summary of factsj! surrounding the 

the facts which support the Title 21. USC, Section 8A8 (e)(1) 
violation. | 

(b) The name of the commandins officer of the local 

or state police department mhere the kiilih* occurred and verrf.catron 
d. ^ tmT the investigation. 


of his/her request for the FBI to enter 


(c) The name of the di'strict attorney or state 

(d) The name of the USA who has agreed to prosecute 
thoser individuals- who’ violated'. the-DRH* statutes . 

(2) Prior to opening a 267C case, field 

a teletype to [the Violent Crimes/Fugitive ^ ® 

^ ^ ^ s. • The teletype should contain, 

file, requesting authority. me teletype 


to DRH violation. 


violation. 


(a) Background of murder and circumstances relating 


(b) Facts supporting 


Title 21, Section 848 (e)(1) 


!who has agreed to prosecute DRH 
opinion has been/will be 


(c) Name of USA/AUSA 
violation and a statement that his/her 
confirmed in writing. 

(d) If the victiro(s)!jwas an FBI informant or 
cooperating witness, designate a copy to the Criminal 

IlnformantlUnit, jlntelligencelSection, CID. , 


EFFECTIVE: 11/25/94 
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267-7 CLASSIFICATION 

3— l.lj 3 — 1»2.) 


ANDlSUBCLASSIFICATIONSj (See MAOP, Part II, 


(1) The classification is 267. 

(2) Subclassifications are;' 


(FO) 

(a) 

Officers (S/LO) 

(b) 

(c) 

Enforcement Victims 


- Drug-Related Homicide - State/Local 


(3) iDeleted 


EFFECTIVE; 10/18/95 
267-8 


CASE TITLE 

(1) The case title should 
the IvictimCs 

organization, if known ♦ \ 

(2) Example: 


[include each subject (s) ’ | name. 


[JOHN DOEDRUG TRAFFICKING ORGANIZATION; 


I AM A. GOODFELLOW - 
DRH - S/LO; 

00; LOS ANGELES 
(267B-LA-0001) 


VICTIM; 
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VENUE 
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Generally, venue in DRH matters is governed by Title 18, 
Genera Y* section states that venue lies m 

U.S. Code, Subsectio ^ „as begun, continued or completed, 

any district ?“/" 3 ®erinvo'lvi;g law enforcement 

Logically, in single h district:, where the homicide occurred, 

officers, venue wai lie^in the^Jistr trafficking 

■the district where the 


otricers, vciiij® -- . , • 

In multiple homicide cases, involving 
organization, venue will usually lie m 
organization is headquartered. 


EFFECTIVE: 08/28/91 
267-10 OFFICE OF ORIGIN 

... puce 

organization is headquartered. 
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I SECTION 268. ENGINEERING TECHNICAL MATTERS - FCI 


268-1 ENGINEERING TECHNICAL MATTERS - FCI 

The classification for "Engineering Technical Matters 
FCI" was established for FBIHQ’s use in capturing official 

correspondenc. related to classitied Ittrsees 

Technical Services Divisien (TSD • Engrneerjng Sect.on (ES) 


/related documentat iorie 
i classification for 


these projects and ‘generates most of the^ 

it is strictly an administrative] , . r 

Because it is y classification is not intended for 

recordkeeping purposes, the . 'Ug and will not be found in 

Time Utilization Recordkeeping (TURK) usage ana wiii not 

the FOIMS tables since it is mainly for |FBIHQ s use. i ►y.- 

aa^andafon technical .attars will cantinua to ba racordad w.th.n tha 

appropriate investigative program. | 


EFFECTIVE: 02/20/90 
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I SECTION 269. ENGINEERING TECHNICAL MATTERS - NON-FCI 


ENGINEERING TECHNICAL MATTERS - NON FCI 


269-1 

The classification for "Engineering Technical Matters - 
Non-FCI" was established for FBIHQ's use in capturing 

^rchricafsrrvirel'mJistoraSK'En^ 

Jhesrproiecn and generates most of th| related documentation. 
Becaus^ iJ is strictly for 

C--) u|.|e an. «iU not Pa toon, tn 

:-,roifo‘it:L!i:t\a‘tt:^"ou:o'nj||n“ 

appropriate investigative program. l 


EFFECTIVE: 02/20/90 
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SECTION 270. COOPERATIVE WITNESSES 


270-1 


BACKGROUND 


(1) Historically, the policy and procedures have not been 
established for the use of cooperative witnesses in criminal 
investigations. Interim guidelines on the use of cooperative 
witnesses have been established in this [section until the new Attorney 
General Guidelines on the use of informants and cooperative witnesses 

are published. 

I . . 

(2) The policy and procedures for cooperative witnesses 

have been patterned after the Criminal Informant Presranaa closely as 
possible to help minimize differences in the administration of both 
programs » [ 

(3) - For' details of the- pol icy and- procedures relative- to 
the operation of cooperative witnesses , |!see the Memorandum to all 
Sp^ia! Monts in ChLge. number 8-90 

(CW) Program - Interim Guidelines (IG) , ,j dated 4/10/90. 


EFFECTIVE; 02/12/92 


270-2 


DEFINITION 


A cooperative witness is an individual whose relationship 
with the Government is concealed until |testimony is required at trial 
and who, on a continuing basis and under the direction of an Agent, 
contributes substantial operational assistance to the resolution 
and/or direction of a case through acti[ye participation in the 
investigation. 


EFFECTIVE; 02/12/92 
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SECTION 271. 


ARMS CONTROL TREATY MATTERS 

I 


271-1 ARMS CONTROL TREATY MATTERS j 


Information concerning classification 271, Arms Control 
Treaty Matters, is set forth in a separate FBI manual, thejNATIONAL 
FOREIGN INTELLIGENCE PROGRAM MANUAL (NFIPM) . | 


EFFECTIVE: 02/1A/97 
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(1) The laundering of moneyl' with its wide range of 
criminal applications, plays an integral role in concealing, enhancingVi 
and expanding crime. The money laundering statutes (Title 18, ” 






Code, Sections 1956 and 1957) proscribe virtually any 
transaction which involves the proceeds of a wide range of criminaT.#t;t5fe . 
activity. Consequently, the use of the money laundering statutes^^^^’'^^ 


Should be thoroughly explored in ALL Bureau casese . 





(2) The money laundering statutes should be used in 
conjunction with the Bank Sec recy Act ( BSA) - TiHa H : Tf_ g. 
Sections 


V *j.V 









/^^tle 18, U.S. Code, Section 1956 prohibits virtually 
any dealing with the proceeds of a wide rangecof "specified unlawfull-., 
activities (SUA) when those dealings ^are aimed at furthering or...*^ 
promoting the SUA or at concealing or disguising the nature, locatibh?^% . 

control of the proceeds. (See Subsection : 

272-4(10) for a list of these SUAs.) Title 18, U.S. Code, Section' 


•;V' 




1956 also criminalizes money laundering 
undercover law enforcement officers.. 


W 


ji transactions made with 












(4) Title 18, U.S. Code, :;Sect ion 1957 effectively ' 
criminalizes any knowing monetary transaction or attempted monetarV^ 
transaction in criminally derived property when three factors exist; 

(1) over $10,000 is involved, (2) a financial^v institution is utilizedi’A 
as defined in Title 31, U.S. Code, Section 5312, and (3) the property 
is derived from an SUA. The statute does not require that the 


M'0- 












property be used for any additional criminal purpose. ' ' ' . 

' ' . ■" •- l! . . 

tu ^ ,.-u The major impact of the money laundering statutes is 

that although the Governm^t must prove J.that :the prbceddsX^re%IN^1^^ 

derived from a "specified unlawful activitv:"'V:'ff 


'^r'i ' 
. J’.i - 


%: 
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EFFECTIVE; 10/26/93 


272-2 MONEY LAUNDERING STATUTES i 

I 

(1) Included in the Anti-Drug Abuse Act of 1986 and its 
amendments of 1988 are money laundering statutes that have a wide 
range of applications for many FBI cas^s. Violations of the money 
aundering laws are usually tied to other criminal activities, which 
range from the various RICO predicates ;and drugs, to bank fraud 
espionage, etc. ’ 

^2) These money laundering laws are contained in Title 
18, U.S. Code, Sections 1956 and 1957, [|with companion forfeiture 
provisions in Sections 981 (Civil) and i.982 (Criminal). 

(3) The following citations.'i 272-2.1 through 272-2.4 will 
assist the Agent in identifying these Aatutory areas. 


EFFECTIVE: 10/26/93 


272-2.1 Title 18, U.S. Code, -Section |l956 (a)(1) - (Domestic 

Financial Transactions) (See MIOG, Part I, 272-2.) 

1 '' 

(A) (i) is directed toward situations where the financial 

transaction involves illegal proceeds which are used to promote 
criminal activity (e.g., illegal proceejis are used to purchase drugs, 
storage facilities, vehicles, etc., in order to continue drue 
trafficking activity.) |1 

i 

^ (A)(ii) is directed toward situations where the financial 
transaction involves an intent to commit; tax fraud or evasion. 

|i 

(B) (i) is directed towards situations where the financial 
transaction involves illegal proceeds wliich are used to conceal the 
nature, location, source, ownership or control of the proceeds (e.e. 
the subject places the illegal proceeds Ijinto a "legitimate" business’ 
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4 

in order to make the subject’s wealth Lppear legitimate). 

(B)(ii) is directed towards situations where the financial 
transaction is designed to avoid or atjtempt to avoid State or Federal 
reporting requirements (e.g., subject directs others (smurfs) to buy 
cashiers checks with illegal proceeds in amounts less than $10,000 to 
avoid Currency Transaction Reporting requirements). 


EFFECTIVE: 10/26/93 


272-2.2 Title 18, U.S. Code, Section jl956(a) (2) - 

International Financial Transactions (Transport, 

Transmit or Transfer Funds) pee MIOG, Part I, 272-2.) 

(^) is directed toward situations where funds or monetary 
instruments' are being- moved into- or out^. of the U.S. with the intent, to- 
promote an illegal activity (e.g., the 'proceeds are moved out of the 
United Stat.es to buy drugs) . 

f i 

■ (B) (i) is directed toward situations where illegal funds 
or monetary instruments are moved into [or out of the U.S. in order to 
conceal the nature, source, etc., of the illegal proceeds (e.g., the 
subject moves or transmits an "illegal'j, monetary instrument to an 
offshore account or business in order tb conceal or legitimatize the 
money) . j: 

[ 

(B) (ii) is directed toward situations where illegal funds 
are moved into or out of the U.S. in order to avoid a State or Federal 
transaction reporting requirement (e.g., subject moves the "illegal" 
funds out of the U.S. in amounts greater than $10,000 and does not 
file the appropriate Currency and Monetary Instrument Report). 


EFFECTIVE: 10/26/93 


Sensitive 
PRINTED: 02/18/98 


II 


Sensitive 

. h 

f 

Manual of Investigative Operations and Guidelines 

^ I PAGE 272 

I 

272-2.3 Title 18, U.S. Code, Section' 1956 (a) (3) - 

Undercover Money Laundering Transactions (See MIOG, Part 
If 272““2*) y 

(a) is directed toward situations where a financial 
transaction involving government undercover (UC) funds or property is 
used to promote an illegal activity (ej!g., a subject uses money 
provided by a UCA to purchase a stash house). 

(B) is directed toward situations where a financial 
transaction involving UC funds is usedko conceal the fact that the 
funds are (believed to be) illegal (e.g., a subject uses property 
provided by a UCA to conceal the nature or control of the so-called 
illegal proceeds by purchasing a vehicle with hidden compartments for 
arugs or drug proceeds) • 

directed toward situations where a State or Federal 
financial transaction involving UC funds is used to avoid a 
transaction- reporting requirement (e.gi', a subject’ using property- 
$lo'^OOof ^ several cashiersj checks in amounts less than 


EFFECTIVE: 10/26/93 


I ■ 

272-2.4 Title 18, U.S^ Code, Section 11957 - 

Monetary Transactions in Criminally Derived 
Property Over $10,000 (See MIOG, Part I, 272-2.) 

i 

This section is generally designed to address a subject 
who knowingly" engages in a monetary transaction involving criminally 
derived proceeds greater than $10,000 (e.g., an automobile dealer 
sells a $20,000 car to a drug dealer for cash, and then deposits those 
funds to his/her bank account, "knowing!’ that these funds were derived 
from illegal drug sales). 


EFFECTIVE: 10/26/93 
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EFFECTIVE: 10/26193 


272 3.1 Title 18, ,U.S. Code, Section 


ines 


PAGE 272 


|ll956 (a) (1) and (2) 


c K criminal penalty for a violation of either 

20 ^ or (a) (2) of Section [l956 is a maximum sentence of 

S^on^n for each offenJe and/or a maximum fine of 

I -i’ value of the monetary instruments or funds 

involved, whichever is greater. * 


; 1956(a)(1) and (a)(2) are 


ai'crt 1 • Ki Subsections: vx/ ana la^ are 

so liable to the United States for a civil penalty of not more than 
e greater of the value of the property, funds or monetary 
instruments involved in the transaction]; or $10,000. Such civil 

thr!rL.‘Lron'„1e!° ‘"O-- 

li 

(3) It should also be noted that the forfeiture 
provisions of this act (See Title 18, ufs. Code, Sections 981 and 982) 
applied in addition to civil and criminal penalties. (See 
FORFEITURE AND ABANDONED PROPERTY MANUaI for additional information 

cnminal forfeiture D Thus, a person who violates 
Section 1956 by laundering $250,000 migl^t have the funds civilly 
forfeited, be subject to a fine of up to $500,000 if convicted of the 
criminal offense, and pay a civil penalty of another $250,000. For 
criminal fine and civil ijenalty, the Government may 
look to other assets of the defendant not involved in the offense. 


EFFECTIVE: 10/26/93 
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I 

I 272-3.2 Title 18, U.S. Code, Section; 1956 (a) (3) 

i«. u 20 years' imprisonment; or a fine under Title 

io, or both. 


EFFECTIVE: 10/26/93 


272-3.3 Title 18,' U.S. Code, Sectionji 1957 

1 C K • years' imprisonment; or a fine under Title 

18 or twice the amount of the criminally derived property involved in 
the transaction; or both. ' 


EFFECTIVE: 10/26/93 


272-4 


DEFINITIONS 


(1) 'Knowing that the property involved in a financial 
transaction represents the proceeds of |some form of unlawful activity" 
(as in Title 18, U.S. Code, Section 1956 (c) (1)) means that the 
person knew the property involved in tlie transaction represented 
proceeds from some form, though not necessarily which form, of 
activity that constitutes a felony under State or Federal law 
regardless of whether or not such activity is specifically deHned as 

O UA. a l| 


c. h- "conducts" (as in Title 18, U.S. Code, 

Section 1956 (c) (2)) includes initiating, concluding, or 
participating in initiating, or concluding a transaction; 

(3) The term ’’transaction" f (as in Title 18 US 
section 1956 (c) (3» includes , puccheL. sale, loani 
transfer, delivery, or other disposition, and with respect to a 
financial institution includes a deposit, withdrawal, transfer between 
accounts, exchange of currency, loan, extension of credit, purchase or 
sale of any stock, bond, certificate of [deposit, or other monetary 
instrument, or any other payment, transfer, or delivery by, throueh 
or to a financial institution, by whatever means effected; 
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o "Financial transaction" (as in Title 18, U.S. Code, 

Section 1956 (cj (^)) means a transaction involving the movement of 
funds by wire or other means or involving one or more monetary 
instruments, which in any way or degree affects interstate or foreign 
commerce, or a transaction involving t hie use of a financial 
institution which is engaged in, or the| activities of which affect, 
interstate or foreign commerce in any way or degreej 

(5) "Monetary instruments".} (as in Title 18, U.S. Code, 
Section 1956 (c) (5)) means coin or currency of the United States or 
of any other country, travelers* checks|- personal checks, bank checks, 
money orders, investment securities in bearer form or otherwise 
negotiable instruments in bearer form or otherwise in such form that 
title thereto passes upon delivery; |I 

j| 

(6) The term "financial institution" (as in Title 18, 

U.S. Code, Section 1956 (c) (6)) includes the following: 


Act; 

United States; 
Act; 


•(A) an insured bank of 


} the Federal Depos i t Insurance 

I 

jor trust company; 


(B) a commercial bank 
(0 a private banker; 

(D) an agency or branch of a foreign bank in the 

(E) an insured institution of the National Housing 


(F) 

(G) 


It 

a thrift institution; 


a broker or dealer registered with the 
Securities and Exchange Commission; j: 

(H) a broker or dealer in securities or commodities; 
(l) an investment banker or investment company; 

(j) a currency exchange; 

(K) an issuer, redeemer, or cashier of travelers' 
checks, checks, money orders, or similarr instruments* 


(L) 

(M) 

(N) 

( O ) 

(P) 

(Q) 

(R) 

(S) 

(T) 

automobile, airplane, 

(U) 


an operator of a credit card system; 
an insurance company; 

a dealer in precious metals, stones or jewels; 
a pawnbroker; 

a loan or finance company; 
a travel agency; | 
a licensed sender of money; 
a telegraph company; 

a business engagedji in vehicle sales, including 
and boat sales; ! 

persons involved in real estate closings and 

1 

I 

I 
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settlements; 

(V) the United States Postal Service; 

a star. n. 1 , the|i United States Government or of 

f. . ocal government carrying out a duty or power of a business 
(described in this paragraph); ■ |. ■>' *' a ousiness 

. . business or agency which engages in anv 

activity which the Secretary of the Treasury determines! by ^ 

activity which isfsimilar to, related to, or a 
substitute for any activity in which ally business (described in this 
paragraph) is authorized to engage; or|; 

s ^ business (designated by the Secretary 

if ffiminlf ^ transactions have a high degree of usefulness 

in criminal, tax, or regulatory matters.” 

"Represented" (as in Title 18, U,S. Code, Section 
1956(a)(3)) means any representation ma'de by a law enforcement officer 
by another person at the direction of, or with the approval of, a 

nffr « authorized to investigate or prosecute violation^ of 

Title 18, U.S. Code, Section 1956 (a) (3). 

I! 

"Monetary transaction",; (as in Title 18, U.S. Code, 
ection 1957 (f) (1)) means the deposit, withdrawal, transfer, or 
exchange, in or affecting interstate or.l foreign commerce, of funds or 
a monetary instrument by, through, or t|p a financial institution, but 
such term does not include any transaction necessary to preserve a 

t^thP r representation as guaranteed by the sixth amendment 

CO Che Constitution; i 


(9) ^Criminally derived property” (as in Title 18 US 
Code, Section 1957 (f) (2)) means any^Joperty constituUn^ - 
derived from, proceeds obtained from a criminal offense; 

II c: r w Unlawful Activity" (SUA) (as in Title 18. 

u.b. Code, Section 1956) means: (See MIOG, Part I ,• 272-1 (3) . ) 


financial transaction 


(a) with respect to a 

♦ , o I .,.-.-***** w * i-j. ion 

occurring in whole or in part in the United States, an offense against 
a foreign nation involving the manufacture, importation, sale or 
distribution of a controlled substance Us in Title 21, U S Code 
drug-type offenses; I; ’ 

. . , ^ (b) any act or acts constituting a continuing 

criminal enterprise (21, USC, 848); '' 


272-13.) I 


(c) an offense under the 


following; [(See 272-9, 


Sensitive 
PRINTED; 02)fl8/98 


Il 


Sens! 


Manual of Investigative Operations and 
Part I 


xive 


Guidelines 


PAGE 272 


18 use 152 (relating to concealment of assets; false 
oaths and claims; bribery), ; 

~ 18 use 215 (relating to commissions or gifts for 

procuring loans) , |j 

18 use 500 through 503 (relating to certain 
counterfeiting offenses), [i 

18 use 513 (relating to securities of States and 
private entities) , j: 

18 use 542 (relating to entry of goods by means of 
false statements), ' 


United States), 
eustody) , 
records) , 


18 use 545 (relating to smuggling goods into the 
18 use 549 (relating to removing goods from eustoms 
18 use 641 (relating to public money, property, or 


jto fraudulent credit 


use 656 (relating to theft, embezzlement, or 
misapplication by bank officer or employee) , 

“ 18^ use 657 (relating t'o lending, credit and insurance* 

institutions) , || 

18 use 658 (relating to property mortgaged or pledged 
to farm credit agencies), I; 

18 use 666 (relating to theft or bribery concerning 
programs receiving Federal funds), jj 

18 use 793, 794 or 798j (relating to espionage), 

18 use 875 (relating to interstate communications), 

, ” 18 use 1005 (relating jto bank fraud and 

embezzlement), 

“ 18 use 1006 (relating 

institution entries), 

" 18 use 1007 (relating to bank fraud and 

embezzlement), j 

“ 18 use 1014 (relating to fraudulent loan or credit 

applications), | 

18 use 1032 (relating to concealment of assets from a 
financial institution), | 

“ 18 use 1201 (relating to [kidnapping) , | 

18 use 1203 (relating to hostage taking) , 

18 use 1341 (relating to frauds and swindles against 
financial institutions involving mail) , j* 

18 use 1343 (relating to wire fraud affecting a 
financial inst i tution) , || 

18 use .1344 (relating to bank fraud), 

18 use 2113 or 2114 (relating to bank and postal 
robbery and theft) , ' 


Sens i tiye 
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I- 18 use 2251. 2251 a, 22^, and 2258 (relating to 

ncr^^ children) (FBI) (USCS) (The jurisdiction of 

SCS under this SUA involves the importation or exportation of 
material involving the sexual exploitation of children.)! 

- 18 use 2319 (relating'; to copyright infringement), 

I 18 use 2320 (relating!! to trafficking in counterfeit 
goods or services) (FBI) , | • 

19 use 1590 (relatingii to aviation smuggling), 

21 use 830 (relating to precursor and essential 


chemicals) , 
paraphernalia) , 


21 use 857 (relating to transportation of drug 


I Section 15 of the Food Stamp Act of 1977 (relating to 


1 ' o 

,of coupons having a value of 


Food Stamp Fraud) involving a Quantity] 
not less than $5,000 (FBI) , | 

38(e) (relating to criminal violations), of 
the Arms Export Eontrol Act (22 USe 2778), 

, Section 11 (relating to violations) of the Export 

Administration Act of 1979 (50 USC Appj] 2410), 

Section 206 (relat ing j'to penalties) of the 
International Emergency Economic Powers Act (50 USe 1702), or 

~ Section 16 (relating t*o offenses and punishment) of 
the Trading with the Enemy Act (50 USC jlApp. 3); 

“ 33 USC 1251 et seq. (felony offenses relating to the 

discharge of pollutants into the Nation''s waters), 

33 use 1401 et seq. (felony offenses relating to the 
dumping of materials into ocean waters)|', 

33 USC 1901 et seq. (felony offenses relating to the 
discharge of pollutants from ships), " 

“ 42 USC 300f et seq. 

safety of public water systems), 

42 use 6901 et seq. 


(felony offenses related to the 


-- --I- (felony offenses relating to 
resource conservation and recovery); or] 

.. . -^y or activity constituting one of the 

predicate offenses to the Racketeer Influenced and Corrupt 


Organizations (RICO) Statute (Title 18, 
except an act which is indictable under 
Transactions Reporting Act. | (See MIOG, 
offenses are as follows: 


U.S. Code, Section 1961(1)) 
the Currency and Foreign 
[Part I, 183-1,2.) I These 


1. Any act or threat involving: 


Murder 
I Kidnapping I 
Gambling 
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Arson 
Robbery 
Bribery 
Extortion 

Dealing in obscene matter, or 

1 j Dealing m|a controlled substance or listed 

"" Section 102 of fthe Controlled Substances Act) | 
which IS chargeable as a state felony;' ' 


PAGE 272 - 11 


following: 


2 . 


Any act which is indictable under any of the 


18 use 201 ' (relating to bribery), 

18 use 224 (relating do sports bribery), 

18 use 471-473 (relating to counterfeiting), 

eh- (relating to theft from interstate 

shipment) if^the act indictable under section 659 is felonious, 

welfare funds), (relating to embezzlement from pension and 

■ (relati^:. to- extortionate credi-tv 

transactions), 

17 ..^? 1<^28 (related to fraud and related activity in 

connection with identification documents) if the act indictable under 
Section 1028 was committed for the purpose of financial gain, I 

18 use 1029 (relating to fraud and related activity 
in connection with access devices), t 

int«n.ation)y f»nst.i„ion ot gaabling 

18 use 1341 (relating to mail fraud), 

- 18 use 1343 (relating bo wire fraud), 

18 use 1344 (relating to bank fraud) , 

- 18 use 1461-1465 (relating to obscene matter), 

18 use 1503 (relating t'o obstruction of justice). 

, (relating t!'o obstruction of criminal 

investigations), |: 

, , , 7 (relating to the obstruction of state or 

local law enforcement), ! i-c wr 

" . use 1512 (relating to tampering with a witness. 
Victim, or an informant) , I 

. (relating to retaliating against a 

Witness, Victim, or an informant), j 

I" 18 use 1542 (relating to false statement in 
application and use of passport) if the act indictable under Section 
1542 was committed for the purpose of financial gain, 

(relating to forgery or false use of 
passport) if the act indictable under Section 1543 was committed for 
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the purpose of financial gain, 

• A- i- ui use 1544 (relating to misuse of passport) if the 
act indictable under Section 1544 was committed for the purpose of 
financial gain, t- oc 

" use 1546 (relating to fraud and misuse of visas, 
permits, and other documents) if the act indictable under Section 
1545 was committed for the purpose of financial gain, 

18 use 1581-1588 (relating to peonage and slavery),! 


18 use 1951 (relating 


to interference with commerce, 


to racketeering), 

|to interstate transportation of 

;to unlawful welfare fund 

'to the prohibition of illegal 

to the laundering of monetary 

to engaging” in monetary 


robbery, or extortion), 

18 use 1952 (relating 
18 use 1953 (relating 
wagering paraphernalia), 

18 use 1954 (relating 

payments) , 

- 18 use 1955 (relating 
gambling business), 

18 use 1956 (relating 

instruments) , 

18 use 1957’' (rerafih'g . 
transactions in property derived from SUA) , 

, -I*!.- •' 1958 (relating |to use of interstate commerce 

racilities in the commission of murder-for-hire) , 

- 18 USe|2251, 2251a, 2252- and 2258 (relating to sexual 

exploitation of children), [ 

1® use 2312 and 2313 (relating to interstate 
transportation of stolen motor vehicles), 

- 18 use 2314 and 2315 (relating to interstate 
t ranspor tat X on' of stolen property), 

. . , ~ use 2321 (relating to trafficking in certain motor 

vehicles or vehicle parts), 1 

18 use 2341-2346 (relating to trafficking in 
contraband cigarettes), 

18 use 2421-2424 (relating to white slave traffic); 


3. Any act which 


is indictable under: 


, . , , (dealing with restrictions on payments and 

loans to labor organizations) or, j 

funds)’ 501(c) (relating to embezzlement from union 


A. Any offense involving: 


fraud connected with a case under Title 


11 1 (except a case under 


^ this title) , I fraud in the sale of securities, or the 
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felonious manufacture^ inpoVtationf buyi^K'V- 

i 1 f or 0 therwi se deal i nor I n*l o ii l._e-i. « ^ 


. ' / > 0 -?^ ,'H r j; -^y is indictable under the - ._ -^ ' 

Immigration and Wuralization' Actr,S«]dt’^^^ 2jAr(Mlating to bringing ' ' ' 
in or^harboring certain aliens) / Section ’^277 -(S^l^ltting* to aiding or 
assisting certain aliens to enter the United States) , or Section 278 
(.relating to importation of alien for immoral purpose) if the act 
indictable under such section of such Act was committed for the 
purpose of financial gain. | ^i r.j 'vv )l 1 

note: -Th. violations * 


•jVi‘ 


T 970 19 \ i- It V ‘ M ^ vpee niuu, rare 

I, 2^-13.) Generally, this jurisdiction is determined by the 

particular SUA(.) ^ involved. , /dHfdrtKS'ftihfo^aU regarding «oner. . ,i, 

laundering-junsdiction,. see^MIOG,;Par.tl Iv-272-9iP'* ‘ ’ ' . » *- 
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(USSS), Bureau of Alcohol, Tobacco and | Firearms (ATF) , and the Postal 
Inspection Service (USPS) . The FBI has investigatory jurisdiction in 
whUe- -1-ting, to its existing jurisdictiin. i.e., dr^g" 

lar crime, violent crimes, foreign counterintelligence, etc. 

|{ 

IIS<?c: ATP jurisdiction of the FBI, DEA, USCS, 

A 1-Ih determined by the specific SUAs involved, 

na —t of these SUAs is set forth below followed by the abbreviated 

forthft SUA:®^"*"^ laundering jurisdiction 

(a) ”lth respect to aj financial transaction 
occurring in whole or in part in the Uijited States, an offense against 
a foreign nation involving the manufacture, importation, sale, or 
distribution of a controlled substance ' 


I(FBI, DEA); 


. . -‘^1- acts constituting a continuing 

criminal enterprise (21, USC, 848) (FBI*!, DEA, USPS); ' 


(c). an of fense. under. 


ithe following: 


[ 

^ . 7 . (relating to concealment of assets; 

raise oaths and claims; bribery) (FBI),] 

. 7 X ^1^ (relating to commissions or gifts for 
procuring loans) (FBI), I 6 lor 

, , ■ 18 use 500 througji 503 (relating to certain 

offenses) (USSS, USPS) (The jurisdiction of USPS under 
this SUA involves counterfeiting of money orders, postcards, indicia 
or postage and postmarking stamps.) |, 

. 18 use 513 (relating to securities of states and 

private entities) (FBI), | 

of fau, statemanU) (vlcsf. S"»0» OS’ 

United State.) (USCS),'* (--.latins to anussling goed. into the 

Cu.ton. Custody) (uses)! t» renoving good. tree. 

or record.) (FBI.'uSPS)! ““ P”P"ty. 

1 - V- u \ (relating to theft, embezzlement, or 

misapplication by bank officer or employee) (FBI), 

... . . 18 use 657 (relating to lending, credit and 

insurance institutions) (FBI, USSS) (The jurisdiction of USSS under 

t embezzlement or|;misapplication by employees 

of the Federal Deposit Insurance Corporation.) 

- 18 use 658 (relating to property mortgaged or 
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pledged to farm credit agencies) (FBI); 

_ 18 use 666 (relating to theft or bribery 

concerning programs receiving federal funds) (FBI) , 

1“^ 798 (relating to espionage) 

18 use 875 (relating to interstate 
communications) (FBI) , |; 

■ 18 use 1005 (relating to bank fraud and 

embezzlement) (FBI) , , 

. ~ ^ (relating to fraudulent credit 

institution entries) (FBI), h 

18 use 1007 (relating to bank fraud and 
embezzlement) (FBI), ! 

... ,. . ~ 1014 (relating to fraudulent loan or 

credit applications) (FBI), [J 

,. “18 use 1032 (relating to concealment of assets 

from a financial institution) (FBI), i 

18 use 1201 (relating to kidnapping) (FBI), 

18 use 1203, (relating to hostage taking) (FBI), 

. use 1341 (relating to frauds and swindles^ 

against financial institutions involving mail) (FBI), 

. . . \ 1343 (relating to wire fraud affecting a 

financial institution) (FBI), , 

18 use 1344 (relating to bank fraud) (FBI), 

use 2113 or 2114 (relating to bank and postal 
robbery and theft) (FBI, USPS) (FBI and|, USPS share money laundering 
jurisdiction regarding the Section 2114IISUA,), 

18 use 2251, 2251A, 2252, and 2258 (relating to 
exploitation of children) (FBI) (USeS) (The jurisdiction of 
uses under this SUA involves the importation or exportation of 
material involving the sexual exploitation of children.) 

(pgj) ■ 1® use 2319 (relating to copyright infringement) 

18 use 2320 (relating to trafficking in 
counterfeit goods or services) (FBI), |1 


(uses) , 

chemicals) (FBI, DEA) , 


19 use 1590 (relatjing to aviation smuggling) 

21 use 830 (relating to precursor and essential 


... use 857 (relating to transportation of drug 

paraphernalia) (FBI, DEA, USeS, USPS) (The jurisdiction of USeS under 
this SUA involves the illegal importation or exportation of drug 
paraphernalia.), I 

Section 15 of the Food Stamp Act of 1977 
(relating to Food Stamp Fraud) involving, a quantity of coupons having 
a value of not less than $5,000 (FBI), ' * 


I 
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. Section 38(c) (relating to criminal violations), 

of the Arms Export Control Act (22 USCi 2778) (USCS, ATF) (The 
jurisdiction of USCS under this SUA involves exportation, intrahsit. 

’ ex'; export transactions. The Jurisdiction 

ATF under this SUA involves the importation of items on the U.S. 
Munitions Import List, except those relating to exportation, 
intransit, temporary import, or temporary export transactions.) 

“ Section 11 (relating to violations) of the 
Export Administration Act of 1979 (50 USC App. 2410) (USCS) 

Section 206 (relating to penalties) of the 
International Emergency Economic Powers Act (50 USC 1702) (USCS) or 

■ Section 16 (relating to offenses and punishment) 
of the Trading with the Enemy Act (50 USC App. 3) (USCS), 

“ use 1251 et s^. (felony offenses relating to 

the discharge of pollutants into the Nation's waters) (FBI, EPA) , 

.... . . 1401 et seq. (felony offenses relating to 

the dumping of materials into ocean waters) (FBI, EPA), 

1901 et seq. (felony offenses relating to 
the discharge of pollutants from ships)j (FBI, EPA), 

^ USC 300f- et seq. (felony offenses relating* to 

the safety of public water systems) (FBI, EPA), 

42 USC 6901 (felony offenses relating to 
resource conservation and recovery) (FBI, EPA); 


(d) Any act or activity constituting one of the 
predicate offenses to the Racketeer Influenced and Corrupt 
Organizations (RICO) Statute (Title 18,|i U.S. Code, Section 1961(1)) 
except an act which is indictable under; the Currency and Foreign 
Transactions Reporting Act. These offenses are as follows: 

1. Any act or threat involving: 

i 

Murder (FBI) |j 
Kidnapping (FBI) 

Gambling (FBI) 

Arson (FBI, ATF) 

Robbery (FBl)ll 
Bribery (FBI) j 
Extortion (FBI) 

Dealing in ob^ene matter (FBI), or 
Dealing in narcotic or other dangerous drugs 

which is chargeable as a state felony; 


(FBI, DEA, USPS) , 


following: 


2. Any act which 


iis indictable under any of the 
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USPS) , 

(FBI) , 

counterfeiting) (USSS) , 


li 

18 use 201 (relating to bribery) (FBI, 
18 use 224 (relating to sports bribery) 
18 use 471, 472, and 473 (relating to 


. . . . . 18 use 659 (relating to theft from 

interstate shipment) if the act indictable under section 659 is 
felonious (FBI, USeS) (The jurisdiction of USeS under this SUA 
involves theft from foreign shipment.)!' 

. j 1 1 - .. X (relating to embezzlement from 

pension and welfare funds) (FBI), |' 

*- I-- USel891-894j;(relating to extortionate 

credit transactions) (FBI), |j 

. . . , .1 1028 (relating to fraud and related 

activity in connection with identif icat:ion documents) if the act 
indictable under Section 1028 was commiltted for the purpose of 
financial gain (FBI, USSS) , | jl 

. 18>USG 1029.. (relating to? fraud, andi related?. 

activity in connection with access devijices) (FBI, USSS, USPS), 

oamKi * ‘ f 4 . • ^ 1084 (relating to the transmission of 

gambling information) (FBI), j! 

" 18 use 1341 (relating to mail fraud) (FBI, 

USPS) fThP ri«iPC K (relating to wire fraud) (FBI, 

with th wire-fraud money laundering jurisdiction 

with the FBI when the primary focus of the offense is mail fraud.), 

18 use 1344 (relating to bank fraud) (FBI) 

^ , "18 use 1461-1465 (relating to obscene 

matter) (FBI, USeS, USPS) (The jurisdiction of USeS under this SUA 
involves Sections 1461-63 and 1465 relating to illegal importation or 
exportation of obscene matter. The jurisdiction of USPS under this 
SUA involves Sections 1461 and 1463 regarding mailing of obscene 
matter.; , |i 

. V / X ~ (relating to obstruction of 

justice) (FBI, USPS), I 

, . . . ^8 use 1510 (relating to obstruction of 

criminal investigations) (FBI, USPS), 

efare rtf 1 11 USG 1511 (relating to the obstruction of 

state or local law enforcement) (FBI, USPS), 

.. • 1512 (relating to tampering with a 

witness. Victim, or an informant) (FBI, USPS), 

, - 18 use 1513 (isolating to retaliating against 

a witness, victim, or an informant) (FBI, USPS), 

|- 18 use 1542 (relating to false statement in 
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application and use of passport) if thb act indictable under Section 
was committed for the purpose of financial gain (FBI), 

18 use 1543 (relating to forgery or false 
use of passport) if the act indictableljunder Section 1543 was 
committed for the purpose of financial gain (FBI), 

* ^ , 1® use 1544 (relating to misuse of passport) 

If the act indictable under Section 1544 was committed for the purpose 
of financial gain (FBI), 

- 18 use 1546 (relating to fraud and misuse of 

visas, permits, and other documents) if the act indictable under 
Section 1545 was committed for the purpose of financial gain (FBI) 

slavery) (FBI),] ' 1581-1588 (relating to. peonage, and ’ 

18 use 1951 (relating to interference with 
commerce, robbery, or extortion) (FBI) ,•> 

A-rr-'i • • . . ~ to racketeering) (FBI, 

ATF; (The jurisdiction of ATF under thi^s SUA involves traveling in 
interstate commerce with respect to arson and to liquor on which 
ederal excise tax has not been paid. |The jurisdiction of USPS under 
this SUA involves' mailing in aid of racketeerings enterprises'.) , 

“18 use 1953 (relating to interstate 
transportation of wagering paraphernalia) (FBI), 

- . \ \ ~ 1954 (relating to unlawful welfare 

fund payments) (FBI) , ; 

. , 1® use 1955 (relating to the prohibition of 

Illegal gambling business) (FBI), 

- 18 use 1956 (relating to laundering of 

monetary instruments) (FBI), ' 

- 18 use 1957 (relating to engaging in 

monetary transactions in property derived from SUA) (FBI) , ’ 

... . “ 1® use 1958 (relating to use of interstate 

commerce facilities in the commission of murder— for-*hi re) (FBI), 

„ , ■ 1® use 2251, 2251A, 2252, and 2258 (relating 

exploitation of children) (FBI, USes) (The jurisdiction of 
uses under this SUA involves the importation or exportation of 
material involving the sexual exploitation of children.), 

- 18 use 2312 and 2313 (relating to interstate 
transportation of stolen motor vehicles)’ (FBI) , 

. 2314 and 2315 (relating to interstate 

stolen property) (FBI,*; USeS) (The jurisdiction of 
uses under this SUA involves foreign transportation of stolen 
property.), jj 

1® use 2321 (relating to trafficking in 
vehicles or vehicle parts)! (FBI, USeS) (The jurisdiction 
of uses under this SUA involves importation or exportation of certain 
motor vehicles or vehicle parts.), ' 
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18 use 2341-2346 (relating to trafficking in 
contraband cigarettes) (ATF) , j. 

traffic) (FBI)- ~ 2421-2424 (relating to white slave 

r 

( 

3* Any act which is indictable under 

29 use 186 (dealing with restrictions on 
payments and loans to labor organizations) or (FBI), 


union funds) (FBI) ; 


29 use 501 (cl (relating to embezzlement from 


4. Any offense involving fraud connected with a 
case under Title 11, fraud in the sale of securities, or the felonious 
manufacture, importation, receiving, concealment, buying, selling, or 
otherwise dealing in|a controlled substance or listed chemical (as 
defined in Section 102 of the Controlled Substances Act) [ (FBI) , 
punishable under any law of the Uni ted t'states . 

I 

|5. Any., act which ijs» indictablei under, the. 

Immigration and Naturalization Act, Section 274 (relating to bringing 
in or harboring certain aliens). Section 277 (relating to aiding or 
assisting certain aliens to enter the United States), or Section 278 
(relating to importation of alien for immoral purpose) if the act 
indictable under such section of such Act was committed for the 
purpose of financial gain. | 


EFFECTIVE: 10/02/96 


272-10 INTERRELATED STATUTES 


EFFECTIVE; 10/26/93 
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272 10.1 Interstate Transportation In I Aid of Racketeering (ITAR) 
Statute ; 

IOC/; laundering violations (Title 18, USC, Sections 

1956 and 1957) and Title 31 violations dealing with reporting of 
currency transactions (acts indictable [under subchapter II of Chapter 
United States Code) have been added as predicate 

offenses ( unlawful activities") for the ITAR Statute (Title 18 USC 
Section 1952). I' '.utie lo, uoc, 


EFFECTIVE: 10/26/93 


! 

272-10.2 Racketeer Influenced and Corrupt Organizations (RICO) 
Statute 1i 


loc^ . laundering violations (Title 18, USC, Sections 

1956 and 1957) have been added as predicate offenses ("racketeering 
activities ) for the RICO Statute (Title 18, USC, Section 1961) 


EFFECTIVE: 10/26/93 


272 10.3 Interception of Wire, Oral, or Electronic 
Communications !♦ 

f 

Title 18 of the USC, also referred to as 
Title III, includes the money laundering violations (Title 18 USC 
Sections 1956 and 1957) within the enumerated offenses which authorize 
the interception of communications. ' 


EFFECTIVE: 10/26/93 
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In ALL CASES, including druglj matters , money laundering 
leads to be conducted in foreign countries will be covered by the 
appropriate FBI Legal Attache. " 


EFFECTIVE: 10/26/93 


272-12 THE BANK SECRECY ACT (See MIOG, Part I, 272-5.1(1).) 

(1) On October 26, 1970, tho President signed the "Bank 
Records and Foreign Transaction Act" into law. Titles I and II of 
this Act constitute what is commonly known as the Bank Secrecy Act 
(BSA) . The BSA is codified under Title 31, U.S. Code, 

Sections*- 531*1 - 5322 and* should- not** be»ljconfused with’ the "Money* 
Laundering Statutes." The intent behind the BSA is to enhance law 
enforcement investigations of criminal [enterprises dealing in large 
sums of currency, whether the underlying criminal activity involves 
drugs, organized crime or white col lar |crime. The primary purpose of 
the reporting requirements of the BSA is to identify the sources and 
movements of United States currency being transported into or out of 
the country or being deposited into financial institutions. 


i understood since its 
jized that the currency 


(2) The BSA has not been wel^i 

passage. However, it is now being real^i 

reporting statutes can be used to attack criminal enterprises by 
focusing on the profits they reap. The'! BSA is specifically designed 
to aid in this attack by creating a "paper trail" to trace those 
proceeds back to their illegal source< 


EFFECTIVE: 10/26/93 


t 

i 
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272 12,1 BSA Reporting Requirements aiid IRS Form 8300 

O) Under the BSA requirements, individuals, banks, and 
financial institutions must report cash transactions which involve the 
payment, receipt, or transfer of cash of $10,000 or more. The report 
IS made on Internal Revenue Service (IRS) Form 4789, Currency 
Transaction Report (CTR) . ' 


, report cash transactions of 


cm non Casinos are required to 

510,000 or more. Casinos file a Currency Transaction Report by Casino 
(CTRC), which is IRS Form 8362. " 


reports. 


(3) 


The BSA requires two types of foreign financial 


f \ ■ r 

w) Individuals who transport "monetary instruments" 
into or out of the United States or receive such instruments in the 
United States from abroad must report the transaction. This report is 
made’ on United States' Customs Service (USCS) Form- 4790, International- 


Transportation of Currency or Monetary 


Instrument Report (CMIR) . 


(b) 


Any person of the United States who has 


financial interest in bank securities or other financial accounts in a 
foreign country must report certain information. This report is made 


on Department of Treasury Form 90-22.1, 
Accounts Report (FBAR) . 


Foreign Bank and Financial 


(4) In addition, under the authority of the Secretary of 
the Treasury, the IRS requires that businesses or other entities file 
a report when a product or service is paid for with United States 
currency of $10,000 or more. That report is made on IRS Form 8300. 


EFFECTIVE; 10/26/93 


Sensitive 
PRINTED: 02/18/98 


PAGE 272 - 34 


Sensi'tive 


Manual of Investigative Operations and 
Part I 


Guidel ines 


272 12,2 Access to BSA Report Information 

(1) Under the BSA, the Department of Treasury is 

responsible for collection, administration, and dissemination of BSA 
report information. United States Customs Service and Internal 
Revenue Service officials at their respective headquarters and field 
offices may disseminate BSA report information to Federal, state, and 
local law enforcement agencies. |j 

(2) Because BSA report information consists of personal 

and sensitive financial data, strict guidelines have been adopted for 
disseminating BSA report information. [jUnder these guidelines, BSA 
report information includes all data reported to the Department of 
Treasury on the following forms: ' 


4789; 


IRS Form 8362; 


(a) Currency Transaction Report (CTR) , IRS Form 

i 

I 

(b) ‘ Currency Transaction Report by Casinos (CTRC)-, 


(c) International Transportation of Currency or 
Monetary Instrument Report (CMIR) , USCS! Form 4790; 

I* ■ 

(d) Foreign Bank and Financial Accounts Report 
(FBAR) , Department of Treasury Form 90~[22,1; 

(e) IRS Form 8300. 


EFFECTIVE; 10/26/93 


272-12.3 Procedures for Requesting BSA 
MIOG, Part I, 272-12.5.) I 


jReport Information (See 


All requests for BSA report information should be made to 
the appropriate USCS or IRS field office. Requests must be made in 
writing unless exigent circumstances exist. Requests should be made 
by letter, on letterhead, and signed bykhe SAC. The letter should 
state the intended purpose for the information, specific violations or 
potential violations of law involved, arid identifying data for the 
individuals or businesses being checked!' If a verbal request for BSA 

It . 
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report inforoetioe is mode under exigeiSt circunstenees, e written 
confirmation of the verbal request musj be made. 


EFFECTIVE: 10/26/93 


272-12.4. Requesting Statistical BSA Report Information 

Field offices may request statistical BSA report 

in^ow!d'°V^""® no specific personal W financial information is 
involved. For example, a request can b'4 made for a list of all 

who^have CTRsj.with a cumulative amount of 
51,000,000 filed by banks within a certain area. As almost 17 million 
CTRs were filed between 1987 and 1989, taution should be used when 

IRs"or*uSCS^ ^ request. Investigative personnel may wish to contact 
pS or uses representatives regarding requests for statistical 

product. in' order to’ ensure a*' comprehensive and manageable work 


EFFECTIVE: 10/26/93 


I 

272-12.5 Unsolicited Disclosure of BSA jkeport Information 

FBI or uses may disclose BSA report information to the 

FBI or other Federal, state, or local la|w enforcement agencies when it 
IS determined that such information may be useful in a particular 

Follow-up r'equests for additional BSA 
report information must be made according to MIOG, Part I 272-12 
above. i; • ^^-^9 


EFFECTIVE: 10/26/93 
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272 12.6 Disclosure of BSA Report , iJf ormat , Within Task 

force or Joint Invest 

Representatives of IRS or USCS may disclose BSA 
.ntor.,tio„ to oth.r .e.b.r. of . i„il,t „V iob 

for „« thot particular invaatisation. I„ such inst»c„ ‘"o ’ 

written request is necessary. ' 


EFFECTIVE: 10/26/93 


272-12.7 Direct Access to BSA Report 


Information by FBI Analysts 


Assistant Secretary of the Treasury has approved 

IRS^or user* by FBI analysts through the 

analvst will access to BSA report information the 

hT/Il i acknowledg'e a statement reflecting that 

/ he understands the restrictions on', disclosure outside the^FBI. 


EFFECTIVE: 10/26/93 


272-12.8 Access to BSA Report Information Through the Financial 
crimes Enforcement Network (FinCEN) 

It 

(1) In those selective, high priority inves t iesfi nnc 
Fi^L^^ beneficial to have additional information from 

B^ rlLt and financial data bases, to include 

BSA report information, a letter should be 'forwarded to FinCEN 

letuSL. 
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written request, it is possible to telephonical ly contact the FinCEN 
Operations Center at telephone number ;1 (800) 707-2825. It should be 
noted that FinCEN is an agency of the Department of Treasury which 
functions, in part, to support Federally state, and local law 
enforcement agencies, (| 

(3) It should be noted that junder the operating 
procedures of FinCEN, records are maintained on each request received. 
The law enforcement agency which submitted the first request will be 
notified of all subsequent inquiries without exception. 


EFFECTIVE: 10/26/93 


272-13 


"Memorandum of Understanding Among the Secretary of the 
Treasury, the Attorney General and the Postmaster General 
Regarding Money Laundering [Investigations" (See MIOG. Part 
I-, 1183-1.2, 1 272^4 (10) (d) 4. & 1272-9.) 


"This Memorandum of Understanding (MOU) 


constitutes an agreement among 


the Secretary of the Treasury ("the Secretary"), the Attorney General 
and the Postmaster General as to the investigatory authority and 
procedures of Treasury and Justice bureaus and the Postal Service 
under 18 U.S.C sections 1956 and 1957, as amended by the Anti-Drug 
Abuse Act of 1988, Pub. L. 100-690 (Nov'. 18, 1988). This replaces a 
previous MOU on this subject between the Secretary and the Attorney 
General effective May 20, 1987. ' 

"Section I, Purpose 

"The Attorney General, the Secretary ani the Postmaster General have 
entered into this MOU in order to encourage effective and harmonious 
cooperation by Treasury and Justice bureaus and the Postal Service in 
the development of cases by bureaus witli appropriate experience, to 
reduce the possibility of duplicative investigations , to minimize the 
potential for dangerous situations which might arise from 
uncoordinated multi-bureau efforts, and [to enhance the potential for 

successful prosecution in cases presented to the various United States 
Attorneys. • 

"As clearly stated in the legislative history of the Act, this MOU 
does not confer any rights on any third party, including a defendant 
or other party in litigation with the United States. The fact that a 
bureau investigates a violation of section 1956 or section 1957 that 
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should have been investigated by'another bureau under the terms of 
this MOU, or that any agency not a parjty to this MOU investigates a 
violation of section 1956 or section 1957, confers no rights and 
provides no defense to any party* 

"While this MOU allocates jurisdiction! to investigate violations of 
sections 1956 and 1957, nothing in this MOU is intended to augment or 
diminish the investigatory authority of any Justice or Treasury bureau 
or the Postal Service over violations of any Federal criminal law, 
independent of the money laundering statute, or to alter the existing 
allocation or delegation of such authority. This MOU governs all 
investigations involving 18 U.S.C. 1956 and 1957 and is intended to be 
used together with MOU's presently existing between the bureaus. This 
MOU does not supersede the provision oif 26 U.S.C. 6103 
(confidentiality and disclosure of returns and return information). 

"Section II. Definitions 

"1. 'Bureau' includes the Postal Inspection Service. 

"2. 'Treasury bureaus' mean the Internal Revenue Service (iRS) , the 
United States Customs Service, the Bureau of Alcohol, Tobacco, and 
Firearms (ATF) , and the United States Secret Service. 

"3. 'Justice bureaus' means the Drug Enforcement Administration (DBA) 
and the Federal Bureau of Investigation (FBI). 

"4. 'Violations of section 1956' refers to both civil and criminal 
violations. | 

"5. 'Specified unlawful activities' has the definition set forth in 
18 U.S.C. section 1956 (c)(7). I' 

6. Justice Department attorney' means the appropriate Assistant 
United States Attorney or designated Justice Department attorney 
assigned to the prosecution of the case. 

"Section III. Investigatory Jurisdiction 

"A bureau's investigatory actions in pursuit of a section 1956 or 1957 
violation shall be conducted only in those areas in which the 
investigating bureau has existing jurisldiction, independent of the 
money laundering statutes, as set f orth|, in this Section. 

"A. Treasury Bureaus 
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Ii'tsrnal Revenue Service will have investigative 
jurisdiction over all violations of Section 1956 and 1957 where the 
underlying conduct is subject to investigation under Title 26 or the 
Bank Secrecy Act. '* 

2, United States Customs Service 

The United States Customs Service will have 
investigatory jurisdiction over violations of section 1956 or section 
1957 involving the following specif ied [unlawful activities: criminal 

offenses under 18 U.S.C. section 542, (relating to entry of goods by 
means of false statements), section 545 (relating to the smuggling of 
goods into the United States), section [549 (relating to removing goods 
from Customs custody), section 659 (relating to theft from foreign 
shipment), sections 1461-63 and 1465 (relating to illegal import or 
export of obscene matter) , sections 2251-52 (relating to imports or 
exports of material involving sexual exploitation of children), 
section 2314 (relating to foreign transportation of stolen property), 
and section 2321 (relating to the import or export of certain motor 
vehicles or vehicle parts); 19 U.S.C. s[ection 1590 (relating to 
aviation smuggling); 21 U.S.C. section 857 (relating to the illegal 


criminal offenses under 
Act of 1979 (50 U.S.Ce App. 


import or export of drug paraphernalia) 

section 11 of the Export Administration v,. u 

section 2410) ; criminal offenses under section 206 of the 
International Emergency Economic Powers!! Act (50 U.S.C. 1705); criminal 
offenses under section 16 of the Trading with the Enemy Act (50 U.S.C. 
App. 16); and criminal offenses under section 38(c) of the Arms Export 
Control Act (22 U.S.C. section 2778) (relating to exportation, 
intransit, temporary import, or temporary export transactions). 

The United States Customs Service will have 
investigatory jurisdiction over violations of section 
1956(a) (2) (B) (ii) , involving the international transportation of 
monetary instruments or funds which are [.proceeds of some form of 
unlawful activity and where the defendant knew that the transportation 
was designed in whole or in part to avoid a transaction reporting 
requirement under 31 U.S.C. 5316 (Reports on exporting and importing 
monetary instruments) . , ' 

"3. United States Secret Service 

The United States Secret Service will liave investigatory jurisdiction 
over violations of section 1956 or section 1957 involving the 
specified unlawful activity of an offense under 18 U.S.C. sections 
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(counterfeiting of obligations 'or securities of the United 
States), sections 500-503 (counterfeiting of blank or postal ^ney ' 

, postage stamps, foreign governments postage and revenue 
embe^^i/ section 657 (involving theft, 

1029 (f by employees of the FDIC) , and section 

1029 (fraud and related activity in cor^nection with access devils) 

"A. Bureau of Alcohol, Tobacco and Firearms 

Alcohol, Tobacco and Firearms will have investigatory 
th^! violations of section^ 1956 or section 1957 involvLg 

2341-234^ (trafJ k under 18 U.S.C. section! 

( rafficking m contraband cigarettes): section 38(c) of the 

TZrTr' 2778 (;ela?i::rto the ^ 

«U^iL ?o U.S. Munitions Import List, except those 

exDort fra intransit, temporary import, or temporary 

export transactions); and 18 U.S.C. 1952 (relating to travelling in 
interstate commerce, with respect to liquor on which federal excise 
tax has not been paid and arson); or ahy act or activity constituting 

thrift !v 1961(1), [with respect to any act or 

Chargeable under State la; and 
punishable for more than one year. | 

I 

Justice Bureaus 

( 

"1. Federal Bureau of Investigation 

"The Federal Bureau of Investigation wiJi have investigatory 

ihr!!p! violations of section 1956 or section 1957 involving 

the specified unlawful activities of an offense under 18 U.S.C. 

cl!im^" 152 (relating to concealment of assets; false oaths and 

! ®cy) , section 215 (relating |to commissions or gifts for 
procuring oans) section 513 (relating to securities of sEates an^ 

(reutids u public money, prop",?;! or 
records), section «56 (relating to theftt enbezzleeient , or ^ 

Officer or employee), section 657 (relating to 
lending, credit, and insurance institutions), 658 (relating to 

(^eUtiLTrtSft agencies), section 666 

^relating to theft or bribery concerning! programs receiving Federal 

(r^Uting^t^^inter^tlt^^^’ 798 (relating to espionage), section 875 
t elating to interstate communications) , section 1201 (relating to 

iTilUnfto llllT 'I? -<=tio! 1344 

and or section 2113 or 2114 (relating to bank 

frfl!r n theft), sections 2251, 2251A, 2252, and 2258 

( ting to sexual exploitation of children); section 2319 (relating 
t. copyright infringement) ; or section 2320 (;elating tftraf f Ukl;** 
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in counterfeit goods and services); or 7 U.S.C. section 2024 (relating 
to food stamp fraud); 21 U.S.C. section 830 (relating to precursor 
chemicals), section 857 (relating to transportation of drug 
paraphernalia) and, with respect to a financial transaction occurring 
in whole or in part in the United States, an offense against a foreign 
nation invo ying the manufacture, importation, sale, or distribution 
of a controlled substance (as such term is defined for the purposes of 
the Controlled Substances Act); and an^ act or acts constituting a 

enterprise, as that term is defined in section 408 
of the Controlled Substances Act (21 UiS.C. 848); or any act or 
activity constituting an offense listed in 18 U.S.C. 1961(1) with 
respect to any act or threat involving [murder , kidnapping, gambling, 
arson, robbery, bribery, extortion, defling in obscene mlttlr, or in 
dealing in narcotics or other dangerous drugs which is chargeable 

punishable, for more than one year; 18 U.S.C. 201 
( ribery); 18 U.S.C. 224 (sports bribery); 18 U.S.C. 659 (theft from 
interstate shipment); 18 U.S.C. 664 (embezzlement from pension and 

Is uTc ^029^^ (extortionate credit transactions); 

.. .* - (fraud and related activity in connection with access 

transmission of gambling information); 

I ^ ir^ud); 18 U.S.C. 1343 (wire fraud); 18 U.S.C. 

8 it'JT 11-S.C. 1503 (obstruction of justice); 


. investigation) ; 18 U.S.C. 1511 
enforcement); 18 U.S.C. 1512 


18 U.S.C. 1510 (obstruction of criminal 

(the obstruction of State or local lau 

local law ^riiioirceinenL^ ; iO 

^tampering with a witness, victim or informant); 18 U.S.C. 1513 
(retaliating against a witness, victim [or informant); 18 U.S.C. 1951 
(interference with commerce, robbery or extortion); 18 U.S.C. 1952 
18 respect to untaxed paid liquor and arson); 

18 11 ^^' transportation of wagering paraphernalia) ; 

10 U.S.C. 1954 (unlawful welfare fund payments); 18 U.S.C. 1955 (the 
prohibition of illegal gambling businesses); 18 U.S.C. 1958 (use of 
interstate commerce facilities in the commission of murder-for-hire) ’ 
18 U.S.C. 2251, 2251 a, 2252, and 2258 (sexual exploitation of 
children); 18 U.S.C. 2321 (trafficking in certain motor vehicles or 
motor vehicle parts); 18 U.S.C. 2312 ani 2313 (interstate 
transportation of stolen motor vehicles); 18 U.S.C. 2314 and 2315 
(interstate transportation of stolen property); 18 U.S.C. 2421-24 
(white slave traffic); any act which is [indictable under 29 U.S.C. 186 

11 T P^y”®"ts and loans to labor organizations) or 29 

. .C. 501(c) (embezzlement from union funds); any offense involving 
fraud connected with a case under title [ll, fraud in the sale of 
securities, and the felonious manufacture, importation, receiving 
concealment, buying, selling, or otherwise dealing in narcotic or’ 
other dangerous drugs, punishable under any law of the United States." 

(The above SUAs in Section 1956 and violations specified in Section 
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^ I 

1961 are changed occasionally. See MIOG, Part I, 183-1.2 (for 
SUAs)") predicate offenses), 272-^, and 272-9 (for current 

"2. Drug Enforcement Administration 

The Drug Enforcement Administration sllall have investigatory 
jurisdiction over violations of sections 1956 or 1957 involving the 
specified unlawful activities of, with [respect to a financial 
transaction occurring in whole or in part in the United States, an 
offense against a foreign nation involving the manufacture, 
importation, sale, or distribution of a' controlled substance (as such 
term is defined for the purpose of the Controlled Substances Act) 
including 21 U.S.C. 830 (relating to precursor and essential 
chemicals) and 857 (relating to transportation of drug paraphernalia); 
or any act or acts constituting a continuing criminal enterprise, as 
m II r? section 408 of the Controlled Substances Act 

II c r i predicate offenses enumerated in 18 

K I,, dealing in narcotics or other dangerous drugs which are 
chargeable under State law and punishable for more than one year, or 
the felonious manufacture, importation, I receiving, concealment, 
buying, selling, or otherwise dealing in narcotics or other dangerous 
drugs, punishable under any law of the United States. 

C. United States Postal Service 

"The investigative jurisdiction of the Postal Inspection Service is 
limited by 18 U.S.C. 3061 to offenses regarding property in the 
custody of the Postal Service, property [of the Postal Service, use of 
the mails', other postal offenses, and offenses for which the Postal 
been delegated investigative authority pursuant to 18 
U.S.C. 3061 (b)(2). Subject to these limitations, the Postal 
Inspection Service shall have investigaiive jurisdiction over 
violations of sections 1956 and 1957 inijolving the specified unlawful 
activities of 18 U.S.C. 201 (bribery of public officials and 
witnesses); 18 U.S.C. 500-503 (counterfeiting of money orders, post 
cards, indicia of postage and postmarking stamps); 18 U.S.C. 641 
(theft of public money, property or records); 18 U.S.C. 1029 
(fraudulent activity in connection with [access devices) with respect 
to violations involving postal employees, fraud against the Postal 
Service or where the primary focus of the offense is mail fraud or a 
violation of 18 U.S.C. 2114 (postal robbery); 18 U.S.C. 1341 (mail 
fraud); 18 U.S.C. 1343 (wire fraud) where the primary focus of the 

1"^63 (mailing of obscene 

U.S.C. 1503, 1510-1513 (obstruction of justice); 18 U.S.C. 
y L ^mailing in aid of racketeering enterprises); 18 U,S,C* 1961 
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(0(A) (organized crime); 18 U.S.C. 211A (robbery of nail, other 

2252 (eexuai exploitation of minors); any 
Id U.S.C. 1961 (1; offense dealing m narcotics and other dangerous 
drugs which are chargeable under state, law and punishable for more 
than one year, or by the felonious manufacture, importation, 
receiving, concealment, buying, selling, or otherwise dealing in 
narcotics or other dangerous drugs . punishable under any law of the 
United States, or any act or acts constituting criminal enterprise, as 
that term is defined in section 408 of the Controlled Substances Act 
(21 U.S.C. 848); 21 U.S.C. 843 (b) (use of. mails to violate Controlled 
Substances Act); and, Section 1822 of the Mail Order Drug 
Paraphernalia Control Act (21 U.S.C. 857) (transportation of drug 
paraphernalia). ' 

’^Section IV. Undercover Operations 

This MOU will govern the conduct of all money laundering 


investigations under sections 1956 and 


1957 in that all parties hereto 


agree that all undercover operations will be reviewed using each 
bureau's internal guidelines, the objectives of which are consistent 
With existing Attorney General Guidelines on undercover operations. 

Section V. Seizure and Forfeiture 


Any property involved in a violation of section 1956 or 1957 that a 
Treasury or Justice bureau or the Postal Service has authority to 
investigate under Section III of this MOU may be seized by that bureau 
or the Postal Service, if that property is subject to forfeiture to 
the United States under 18 U.S.C. 981(a)(1) (A) or 981(a)(1)(B), 

"Where a Treasury or Justice bureau or the Postal Service would have 
authority to seize property under the authority stated in the 
preceding paragraph is not present to make the seizure, any Treasury 
or Justice bureau or the Postal Servicell that is present may seize the 
property and shall immediately turn over that property to the bureau 
having Section III investigatory jurisdiction, where the forfeiture 
processing shall occur. ' 


"Any property seized under this Section 


.shall, upon forfeiture under 


18 U.S.C. 981 or 982, be apportioned among the appropriate Treasury or 
Justice bureaus or the Postal Service in accordance with their 
respective contribution to the overall efforts expended in the 
investigation, seizure, or forfeiture. 1 

Pursuant to 18 U.S.C. 981(e) and, where appropriate, the Justice 
Department, the Treasury Department or t!he Postal Service forfeiture 
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guidelines, apportionment may include equitable transfers to any other 
Federal agency or State or local authorities, which participated 
directly in any of the acts which led to the seizure or forfeiture. 

"^y dispute regarding the seizure, forfeiture, apportionment, or 
disposition of property under this section shall be governed by the 
disputes resolution procedure in Section IX of this MOU. 

"This MOU does not affect Treasury or Justice bureaus' or the Postal 
Service's authority to seize property or the disposition of such 
property under statutory seizure and forfeiture provisions not based 
on section 1956 and 1957 violations. ' 

"A. Seizure of Attorney Fees: Treasury and Justice bureaus and the 

Postal Service will follow DOJ guidelines in reference to the seizure 
and forfeiture of any money or property, that is held by an attorney 
for payment for the defense of a client:;. See United States Attorneys 
Manual 9-111.000, et seq. |« ^ 

"Section VI'. Prosecution 

A bureau that conducts an investigation under the authority of this 
MOU shall coordinate with Justice Deparjtment attorneys. 

"Section VII. Notice, Coordination, and Lead Bureau 

"A. Notice 

"1. If, during the investigation of a section 1956 or 1957 violation, 
a bureau discovers a specified unlawful]; activity or a transaction 
reporting violation over which another bureau has investigatory 
jurisdiction, that bureau shall give notice to the bureau which has 
investigatory jurisdiction over the specified unlawful activity or to 
the Internal Revenue Service or Customs'^ as appropriate, in the case 
of a transaction reporting violation, and to consult prior to taking 
any investigative actions impacting on the other bureau's 
jurisdiction. ' 


involving the proceeds of a 


If a bureau discovers transactions ^ * 

specified unlawful activity conducted with intent to engage'in 
violation of section 7201 or 7206 of the Internal Revenue Code, that 
bureau shall give notice to the Internal Revenue Service and 
coordinate the subsequent investigation [with the IRS. To the extent 
that any IRS money laundering investigation requires the acquisition 
of evidence concerning an underlying specified unlawful activity, the 
IRS shall notify the bureau having jurisdiction over the specified 
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subsequent investigation with 


under this section will ordinarily be made at supervisory 
field level and will, at a minimum, reouire a complete summary of the 
facts and circumstances of the investijgation. However, in those 
instances where a bureau undertakes anl; investigation in which it 
determines that field level disclosurej' would be detrimental to the 
investigation, the required notice will be made at the headquarters 
level and dissemination restricted to Ulected individuals consistent 
with the need to maintain security of the investigations. 


"B. Coordination and Determination of 


Lead Bureau 


Investigatory actions which involve areas outside the investigating 
bureau s existing jurisdiction, independent of the money laundering 
statute, shall be conducted only in coordination with the bureau(s) 
which do have existing jurisdiction independent of the money 
laundering statute. Coordination requires, at a minimum, a 
determination of the degree of cooperatlion necessary between the 
coordinating bureau (s) and includes continuing dialogue as the case 
develops. At th^ request of any coordinating bureau, at any time as 
the case develops, there shall be a determination of the lead bureau 
or the Section 1956 or 1957 investigat|ion. The determination of lead 
bureau does not preclude a subsequent request by a coordinating bureau 
for redetermination of the lead as compelling facts and circumstances 
warrant* 

i 

"The determination of the lead bureau will be made at the supervisory 
field level by the bureaus involved and' will be governed by which 
bureau has the paramount investigatory interest. In determining which 
bureau has the paramount investigatory interest, the factors to be 
considered shall include, but not be limited to: 


Likely impact on major 


icriminal enterprises; 


Likelihood of successful prosecution; 

Existence of a specified unlawful activity, as 
defined in section 1956(c)(7); 

Jeopardy to informants,,' undercover agents, or third 
parties; j! 

Commitment of investigatory resources; and 
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. other matter of substantive investigative 

interests 

Section VIII. Jointly Conducted Investigat ions 

"Treasury and Justice bureaus and the Postal Service are encouraged to 
enter into joint investigatory endeavors in circumstances that may 
necessitate or justify the use of skills and resources of more than 
one bureau. The specific details of each joint investigation, 
including the role of each bureau in tJie endeavor, will be formulated 
at the onset of the investigation and will be provided to each 


bureau's headquarters by each bureau’s 
differing circumstances will result in 
project to project, certain conditions 


^established procedures. While 
varied arrangements from 
will always apply: 


Participating personnel will be supervised by their 
respective bureaus. This does not alter any other 
concerning supervision of investigatory personnel* 

Only one evidentiary document, such as a record of 
interview will be prepjared,' and a copy will be 
furnished to the other bureau at the time the 
document is prepared. 

♦ 

Resources and investigatory expertise will be 
provided to the requesting bureau when the 
investigatory matter meets the criteria of the 
requested bureau and when available resources allow* 

Any contact with the news media, such as press 
releases, will be coordinated and agreed to in 


advance by the bureaus 
"Section IX. Dispute Resolution 


I' involved. 


"The Secretary, the Attorney General and the Postmaster General 
contemplate that in cases of overlapping jurisdiction, the appropriate 
bureaus will work in concert to the extent authorized by law. Any 
disputes between bureaus should be resolved at the field level. When 
this cannot be accomplished, the matter llwill be referred to the 
respective headquarters' point of contact. In the event that disputes 
cannot be resolved by the bureau headquarters, the matter will be 
expeditiously referred to the Assistant [Attorney General, Criminal 
Division, Department of Justice, and the Assistant Secretary for 
Enforcement, Department of the Treasury,' and in disputes involving the 
Postal Service, to the Chief Postal Inspector, whose decisions shall 
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"Section X. Extraterritorial Jurisdic|tion 

"Treasury and Justice bureaus and the Postal Service must immediately 
notify the appropriate prosecuting attorney or other designated 
Department of Justice official if, in the course of a section 1956 or 
section 1957 investigation, it becomes likely that extraterritorial 
jurisdiction under section 1956(f) or section 1957(d) will be invoked. 
See United States Attorneys Manual 9-105.100. 

'^Section XI* Amendment 

"This MOU may be amended by deletion or modification of any provision 
contained herein, or by addition of new provisions, after written 
concurrence of all the parties to the MOU* 

^^Section XII* Termination 

^’This MOU will remain in effect until: d^erminated by the Attorney; 
General or the Secretary or the Postmaster General upon 30 days’ 
written notice* ' 

"Section XIII. Approval 

"This MOU becomes effective when approved by the parties identified 
below. ' 


Peter K. Nunez 

Assistant Secretary (Enforcement) 
U.S. Department of Treasury 


William P. Barr 

Deputy Attorney General 

U.S. Department of Justice 


JUL_3 1^1990 
Date 


8/11/90 

Date 


Char 1 es_R * _C1 aus on 
Charles R. Clauson 
Chief Postal Inspector 

8/16/90_ 
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